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With the rapid development of low-cost consumer electronics and pervasive adoption of next generation
wireless communication technologies, a tremendous amount of data has been generated from users’ smart
devices and collected for research and analysis. This inevitably results in increasing concern of mobile users
regarding their personal information; the problem of privacy preservation has become more urgent and it has
also attracted a significant amount of attention from both academic researchers and industry practitioners. As
a strong privacy tool, local differential privacy (LDP) has been widely deployed in recent years. It eliminates
the need for a trusted third party by allowing users to perturb their data locally, thus providing better privacy
protection. This survey provides a comprehensive and structured overview of LDP technology. We summarize
and analyse state-of-the-art development in LDP and compare a range of methods from various perspectives and
from the context of machine learning model training. We explore the applications of LDP in various domains.

Furthermore, we identify several research challenges and discuss promising future research directions.

1. Introduction

Over the last few years, a large volume of data has been generated
and collected for various data analyses towards decision-making or ser-
vice improvement. This data can be acquired from end-user devices or
even wearable devices, which include users’ private data that can even
be highly sensitive. With the emergence of new technology capable of
in-depth mining and analysing users’ data, users have raised concerns
over their data privacy [1]. Various authorities have also enacted
privacy laws to regulate organizations in handling and using their users’
data, such as General Data Protection Regulation (GDPR) [2], California
Consumer Privacy Act (CCPA) [3], and Personal Data Protection Act
(PDPA) [4]. This has increased the urgency and importance of privacy
preservation which needs to be addressed.

Differential privacy [5], as a strict privacy definition, has grown
to be one of the de facto standards for preserving privacy and has
been applied in a variety of areas. Traditional differential privacy,
also named centralized differential privacy (CDP), is typically done
by having a service provider collect the user’s original data first and
then release the noisy statistical information to the public. The service
provider is assumed to be trusted in the centralized model. However,
the reality is not always the case. Even big reputable companies may

not be able to guarantee their customers’ privacy [6]. For instance, it
has been reported that in 2018, hundreds of thousands of Google+
social network users had their private data leaked by Google. Later
in the same year, it was reported that 52.5 million users had their
accounts exposed due to a bug in the Google+ API [7]. In 2019,
hundreds of millions of Facebook users’ IDs, phone numbers, and names
were exposed online [8]. This suggests that the assumption of having
a trusted third party to manage the users’ data may be very difficult to
establish.

Different from centralized differential privacy, local differential pri-
vacy (LDP) allows users to perturb their data locally on their own
devices. Only the perturbed data are reported to the server. Fig. 1 shows
the comparison of the framework of CDP and LDP. For CDP, the server
possesses the users’ original data. In contrast, under the LDP model, the
server holds a perturbed version of the data and queries are handled
based on this perturbed dataset. This allows for the service provider to
be untrusted without compromising the privacy of the data while also
relieving it from the burden of preserving the data privacy.

Despite its potential that has been deployed by several large com-
panies [9-11] to preserve their users’ privacy, LDP comes with its own
drawbacks. More specifically, in general, the noise introduced to the
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Fig. 1. Comparison between CDP and LDP Models.

whole dataset can be very large, which results in query responses with a
much lower utility compared to that of the centralized model. Further-
more, since perturbation is done by each user without any information
regarding other users’ data, such perturbation must be independent and
hence limit the scope of its application. These limitations cause LDP to
be much less studied compared to CDP. Our motivation to write this
survey is to provide a summary of studies in LDP which we also believe
to be beneficial for the study and future development of the field. We
note that despite the existence of a number of surveys in LDP, they
tend to mainly focus on a smaller, more specific part of the field. In
2018, Cormode et al. [12] provided a brief tutorial on LDP. The work
by Zhao et al. in 2019 [13] mainly surveyed the potential applications
of LDP in securing the internet of connected vehicles. In the same
year, Bebensee [14] provided a survey that focused on heavy hitter
identification and spatial data collection. Compared to [15]’s work, we
provided a simpler and clearer classification, and deeper analysis and
discussion. Furthermore, the survey by Cormode et al. [16] focused on
a comparative study of frequency estimation under LDP.

In this survey, we identify two research directions according to
the purpose of perturbed data collection: statistical query with LDP
and private learning with LDP. For statistical query with LDP, the
aggregator aims to collect users’ data to answer a specific query, such
as frequency, mean, and range of the dataset. Due to its specificity, the
data perturbation mechanism tends to be specially designed depending
on the query type it is trying to solve. On the other hand, for private
learning with LDP, the aggregator aims to collaborate with users to
train a model, which is associated with a particular machine learning
algorithm. The data perturbation method is hence dependent on the
specific algorithm. In this survey, we identify the problems in such
directions along with challenges unique to the two research directions.
We then discuss and review existing solutions to the problems while
providing some comparisons regarding their advantages and disadvan-
tages. Next, we explore the latest research progress on the application
of LDP including federated learning, reinforcement learning, location
privacy, and recommendation systems. Lastly, based on such advances,
we identify some challenges that need to be considered as well as some
further research directions.

This survey is structured as follows. Some preliminaries are intro-
duced in Section 2. The review of existing LDP methods for statistic
query and private learning problems is presented in Section 3 and
Section 4 respectively. Section 5 explores the applications of LDP.
Section 6 provides an extensive discussion on research challenges and
research directions. We conclude this survey in Section 7.
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2. Preliminaries
2.1. Definition

Definition 1 ((¢, 6)-Local Differential Privacy [17]). Let ¢ > 0 and X be
the domain of the user’s data. A randomized algorithm M : X — M(X),
which is applied to each user’s record independently, satisfies (e, 5)-
local differential privacy, if and only if for any pair of input values
x,x’ € X and for any possible output .S C Range(M), we have

PriM(x) € S]1 < e PriM(x") € ST+ 6. 1)

The special case when 6 = 0, is e-Local Differential Privacy.

This definition guarantees that for any perturbed data & = M(x)
that the aggregator receives, regardless of any additional knowledge
that it may learn, the information about the value of x that can be
learned from the output % is bounded by a function of e, which limits
the confidence that the aggregator may have regarding the value of x.

Differential privacy sets itself apart by adding controlled noise to
data queries, ensuring individual privacy while allowing accurate anal-
ysis of aggregated information. Unlike traditional methods that focus on
anonymization or encryption [18,19], differential privacy safeguards
against re-identification attacks and preserves privacy in aggregate data
more effectively.

2.2. Fundamental mechanisms

This section summarizes a few of the basic local differential privacy
mechanisms, which are building blocks for complex algorithm design.
Laplace Mechanism. Let ¢ > 0 and f : X — R? be a function related
to a query. The Laplace mechanism M; : X — R with parameter ¢ is
defined as follows. For any x € X,:

Mpx)=f(x)+ (Ny,...,Ny), (2)

where N|,..., N, are independently and identically distributed from
the Laplace distribution N; ~ Lap(0,4f/e). Af refers to the £, sensi-
tivity.

Gaussian Mechanism. Let ¢,6 > 0 and f : X — R? be a function

related to a query. The Gaussian mechanism Mg : X — RY with
parameters ¢, § is defined as follows. For any x € X,:

Mg(x) = f(x)+ (Ny, ..., Ny), 3
where Ny,..., N, are independently and identically distributed from

the Gaussian distribution N; ~ N (0,6%) where ¢ is defined as a
positive real number such that ¢ > c4, f /e for some positive constant
¢ satisfying ¢? > In(1.25/6). 4, f refers to the ¢, sensitivity.

The concept of sensitivity is used to capture the largest change that
the sensitive report can have. This determines the magnitude of the
noise to be added, which further affects the accuracy of the final query
response [20]. We provide the definition of #, and ¢, sensitivity of the
function f as follows.

Definition 2 (7, ¢,-Sensitivity). Let a query be given and let f : ¥ —
R? be a function that determines the report that the aggregator requires
from each user to respond to the query for some response dimension
d € Z. Then the #;-sensitivity of f is defined as follows:

Af £ max  |IfG) = fWl;- C)
X, yEX xF£y
Similarly, the #, sensitivity of f is defined as

ILf G = F Wl (5)

A f 2
2f x,y]gl??,x;éy
M and M achieve ¢-LDP and (e, §)-LDP respectively. One way to
improve the accuracy guarantee of a query response while maintaining
the privacy guarantee is by limiting the sensitivity of the corresponding
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function. Technique such as clipping technique [21] or truncation is
usually adopted to achieve such goal.

In contrast to Laplace and Gaussian mechanisms which were ini-

tially designed for CDP, the majority of LDP mechanisms are designed
based on the idea of randomized response [22].
Randomized Response (RR). Let p € [0,1], X be the domain of the
user’s data with size 2,7 € X be a user’s private value and 7 € X be its
perturbed response outputted by the randomized response mechanism
with probability p. Then 7 is a random variable such that for v € X,

.
prif=v=d P MIEY ©)
I—p ift#o.

We denote such RR mechanism with parameter p by RR(p). Holohan
et al. [23] showed that the above mechanism provides ¢-LDP if p €
#, % and among all such choices of p, choosing p = ef:rl yields
a mechanism with the minimum expected error. Note that the RR
mechanism is only defined when |X| = 2. It is then natural to extend it
to a larger domain, which is defined by generalized randomized response
(GRR), which was proposed in [24].
Generalized Randomized Response (GRR). Suppose that |X| = d for
some positive integer d > 2 and p € [0, 1]. Suppose that a user « holds
a value t € X and let 7 € X be its perturbed response outputted by the
generalized randomized response mechanism. Then 7 is defined to be a
random variable such that for any v € &,

ift=v

Pr[f=u]={;_,, ) @)
T if t#v.

We denote such GRR mechanism with parameter p by GRR(p). Sim-
ilar to the case of RR, the above mechanism provides e-LDP if p
1 e€ . . _ o€
THa-ne m] and.among a.ll .such choices of p, ch0051.ng P=
yields a mechanism with the minimum expected error. It is also easy to
see that when d = 2, the generalized randomized response mechanism

reduces back to the RR mechanism defined above.

2.3. Composition properties

The composition of differential privacy mechanisms can be used to
help us in designing differentially private mechanisms for more sophis-
ticated queries. The composition properties work for both centralized
and local differential privacy [25].

Sequential Composition. Given a random algorithm M = {M,, M,,
...,M,,}, which consists of m sequential steps. Assume each mech-
anism M, satisfies ¢;-local-differential privacy and all mechanisms
are performed on the same dataset, then, M satisfies (Z,'.": | €)- local
differential privacy.

Parallel Composition. Assume there are a set of privacy mechanisms
M = {M|,M,,...,M,,}, which are performed on disjointed data
records of the dataset. If each of the mechanisms satisfies ¢;-local
differential privacy, the M provides max{e,,...,¢,,}-local differential
privacy guarantee.

Post-Processing. Given a randomized algorithm M that provides e-
local differential privacy guarantee. Let f be an arbitrary random-
ized mapping, post-processing an output of the differential privacy
algorithm foM does not incur any additional loss of privacy.

3. Statistical query with LDP

In addition to helping service providers to better understand cus-
tomer needs which is essential in providing better and more effective
services, as can be observed from the composition theorems discussed
above, privacy-preserving mechanisms specifically designed to address
simple queries are also important building blocks for mechanisms
designed for more complicated data analyses. Fig. 2 summarizes the
different query types studied in the literature.
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3.1. General data statistics

This section discusses the statistics over traditional categorical and
numerical data.

3.1.1. Frequency estimation

Let U = {uy,...,u,} be a set of users and A = {I,,...,I;} be a
set of possible items that each user may hold. The aim of the data
aggregator is to find the frequency of each item in A. More specifically,
it aims to estimate (f),...,f;) where for i = 1,....d, f; = % with
ed;) = [{j € {L.....n} : u; holds I,-}‘. In general, frequency estimation
methods can be divided into 4 processes.

* Encoding. Suppose that for i = 1,...,n,u; holds v; € A. Each user
u; encodes v; using a predefined coding scheme to f;, which can
either be a value or a binary vector to be used as an input to a
perturbation mechanism.

* Perturbation. Having ¢;, each user u; uses a perturbation mech-

anism M satisfying local differential privacy to perturb #; to

7, under the guarantee that the distribution of 7, is statistically

indistinguishable to the case when ; holds any other value.

Aggregation. The data aggregator receives all the perturbed values

{7|,...,1,} from n users and aggregates them accordingly.

Estimation. The aggregator performs post-processing to calculate

an estimation (£}, ..., f;) of (f}, ..., f4) according to the perturba-

tion strategy to ensure that the estimate is unbiased. Such post-
processing techniques can also be done to improve estimation
accuracy.

In the following, we discuss several groups of typical frequency
estimation methods.
Direct perturbation. We refer direct perturbation to schemes with no
to minimal encoding before the perturbation process. Typical frequency
estimation methods can be constructed without any encoding where the
perturbation is done using either RR or GRR. Another very commonly
used direct perturbation frequency estimation is named Optimized
Unary Encoding (OUE), which was proposed by Wang et al. [26] which
we will discuss in the following. Suppose that |A| = d and for a user y;
that holds v; = I;, € A, the encoding of v; is done by defining a binary
vector t; = (t;5, ..., 1; ;) of length d, where only ¢, ; = 1, all other values
equal to 0. The perturbation is then done for each bit independently.
More specifically, given ¢, ;, the jth entry of the output 7, ; is generated
using RR(p) with possible outputs {0, 1} where
p={%;e if 1, =1

m’

8
if 1,; =0. ®
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Table 1
Comparison of frequency estimation methods.
Method Typical papers Description Advantages Disadvantages
Direct perturbation [24,26] Randomized response is directly done to Easy to perform and minimal Poor performance when the
private value or minimally encoded value additional computational cost dimension is high
Hash [9,26] Private value from a large dataset is hashed Smaller communication cost Decoding process is complex and
to a hash digest from a much smaller space, collision problem needs to be
in which randomized response is applied considered
Transformation [17,29,31] Transform the user value into a single bit, Small communication cost Additional information loss during

perform the randomized response to this bit

the transformation process

Subset selection [32,33] Random sampling of k values to report

Good performance in the High communication cost
intermediate privacy region

Discussion. The three mechanisms mentioned above (RR, GRR, and
OUE) are the most basic building blocks. In general, solutions that
are based on RR and GRR are more suitable in scenarios where the
dataset has a low dimension. The accuracy may deteriorate when the
dimension of the data is high. Although OUE has a better performance
in cases with larger datasets compared to RR and GRR, this comes at
the cost of a much higher communication cost.

Hash. Hash functions are typically characterized by the mapping of
inputs in a large domain to hash digests in a much smaller space. Let
H be a family of universal hash functions and X € H. For each user
u; with value v;, it first encodes v; to (H, H(v)). In RAPPOR [9], H(v)
is then further encoded to a k-bit vector where the perturbation is
then done by performing RR on each bit of this final encoded vector.
Having these perturbed vectors from each user, the aggregator utilizes
Lasso regression [27] to obtain an accurate estimation of the frequency.
Unfortunately, this technique was later proven to be substantially ineffi-
cient by Chai and Nayak [28]. Another typical hash-based perturbation
method was proposed by Wang et al. [26] which is named the optimal
local hash (OLH). In this method, the choice of the size of the hash
digest is optimized where the hash digest is perturbed using the GRR.

Discussion. Although hash function-based solutions may have a
smaller communication cost and improved statistical variance due to
the smaller hash digest size, they may suffer from the collision problem.
In order to alleviate the effect of such collision, two typical techniques
may be used, namely Bloom filter [9] and Count Mean Sketch [29]. The
collision probability can be further reduced by a technique proposed by
Erlingsson et al. [9] where users are permanently assigned to m differ-
ent cohorts, each having a different set of hash functions. Although all
techniques discussed may reduce the effect and the probability of a
collision, they increase the computational complexity of the decoding
process.

Transformation. Another technique that is typically used to estimate
the frequency is the use of carefully designed transformations to trans-
form A to A’, which allows for aggregation to be done using some
specific properties of A’. The set A’ is typically represented by a matrix
@ € R™ where values in A are transformed to the columns of ®. More
specifically, let {e,, ...,e;} C R? be the standard basis of RY where for
i = 1,...,d,e; has zero entry everywhere except its ith entry, which
has value 1. Then for I; € A, we transform I; to the ith column of
®,0; = @ -e; € R™. For each user u; that holds v; = I}, € A, the
report is defined by first randomly choosing an index j € {1,...,m}
using some distribution y; that depends on v,. Having j, the user can
then report (j, (6,);) to the data collector. The data collector then uses
an aggregation mechanism to calculate a vector G of length m from
the reports by the users. The vector G can then be used to estimate
the frequency of each value v; through the calculation of some inner

products between G and each 6;. In [17], the matrix used is defined as
mxd

D e —L, £ . Some other works [29,30] considered the use of
Vi
the Hadamard transform matrix to define @. In the following sections,
we denote the two approaches by JLRR and HRR respectively.
Discussion. Transformation-based methods (JLRR, HRR) transform

the user’s value from d bits to only 1 bit. It reduces communication cost

significantly by only reporting an indicator j and 1 bit value. However,
one bit of data might not represent the complete input information. The
accuracy can be affected, especially when the privacy budget ¢ is big.
The information loss during the transformation process dominates the
statistic error.

Subset selection. The next technique that has been considered in de-
signing a frequency estimation scheme is named the subset selection. In
general, such a scheme is mainly done by letting user u; randomly select
and report a subset of A of size k with a predetermined distribution
depending on the value v; it holds. Wang et al. [32] determines the
optimal value of k that minimizes the statistical error of the estimate.
In their work, they established that this can be achieved by setting

k = {L ork = | -4 In 2019, they proposed a mechanism that

pads the+(1)utput with teri+vlial output which can be seen as a variant of the
Exponential mechanism and an extension of the k-subset mechanism to
handle discrete quantitative data [34]. In 2018, Ye and Alexander [33]
analysed the k-subset mechanism in a medium privacy regime and
provided a tight lower bound on its minimax risk.

Discussion. In general, subset selection-based schemes perform well
in intermediate privacy regimes, say, when ¢ € [log2,log(d — 1)] [32].
However, this comes with a relatively high communication cost, espe-
cially when e is small.

Summary. The frequency estimation problem is one of the most
basic statistical analyses and has been one of the problems that are
the most extensively studied in local differential privacy setting [35].
Besides proposing new perturbation mechanisms to reduce the statis-
tical variance, given prior knowledge regarding the noise and item
distribution, further calibration can be made to improve frequency
estimation schemes as well [36,37]. The same can be done by per-
forming post-processing focusing on maintaining consistency [38-40].
The comparison between different methods and techniques in the study
of the frequency estimation problem can be found in Tables 1 and 2
respectively.

3.1.2. Heavy hitters identification

Heavy hitter identification is a similar problem to the frequency

estimation problem where we only aim to identify the items with
sufficiently high frequency. Proposed schemes in handling the heavy
hitter identification to estimate the top k frequent items have focused
on both accuracy and efficiency. In general, such schemes can be
divided into three based on their methods. A summary of such methods
can be found in Table 3.
Naive method. As has been observed above, the problem of heavy
hitters identification is similar to the frequency estimation problem
where it only outputs the frequency of items that appear sufficiently
frequently. A straightforward solution can then be designed by first
having the aggregator estimates the frequency for all items and output
only the frequency of the heavy hitters.

Discussion. The native method requires the estimation of the fre-
quency of all data in the dataset. So this approach may become in-
feasible when the dataset is large. Furthermore, if direct perturbation
solutions, such as GRR, are utilized, the statistical variance of the
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Table 2
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Comparison among typical techniques for frequency estimation.

Technique Encoding Perturbation Variance Communication (bits)
. < ifr=0 -
GRR [24] t=v Prii=v] = @+ = O(log d)
e (fr#v (ee=t?
] e
A I feli] =1 .
OUE [26] t=10,....1,...,0], Prilil = 1] = { 2 0 o((ufj”z) o)
where 1[v] = 1 e i 1li=0
RAPPOR [9] Hel; Prifli] = 1] = ) ( = ) o)
t=0,....1,...] {1—%/, if f[i] =1
Lif Hv)=1, 1 if fi1=0"
where 1[i] = ! © zf’ if 7i]=0
0, otherwise where f= —*
241
r=(M,1)
OLH [26] HeH Prli = H(v)] = o) (ﬁ) O(log n),
t=H(v); o M n is the number of
r=(M,1) wmr IS (v)’ users
vt if t# H(v)
where g =¢°+ 1
mxd cdt,  wp. = p
1 _L L . F= e e+l 4e
JLRR [17] <I>e{ o \m} ; i {_c a vy 0((5.,”2) O(logm)
i€ [m]; U e
1 = dli, vl; where ¢, = £
r=(i,1)
. 5 < ifr=1 »
HRR [29,30] & :2¢x2¢ Hadamard Matrix, prii=11=4 =" o(Z5) O(log m)
where ®[i, j] = 27/2(=1)(); e =l
((i,j) refers to the inner product
of their binary representations)
ie2];
t=d@[i,v]
r=(i.t)
Table 3
Comparison of heavy hitter identification methods.
Method Typical papers Description Advantages Disadvantages
Naive method [24,26] Apply frequency estimation method directly to all Easy to perform and no Not efficient
items to find the sufficiently frequent ones additional computation
Segmentation-based method [41,42] Data string is transformed to several shorter High efficiency for heavy Additional computation cost,
segments (that may overlap) where users perturb hitter estimation low accuracy
and report one or several of the segments
Tree-based method [43,44] Iteratively estimate the frequency of different High efficiency, dataset size Multiple iterations requiried

prefixes, pruning the less frequent ones and growing

knowledge is not required

the tree by considering longer prefixes

estimate is also very high, significantly reducing the statistical accuracy
of the estimate.

Segmentation-based method. Segmentation-based methods attempt
to alleviate the disadvantages that are obtained from the use of fre-
quency estimation methods in the naive methods discussed above. More
specifically, this is done by first partitioning the encoded data into g
partitions. The server finds the frequent strings in each segmentation C;
and then gets the candidate set C = ﬂ'fz , C;- One consideration in such
design is the size of the candidate set C. Various works have considered
different techniques to further reduce the size of C. Fanti et al. [41]
consider the possibility of having each user report two random seg-
ments instead of just one. A potential problem of the technique above is
in the case that g is big, the number of reports for each segment may be
small, which results in estimation with low statistical accuracy. Wang
et al. [42] proposed a solution to such potential problem by having the
segments overlap. Kim et al. [45] utilize such method to find frequent
words based on users’ keystroke data. More specifically, in their work,
they consider that each user tags a hash value to the word to enable an
integrity check and sends one random segment of the word based on the
segmentation idea discussed before. The aggregator can then estimate
the frequent strings for each segment which can then be combined.
Discussion. The segmentation-based method improves the efficiency
of naive heavy hitter solutionsloljgf reducing the number of items con-

sidered from d to at most g2 ¢ , which is achieved in the original

segmentation-based solution of having each user reports 1 segment.
However, this comes with an increase in computational complexity,
which comes from the processing steps such as the construction of the
candidate set. Furthermore, in general, the elements in the candidate
set may not correspond to actual elements of the dataset, which further
affects the accuracy of the scheme.

Tree-based method. The idea of the tree-based method is similar to
the segmentation-based solution proposed by [42] where prefixes are
iteratively generated for the values with high frequency under the
principle that data that appears frequently also has its prefix appearing
frequently. Tree-based methods are generally used for “string data”
such as trajectory and English words. Intuitively, starting from a root
with an empty string, we can build a tree where each node is based on
possible values in the next segment of the string. Such an approach can
be shown to have a much improved efficiency. Similar to the previous
approaches, tree-based methods may have the domain size for each
iteration to be very high, which affects the statistical accuracy of the
frequency estimate. Bassily et al. [43] solved this by having the local
randomizer be used twice in the full protocol. More specifically, after
several items have been identified to have a high estimated frequency
using the iterative method discussed above, a local randomizer is again
invoked to these items to get a better estimation of their frequency.
Wang et al. [44] presented an alternative candidate set construction
method which is applied in each node on the tree which restricts each
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Table 4

Comparison of methods for joint distribution estimation.

Method Typical paper Computation Communication  Variance Advantages Limitations

complexity cost
Naive method - High High 2™m . Var? « Compute any k-way marginals « High variance
« Inefficient

EM [41,46] High High 2™ - Var « Compute any k-way marginals « High variance
« Much accurate « Inefficient

Lasso regression [46] Medium High 2™ . Var « Compute any k-way marginals « High variance
« Much efficient

Fourier Transformation [47] Medium Low Yia ("") - Var « Low communication cost « Predefine k

Subset selection [48] Medium Medium % .27 Var « Compute any k-way marginals « Extra errors

« Low variance

a Var represents the variance of estimating the frequency of a possible value of an attribute.

user to only report once along the path that corresponds to his private
value. This restriction is done to help in limiting the privacy budget
requirement.

Discussion. In general, tree-based solutions can estimate the frequent
items efficiently and they can be applied without the need of the users
to know the size of the dataset. However, such solutions need multiple
iterations, which increases their communication cost and delay. Fur-
thermore, current tree-based solutions reduce the statistical variance
of the estimate by partitioning users into disjoint groups. In such case,
some groups may not have a sufficient number of users to produce
estimates with high statistical accuracy. This is especially true when
the number of groups is large.

Summary. The main challenge in the study of heavy hitter identi-
fication is to improve the efficiency of the scheme while maintaining
statistical accuracy. Currently, proposed solutions do this by removing
items with low frequency iteratively. Although such a direction may
solve the efficiency problem, it causes some new potential problems
including high computation complexity and communication costs. Fur-
ther improvements on the performance of privacy-preserving heavy
hitter identification remain a challenge to be considered. Furthermore,
formal evaluation of efficiency improvement in such solutions also still
needs to be formally defined and remains an open problem.

3.1.3. Joint distribution estimation

Joint distribution estimation is shown to be essential in various

machine learning models training and basic inference to capture the
correlation between different attributes [33,49,50]. In the following
sections, we denote by k-way marginal, the joint distribution over a
subset of k attributes.
Naive method. It is easy to see that when we treat the data record
with m attributes as one data item, this problem can be reduced to the
frequency estimation problem discussed before. Hence both the joint
distribution of all attributes as well as the k-way marginal table can
be estimated using general frequency estimation methods on the larger
dataset.

Discussion. Since the m-dimensional dataset will have a much larger
size, it is clear that such method is not optimal. Furthermore, if directly
apply the traditional frequency estimation solutions, the large size of
the dataset also increases the statistical variance of the estimate. Hence,
the statistical accuracy of the estimate may not be high. Lastly, due to
the large dataset, the schemes will also have very high time and space
complexity.

Expectation maximization (EM). Alternatively, instead of reporting
the data record with m values as one item, EM methods let the user
report the m values separately with a split privacy budget. The aggre-
gator estimates the marginal distribution for each attribute separately.
The problem is reduced to the problem of estimating a joint distribution
of all attributes given a potentially corrupted set of the marginal dis-
tribution. Expectation-Maximization (EM) algorithm is generally used
to produce unbiased maximum likelihood estimates (MLE)s of the joint
probabilities given such incomplete data. Intuitively, the EM algorithm

starts from an initial estimate of the joint distributions and iteratively
updates them using the estimates of the marginal distributions. This
method was first proposed by Fanti et al. [41] for a dataset with
two attributes and was later extended to handle a larger number of
attributes by Ren et al. [46].

Discussion. In contrast to naive methods, EM-based methods output
estimates with higher statistical accuracy. However, similar to naive
methods, EM-based methods have high time and space complexity.
Lastly, it is easy to see that the convergence rate of the EM algorithm is
affected by the choice of the initial distribution, which was chosen to
be the uniform distribution in both works of [41,46]. Given some prior
knowledge about the dataset, it is interesting to investigate if different
initial distributions may be chosen to improve the convergence rate.
Lasso regression-based method. The next method for the joint distri-
bution estimation problem is based on the regression technique, which
was first considered by Ren et al. [46]. Let B be a vector containing
all possible joint distributions of the m attributes. We further let y be
a vector containing all the marginal distributions for each of the m
distributions. By the law of total probabilities, we can define a matrix
M such that y = M B. Recall that our aim is to estimate  based on a
noisy estimate of y. It is then easy to see that we can model this as a
linear regression problem. Hence, such a problem can be solved by, for
example, using Lasso regression [27].

Discussion. Although Lasso regression-based methods have better

efficiency compared to the previous best solutions, they do not produce
more accurate estimates. This approach has been extended to the
problem of synthetic dataset generation [46,51,52].
Fourier Transform. Joint distribution estimation can also be solved
using Hadamard transformation technology, which was proposed by
Cormode et al. [47]. This method was originally proposed for the
case when the m attributes are of size 2, allowing each value to be
represented by a bit and the m attributes to be represented as a binary
string of length m. By any ordering of binary strings of length m, such
data can then be further represented as a binary vector of length 2¢
with Hamming weight 1. Having this, transformation can be done to
represent each string in a different set of orthonormal basis. In partic-
ular, when transformed using the Hadamard transform, the resulting
representation requires a small number of coefficients to calculate the
k-way marginals. In particular, the number of coefficients required
to compute any particular k-way marginal is Zf:o ('7) Discussion. In
general, Fourier transform-based solutions have improved the previous
solutions in terms of communication cost and its statistical variance
is also much lower when k is small. This advantage, however, no
longer applies when k is large, where O(m*) coefficients need to be
estimated. This in fact also increases the computation cost. Lastly, as
has been previously discussed, such method is specifically designed for
values with the binary dataset for each attribute. Therefore, to apply
such method in a more general setting, each attribute needs to be
transformed into several attributes, each having two possible values.
This, in turn, increases the values of m and k.
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Subset Marginal Selection. An alternative way to estimate the joint
distribution of m attributes is to have users report a subset of the m
attributes with some predetermined size ¢. This is the main idea behind
the scheme CALM, which was proposed by Zhang et al. [48]. More
specifically, the aggregator generates M different views, which are
subsets of attributes, each of size #. The aggregator then assigns each
user to one of the subsets, representing the # attributes that each user
needs to report. Then, each user can report the perturbed ¢ attributes
assigned to him. Each of such views can then be used to construct
the marginal table which can further be used to estimate other k-way
marginal.

Discussion. In general, subset marginal selection-based solutions en-
able the estimation of any k-way marginal table for any k without the
need for the estimation of the full marginals. They also can be applied
to non-binary attributes. On the other hand, due to the small amount
of extracted information, the statistical error of the estimate tends to
be large. This is due to the following reasons. Firstly, in addition to the
error introduced by the perturbation for privacy-preserving purposes,
the information collected for each user is only partial. This causes
further errors throughout the sampling step. Secondly, the construction
of the marginal distribution may not be based on the full information
required. Because of this, it may introduce further construction errors.

Summary. In general, a joint distribution estimation scheme has a
much higher statistical variance compared to a frequency estimation
scheme for a single attribute. It is generally also more sophisticated, in
particular when marginal distributions on some of the attributes also
need to be estimated. It is also a challenge to find a good balance
between complexity, functionality and accuracy. A brief summary of
the current work on the different methods can be found in Table 4.

3.1.4. Mean value estimation

The next statistical query we consider is defined over numerical
data. The statistical query we are considering in this section is the
calculation of the average values for all users. Such problem naturally
extends to the multi-dimensional cases where the statistical query can
then be extended to the point-wise average of the m dimensional
vectors. In addition to two traditional numerical data perturbation
mechanisms, Laplace and Gaussian mechanisms, there have also been
two other families of mean value estimation schemes that have been
proposed; extreme values perturbation and distribution perturbation.
Extreme values perturbation. Intuitively, solutions based on extreme
values perturbation have restricted the possible reports of any users to
just one of two extreme values where the distribution of the possible
reports is based on the value held by the user. The choices of possible
reports and probability distribution are made to ensure that the report
is an unbiased estimator of the user’s real data, guaranteeing that their
sum is also an unbiased estimator of the sum of the value. Duchi
et al. [53] then extend this method to a more general m dimensional
data t € [-1,1]". The possible reports are then defined to be the set
{—B, B}™ following a distribution y where B is defined as a function
of m and ¢ while y depends on m,e and t. Inspired by the multiple
attribute variant proposed by Duchi et al., Nguyen et al. proposed
Harmony [54], which only requires each user to report one of the
attributes. This modification allows Harmony to provide a mean value
estimate with a similar statistical variance while requiring a much
smaller communication cost. The work of Akter and Hashem [55]
extends the solution by Duchi et al. to the setting where different
users have different privacy concerns. Lastly, Wang et al. [56] make an
adjustment to the probability distribution from the multi-dimensional
dataset variant of the solution of Duchi et al. to satisfy a less restrictive
privacy requirement of (e, 5)-LDP.

Discussion. Relative to other solutions, the solution by Duchi et al.
outputs an estimate with relatively small variance when ¢ is small.
However, their scheme has a characteristic that regardless of the value
of ¢, the statistical variance of the estimate 7; of each user’s data t; is
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e;_’]' ) , which is always larger than 1. Hence, compared to other proto-
cols, which generally can reduce the statistical variance arbitrarily close
to 0 by increasing ¢, such solution by Duchi et al. will perform worse
when e is sufficiently large. Furthermore, Kairouz et al. [57] showed
that in the setting of two possible outputs utilized by Duchi et al., the
choice of the two possible reports used by Duchi et al. does not always
provide an estimate with the smallest statistical variance, especially
when ¢ increases. Because of this an interesting matter to consider
in Extreme Values Perturbation is to explore the possibilities of using
different choices of reports as well as their probability distribution.
Distribution perturbation. An alternative approach to the mean es-
timation mechanism is first proposed by [58], called Piecewise Mech-
anism (PM). Similar to Laplace or Gaussian-based approach, this ap-
proach generates a report from a continuous range with a distribution
that depends on the private value. Recall that by the encoding pre-
viously discussed, each user u; holds a private value t; € [-1,1].
Instead of letting the report be any real number as Laplace or Gaussian
mechanism, the output range is set to be [—s, 5] for some predetermined
value s > 1. Furthermore, instead of having the output distribution be
continuous, the density function is designed to be piecewise constant.
More specifically, the scheme first defines two functions # : [-1,1] —
[-s,s] and r : [-1,1] — [-s,s] such that for any + € [-1,1],—s <
£(t) <t < r(t) < s. Having these, the distribution is defined such that
the density function is constant ¢, in [£(7),r(t)] and another constant
¢y in [—s,s] \ [€(®),r(®)] such that ¢, > ¢,. The extension of such
approach to m-dimensional data is also considered in [58]. A similar
modification to the m-dimensional case can be done by letting each user
only report k out of the m attributes. Such modification, which is named
the Square Wave mechanism, was proposed by Li et al. [39] to estimate
the distribution of the data. In this approach, a different encoding is
used where the value is encoded to 7 € [0, 1]. Having this encoding, the
domain becomes [—b, 1 + b] for some b which is determined based on
the mutual information between the input and output of the scheme.
Having b, using the notations above, #(t) and r(t) are then defined as r—b
and ¢ + b respectively. Furthermore, ¢, and ¢, are defined to be ﬁ
and Wiﬂ respectively. We note that in this approach, ¢ is always in
the centre of the interval [¢ — b, ¢ + b] with higher probability while the
position of such interval is not always in the centre of the overall output
range [—b,1 + b]. Hence, such approach will not provide an unbiased
estimation when used to estimate the mean of users’ value.

Discussion. In general, the distribution perturbation method provides
better performance in the high privacy regime. However, it usually
comes with a more complicated computation and the perturbation
process may also be more involved.

Summary. In local differential privacy settings, queries over nu-
merical data have not been as extensively studied as queries over
categorical data. The solutions discussed above are generally only
optimal in specific privacy regimes and there has been no design that
can be optimal over the whole privacy regime. A natural way to combat
this is through the use of different solutions depending on the privacy
requirement. This is the main idea behind the Hybrid Mechanism
(HM) proposed by Wang et al. [58] where the appropriate mechanism
is adaptively chosen based on the privacy need. Another limitation
for local differentially private statistical analysis over numerical data
comes from the large bias introduced for each data record. Because of
this, designing algorithms for more sophisticated statistical queries such
as max, min, and quantile are also quite challenging.

3.1.5. Range query estimation

A range query counts have two inputs ¢, r such that min{D} < ¢ <
r < max{D} and we want to estimate the proportion of the users holds
v; such that # < v; < r. The aggregator may estimate the frequency
for each value in D and sum up the frequency of the values within
the desired interval. Although such method may work well when d is
small, its accuracy will quickly worsen when the range m increases due

to the accumulation of variance from the estimation of each value. It
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can be easily seen that using a point estimation method with variance
Var, the overall range query estimation will have m - Var. Currently, the
main method of solving such problem is the hierarchy-based method,
which produces an estimate with statistical variance bounded above by
a polylogarithmic function of the length of the range.
Hierarchy-interval. The general idea of the hierarchy-interval-based
method is to construct a b-ary tree of height 4. The users are partitioned
into h groups where the users in the ith group use the local randomizer
to report the encoding of their value in the ith level of the tree. The
aggregator can then use the estimates for each node to estimate the
desired range. The hierarchical-interval-based approach in a local dif-
ferential privacy setting was first proposed by Cormode et al. [59,60].
In this work, the sub-intervals that are used to decompose the data
domain are defined to be the B-adic intervals. A further post-processing
approach is also considered to improve the accuracy further. More
specifically, such post-processing updates the estimates of each node
while ensuring consistencies between the count in a parent node with
the total count of its children nodes. This approach was then extended
by Wang et al. [61] to multi-dimensional analytical queries where each
value has m attributes. In their work, such query is handled by applying
Hierarchical-interval based method to each attribute separately. The
choice of sub-intervals to be used for the data domain decomposition
needs to be done carefully. For example, a uniform decomposition may
cause some of the sub-intervals to have low frequency, which causes
its estimate to have high noise. Such challenge was considered by
Du et al. [62] in their work of Adaptive Hierarchical Decomposition
(AHEAD) protocol where the granularity of the domain composition is
adaptively determined to reduce the impact of the perturbation towards
the statistical accuracy of the estimate. Wang et al. [63] employ a
dynamic decomposition approach, customizing the granularity of each
domain to create distinct sub-domains. This strategy intricately ac-
counts for the inherent variability in range query responses, enabling
more precise and informed answers.

Discussion. Hierarchy-interval-based method improves the naive

method in terms of its statistical variance. More specifically, given that
the variance of the point estimate algorithm is Var, compared to the
naive method which produces an estimate with the statistical variance
of O(I)Var, hierarchy-interval-based method produces an estimate with
the statistical variance of O(log,(I)Var).
Hierarchy-coefficient. An alternative way to estimate range queries is
through the discrete Haar transform (DHT), which is a discrete version
of the Haar wavelet transform (HWT) [64]. The encoding of a value v €
D is done by representing it as a binary tree of height 4 = 1+ [logd] as
described in the introduction of this application. A series of coefficients,
named Haar coefficients, are then generated and assigned to the nodes
of the tree iteratively from its leaves. Such coefficients are used to
reconstruct the count of any leaf node. Given the binary tree as well as
the coefficients assigned to each node, similar to the hierarchy-interval
method, the DHT-based method can then partition the users to 4 groups
where users in the ith group will apply general frequency estimation
method to report its encoded value at level i. Such mechanism was
first proposed by Cormode et al. [60] where the general frequency
estimation method used is the Hadamard Randomized Response (HRR).
Having such perturbed reports, the Haar coefficients can then be used
to estimate the count for each node, which can then be used to estimate
the count for the desired range.

Discussion. Given the height of the binary tree, denoted as A,
hierarchy-coefficient-based method only require at most 22 nodes to
make the estimation. It provides an upper bound to both the complexity
and statistical variance of the estimate. It can be shown that the scheme
produces an estimate with statistical variance bounded above by a
polylogarithmic function of d.

Summary. Range query is a very common database operation
where the proportion of the records within a specified interval is
required. A naive solution of using the point estimation method to
estimate the frequency of all possible values before aggregating those
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within the required interval produces an estimate with a large statistical
variance. In the literature, hierarchy-based methods have proved to be
effective in solving such problem under LDP protection. When consid-
ering the natural extension of the dataset with multiple attributes, the
majority of works only consider a very low-dimensional dataset (1 to 2).
It should be noted that when considering a higher dimensional range
query, different strategies [62,65] may need to be explored in dealing
with the large dimension of the attributes.

3.2. Specific data statistics

In this section, we consider applications where the data may have
a more general form.

3.2.1. Set-valued data

The first scenario we consider is when users hold a set of up to 7

items (e.g., browsed web pages and purchased goods). In the literature,
there are mainly two different statistical queries on set-valued data;
item frequency and set frequency. These queries correspond to two
common data mining tasks, frequent item mining and frequent itemset
mining.
Frequent item mining. The frequent item mining problem provides
a parameter k and requires an estimate of the set of items of size k
containing the items that appear in the most number of different item
sets. One of the main challenges in the study of such problem is the
possibility that the sets held by the users may have a heterogeneous
size where each user may hold 0 up to ¢ items. Such variety produces
different sampling distributions for different users, which makes it diffi-
cult for the aggregator to process the report, which further complicates
the effort to produce an accurate frequency estimation.

In the state-of-the-art solutions to such problems [66,67], trimming
and padding are required to combat the problem of the user’s dataset
having a heterogeneous size. In general, the aggregator defines a pa-
rameter m to be the estimate of the largest size that the set a user holds
may have. This m is then used to transform the user’s data V; to a set V;
of size m. If a user holds more than m items, some items can be removed
to obtain a set of size m. On the other hand, when a user holds less than
m items, dummy items may be added until the set has size m. After V, is
generated, each user can then sample one item from V; to be reported
to the aggregator. In order to enhance the accuracy of such approach,
Qin et al. [66] propose LDPMiner, which is a two-phase mechanism.
In the first phase, a candidate set of top k frequent items is identified
using a part of the privacy budget while the remaining privacy budget is
used in the second phase to refine such candidate set. Wang et al. [68]
further reduce the privacy budget requirement by using the privacy
amplification of sampling. Furthermore, Wang et al. [67] proposed the
use of the exponential mechanism to allow for the report of a subset
of the items without the need of splitting the privacy budget. Such
approach improves the accuracy of estimation. However, the problem
of choosing the size of the reported subset is still an open problem.
Frequent itemset mining. This problem tries to find the itemsets with
a frequency over a given threshold. Note that this problem can be
reduced to heavy hitters identification. However, it is easy to see that
one of the main challenges for such problem is the size of the domain
which may result in estimates with large statistical variance. More
specifically, using the notation above, it is easy to see that there are
(g) ot (g) different subsets of size at most #, where d is the number
of items in the dataset. Such size may quickly become infeasibly large
when d and ¢ grow. Hence, one of the main considerations in the study
of frequent itemset mining is to identify approaches that may reduce
the size of the domain. One of the solutions under LDP setting was
proposed by Wang et al. [68]. Their solution is based on the frequent
item mining scheme. More specifically, they first use a frequent item
mining scheme to identify items with high frequencies. Under the
assumption that sets that appear frequently must also contain items
that appear frequently, the candidate items obtained from the frequent
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item mining scheme can then be used to construct candidate sets with
high frequency. One limitation of such approach is the need to split the
privacy budget into multiple steps, which causes the estimate to have
a higher statistical variance. Such problem is still an open problem and
further investigation is required.

Discussion. The key feature of set-valued data is that users may hold
sets of different sizes. The common approach of truncation and padding
to allow for data aggregation introduces a further problem. As has been
discussed, users with data with a size less than the estimated m need
to add dummy items, which should not contribute to the statistical
calculation. Hence, when m is large, many users may need to perform
many padding, which reduces the proportion of effective sampling. On
the other hand, if m is too small, many users may need to truncate a
large number of items that they hold. This may cause the sampled item
not to be a good representation of users’ real data. Although the choice
of m may be essential, the schemes that have been proposed in the
literature have chosen m without any theoretical support. A theoretical
analysis of the choice of m is hence essential and is currently still an
open problem.

3.2.2. Key-value data

Key-value data is a hybrid data model used in the popular NoSQL
which has been widely utilized in practice. Each data in this form is a
pair (k, v) where k is an element from a finite categorical set K and v be-
longs to a continuous domain V which can be assumed to be [-1,1]. In
such case, each user u; holds a set of #; pairs {(k; 1, v; ), ... (ki Vi)
k;; € K,v;; € V). In the existing work, there is an obvious but not
enunciated assumption that for each i, k;; # k; » forany 1 < j <’ <
¢;. In such form of data, the most general queries include frequency
estimation of the keys as well as the mean value estimation of the
values linked to a specific key. The problem of estimating the frequency
of different keys focuses on the number of users that hold key-value
data with the specified key-value. On the other hand, the problem of
mean value estimation of values linked to a specific key focuses on the
average of all the values corresponding to the desired key that is held
by the users. It is then easy to see that the frequency estimation problem
can be solved by a direct application of the traditional frequency esti-
mation method. On the other hand, the mean value estimation problem
cannot be directly solved by the mean value estimation methods we
previously discussed. This is due to the condition that any value that is
considered in the calculation must have a specific key.

For a fixed key k € K, assume the user u; holds a key-value data
(k,v;), the key—value pair is encoded as (1,v;) in the literature. If the
user does not hold the key k, the corresponding pair is added and is
possibly encoded as (0,0). Given such encoding and the possible ad-
dition of dummy items, various perturbation schemes are proposed. Ye
et al. [69,70] proposed a perturbation where the first entry is perturbed
with a predetermined distribution and any dummy items with the first
entry perturbed to one has its second entry being randomly sampled
from [—1, 1]. Such perturbation is then updated iteratively to improve
the accuracy of the mean estimate. In contrast, Gu et al. [71] any
dummy item with its first entry being perturbed to one has its second
entry being uniformly sampled from the set {—1, 1}. This ensures that
the expected value of such items is 0. Furthermore, they also proposed
an optimized privacy budget allocation scheme to improve the accuracy
of the estimate further. In their work [72], Sun et al. [72] proposed
some approaches to dealing with this problem. Among them, there is
an approach that may provide a different direction of approach. More
specifically, in the previous work, if after the perturbation step, the
first entry of a pair is 0, its second entry is automatically set to 0.
This is to represent the case when the corresponding user does not
have any key-value data with the specified key and hence should not
affect the mean calculation. In this work, they propose that in such
case, the second entry is initialized at a predefined default value before
also being perturbed. To reduce the effect of dummy items towards the
report while making full use of the user’s key—value data, Gu et al. [71]
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proposed a padding and sampling-based protocol where with some
probability, sampling is done over all other key-value data that the
user holds.

Discussion. In general, there are two critical issues in the investi-
gation of key-value data statistical analysis. Firstly, there is a need
to consider the correlation between the key and its related value.
Secondly, generating dummy items needs to be done carefully so its
impact on the final estimate can be minimal.

3.2.3. Stream data

The next data format we will consider is dynamic data that changes
over time. In such form of data, multiple report collection over a long
period of time may be required to obtain the latest data [80] and enable
the observation of the statistical trend of the data.

A straightforward collection of data for multiple timestamps implies
the gradual increase of privacy cost. A well accepted technique is the
memoization technique. Specifically, for any value B that a user may
hold, the user perturbs it to obtain B’. Having this, every time a report
is required, instead of generating a fresh random perturbation, the
user can always report the generated perturbed report following his
actual value. Erlingsson et al. [9] proposed a two-staged randomized-
response-based mechanism. Intuitively, this is done by first performing
the memoization technique by applying randomized response to obtain
B’ based on the original value B. Having B’, reports can then be gen-
erated by perturbing B’ further. In order to handle data with frequent
changes, Ding et al. [11] proposed an a-point rounding method. In this
work, the data is discretized where rounding is done using parameter
a. After the discretization of users’ private value, memoization can then
be performed. However, such changes are still limited to small changes
where significant changes may cause the performance to worsen.

Another line of investigation on the statistical analysis of dynamic
data focuses on noise scale reduction. Joseph et al. [73] propose a
private voting mechanism to estimate the update, which only happens
when the statistic is significantly inaccurate. The proposed scheme is
only shown to be applicable for scenarios with a static number of users
whose private data is sampled from a distribution, for instance, the
Bernoulli distribution. Works [81,82] considered the stream data with
a fixed length. Instead of reporting all the data points, users identify
salient points of their data locally and only report such points to the
aggregator, then estimate the others. Xue et al. [74] utilized binary
trees in the dynamic recording of the differences between data over
different times. This allows the scheme to reduce privacy consumption,
in particular when no data change is observed in some period of time.
Bao et al. [75] considered the correlation between the users’ data over
time. In order to utilize such correlation, the perturbation for each
timestamp is obtained by the linear combination of noises generated
in several previous timestamps and a fresh random noise generated
for this timestamp. Such approach was shown to significantly reduce
the noise scale, especially in the case when the correlations between
such data items are strong. Cunningham et al. [83] considered the use
of publicly available external knowledge to adjust the distributions in
some perturbation steps to enhance the utility of the estimate. Instead
of considering the budget division method to ensure a certain level of
privacy, Ren et al. [76] proposed a population division framework for
infinite streaming data collection. This is based on an observation from
previous studies [26,42] in which schemes have a smaller statistical
error when users are partitioned instead of splitting the privacy budget.

Besides, to improve the accuracy of stream data statistics, works [76,
84,85] adopted the concept of w-event privacy [86], which provides the
privacy guarantee in a sliding window with size w instead of the user
(all data items in the stream). In [79,87], Erlingsson et al. and Li et al.
considered the application of shuffling in a distributed system where
the users’ LDP reports are shuffled before further processing. This is
shown to provide a strong central differential privacy guarantee to the
scheme without any explicit server-side perturbation steps. Lastly, Ye
et al. [88] introduced a new concept of LDP in temporal setting (TLDP)



M. Yang et al.

Table 5
Summary of stream data collection.
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Typical papers  Strategy Privacy Applicability to Constraint
infinite stream
[9] Memoization e-LDP Yes Data cannot change frequently
[11] Memoization e-LDP Yes Data cannot change significantly
[73] Voting e-LDP No Data drawn from a specific distribution, static
number of users
[74] Privacy budget e-LDP Yes Data values in the stream do not change often
suppression
[75] Noise reuse (e, 6)-LDP Yes The correlation information between data items is
publicly known, data changes over adjacent
timestamps is within a public predetermined
constant C
[76] Population division w-event LDP Yes -
[771 Threshold truncation event-level LDP  Yes The distribution stays the same
[78] User contribution user-level LDP Yes -
truncation
[79] Privacy amplification e-LDP, shuffling No Data values can only change by 1 and change at

most k times at given time period

for time series statistics. In such setting, two time series are defined to
be neighbours if they have small numbers of different timestamps. Fur-
thermore, in order to provide privacy, in contrast to other approaches
that perturb the data values while keeping the timestamps of each data
the same, TLDP protects the data by perturbing the timestamps instead.

Discussion.In general, works over data stream are shown to provide
reasonably accurate estimates. However, such works usually have some
strong assumptions on the data stream which cause their practicality to
be low. For instance, although the memoization technique allows the
aggregator to request multiple reports while maintaining some privacy
guarantee, it comes with strong restrictions on the dynamicity of the
data. This makes such approach hard to be practical.

3.2.4. Graph data

Graph Data includes nodes and edges where nodes represent users in

the system while the relations between any pair of users are represented
by an edge between the corresponding nodes. Apart from schemes
dedicated to some specified statistical queries as have been considered
in other data formats, there have also been interests in the study of
the privacy-preserving generation of the synthetic graph containing
statistical information of the private graph.
Synthetic graphs releasing. One common method in generating the
synthetic graph is to construct the graph following certain graph
models such as Erdds-Rényi graph model [89,90], Power-Law graph
model [91] and Kronecker graph model [92]. In such works, the
synthetic graph is generated based on some statistical information
collected from the users such as the node’s degree and other structural
properties of the graph. There are mainly two challenges we need to
consider in designing a locally differentially private scheme to generate
such synthetic graphs.

Firstly, in general, such network may have a very large number of
nodes. This implies that the information regarding each user’s neigh-
bours has a very large dimension. The grouping method is a technique
that has been widely adopted in the literature to handle this problem.
Intuitively, the grouping method is done to partition the users based
on specific criteria where reports are only done within the subgraphs,
significantly reducing the dimension of each report. In general, there
are two different types of grouping methods based on the partition
criteria. The first possible partition criteria is to group users based on
the similarity of their structural information, as has been done in [93-
95]. Alternatively, the clusters or communities in the network can also
be used to partition the users such that each community is identified as
a subgraph, as has been done in [96]. Such partition allows the size of
each subgraph to be smaller and hence significantly narrows down the
range of the reports. Despite such advantage, it should be noted that
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the grouping method only provides privacy protection for users within
the group they belong to instead of over the whole set of users.

The second main challenge we need to consider comes from the fact
that each report is generated locally by users without access to any
information regarding any other users. Such limitation implies that the
report that each user can generate will only capture local statistical
and structural information of the graph, making it more challenging to
use such reports to capture more general structural information of the
graph. To combat this, Qin et al. [97] estimated and utilized node-to-
group connectivity instead of simply the local statistical information of
each user such as its number of connections. This allows them to obtain
more complete structural information about the overall network. Wei
et al. [98] proposed an optimization scheme by maintaining consistency
of various information, including the attribute, structural, and com-
munity information, between the synthesized graph and the original
private graph. By preserving such consistencies, more graph properties
can be preserved.

Statistical query releasing. This section discusses some works that
consider dedicated schemes designed for specific statistical analysis
tasks.

Zhang et al. [99] considered the node statistical analysis by request-
ing information regarding the frequency of the node’s coverage over
all users. Several works [100-102] considered the subgraph counting
problem which is a problem of counting the number of subgraphs of a
given private graph with a specific form, such as a triangle or k-star.
To investigate such problem, Imola et al. [101] proposed a two-round
algorithm where the additional round of interaction between users
and the aggregator is used to improve the statistical accuracy of the
estimate. On the other hand, Sun et al. [100] considered the scenario
where users are allowed access to the connections of their neighbours.
Under this scenario, they proposed a Decentralized Differential Privacy
(DPP) scheme which provides privacy protection for the data of a user’s
neighbours instead of only focusing on the data privacy of the users
themselves. It is easy to see that due to the specificity of the designs, the
main drawback of dedicated solutions is the difficulty of generalizing
the solution to be applicable to other types of queries. A more generic
solution was proposed by Ye et al. [103,104] to estimate two metrics
of a graph, namely the adjacency bit vector and the nodes’ degree of
each user. Such general metrics have shown to be essential in deriving a
wide range of other common metrics [105-107]. Hence, such solutions
allow the aggregator to perform various graph statistical analysis tasks.

Recent research has delved into graph learning with local differ-
ential privacy, where the server gathers noisy adjacency information
from users to train a classifier using this perturbed graph data. A
common approach is to employ a randomized response to perturb the
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adjacency vector. However, this can lead to a dense and noisy vector,
which negatively impacts classification accuracy. To mitigate this, re-
searchers have explored leveraging degree information for denoising
the noisy adjacency vector [108]. Zhu et al. [109] employ Bayesian
estimation to enhance the quality of the adjacency vector, while Lin
et al. [110] suggest calibrating the perturbed adjacency matrix as a
form of regularization during the training process.

Discussion. The release of a synthetic graph possessing statistical and
structural information of the initial private graph provides a generic
solution to various statistical queries. However, due to its genericity,
compared to dedicated solutions for particular graph analysis tasks,
the estimate produced by such synthetic graphs has lower statistical
accuracy.

4. Private learning with LDP

In contrast to the statistical queries that have been discussed in the
previous section, the objective we are considering in this section is
more sophisticated where a machine learning model needs to be trained
while preserving data privacy. In general, the training process can be
classified into two different classes based on the information contained
in the training data, namely supervised and unsupervised learning.
Furthermore, another research direction considers the learning process
as an optimization problem in which an empirical risk is minimized.
We classify works in such direction as private learning in empirical risk
minimization (ERM). We discuss the three classes separately.

4.1. Supervised learning

In supervised learning, the training process is done using a set
of labelled training datasets. One of the simplest and most efficient
supervised learning techniques is the Naive Bayes classifier. The Naive
Bayes classifier training phase estimates conditional probabilities of
attributes under a simple assumption that the attributes are pairwise
independent. It is then easy to see that a straightforward way to provide
local privacy guarantee in this process is by directly applying LDP
statistical query techniques to estimate the conditional probabilities of
the attributes given the labels.

There are two main issues to be considered in the design of the
training procedure of the Naive Bayes classifier in a local setting,
namely the effect of the high dimension of the training data and
the problem of maintaining the correlation between attributes of a
dataset and its label. The problem of the data having high dimension is
typically solved by partitioning the users into disjoint groups where the
users in each group generate their reports based on lower dimensional
data. The problem of feature-label correlation is handled in different
ways. Yilmaz et al. [111] preserves the feature-label correlation by
defining a larger report space such that different feature-label pairs are
encoded to a different report. This allows the aggregator to estimate the
label probability as well as the conditional distribution of each feature
given the label value. Xue et al. [112] proposed a similar solution that
is based on a joint distribution estimation scheme. Specifically, the
feature-label pair is perturbed in a similar manner as key-value data
where the label is first perturbed before perturbing the feature with a
distribution that depends on the value of the perturbed label.

Discussion. Currently, the investigation of supervised learning un-
der LDP model is mainly confined to the Naive Bayes classification.
Furthermore, the proposed solutions are also just a direct application
of existing LDP statistical query techniques. A more dedicated scheme
may perform better in such a problem, which shows that there is still
plenty of room for improvement in the study of Naive Bayes model
training. Furthermore, investigation in other supervised learning algo-
rithms, such as the decision tree, is also essential. Despite its extensive
study in the centralized setting [113], it has not been considered as
extensively in the local setting. Recently, Du et al. [114] initiated a
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study of sanitizing sentence embeddings for fine-tuning/testing LM-
based pipelines. They empirically show the promise of applying local
differential privacy mechanisms, such as randomized response, in de-
fending against privacy threats on embeddings, which is an interesting
research direction to explore.

4.2. Unsupervised learning

Unsupervised learning refers to machine learning algorithms that
provide inferences from datasets with no pre-existing labels. A typical
unsupervised learning problem is the clustering problem where, given
a set of data records, the objective is to partition the data records
to disjoint groups according to their similarities. k-means clustering
algorithm has been one of the most fundamental clustering schemes
and it has recently garnered interest in the local differential privacy
setting.

In general, the aim of k-means clustering is to reduce the dimension
of the data while preserving the performance of the clustering algo-
rithm. Nissim and Stemmer [115] reduced the clustering problem to
the problem of finding a minimum enclosing ball, which, given a set
of n points, a radius r, and a threshold ¢, outputs a ball of radius r
containing at least 7 of the given points. They proposed an algorithm for
the minimum enclosing ball utilizing a locality-sensitive hash function
to perturb the data points. Two points with a small distance will have
a much higher probability to be hashed to the same digest while the
probability becomes very small when the distance is large. This work
was then significantly improved by Stemmer and Kaplan [116] from
the perspective of the communication round complexity. Furthermore,
its statistical additive error was further reduced by a follow-up work in
2020 [117]. Sun et al. [118] encoded the user data to the Hamming
space using a privacy-preserving bit-vector mechanism to eliminate
semantic information of user data while preserving the distance infor-
mation between records. Indistinguishability was then ensured by the
use of further traditional randomized response on each bit of the en-
coded data. Xia et al. [119] proposed the use of the standard interactive
K-means clustering algorithm where the centroids of the K clusters are
refined iteratively. In each iteration, the randomized response is used to
perturb the binary representation of features for a specified precision.
To enhance the privacy guarantee, reports regarding the cluster the
user belongs to for each iteration are also perturbed. Such technique
is shown to provide a good balance between accuracy, communication
costs, and the privacy of the scheme. Chang et al. [119] proposed a
privacy-preserving non-interactive K-means algorithm by representing
the data in the net tree structure [120] to form a private coreset,
enabling K-means clustering to be completed in one round. By the
use of such technique, the proposed solution is shown to be able to
produce an estimate with an approximation ratio arbitrarily close to
the approximation ratio that can be achieved by the best non-private
solution.

Discussion. In the study of the clustering problem, the centre of
each cluster is typically calculated as the mean of values held by users
belonging to the cluster. Hence, the accuracy of the estimate is signif-
icantly affected by the size of each cluster, i.e., statistical calculations
done on small clusters typically have a large statistical variance. It
is then interesting to consider how such problem can be mitigated
and how such mitigation approaches may affect the final clustering
accuracy. Furthermore, in order to address the privacy consumption
requirement of clustering algorithms, there have also been some inves-
tigations [116] that consider the possibility of reducing the number of
iterations required to refine the clusters. Yang et al. [121] incorporate
the distance property to bound the privacy loss. Despite such studies,
the problem of optimizing the privacy consumption requirement of a
clustering algorithm in a distributed setting remains a challenge.
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Table 6
Private learning risk bound.
Paper Model Learning Assumption for loss Perturbation Risk bound/Sample complexity Privacy level
algorithm function method
[122] Non-interactive - Convex, 1-Lipschitz Gradient Exponentially dependent on d” €
Sparse linear Convex Input Logarithmically dependent on d (€,6)
[123] Non-interactive regression
Kernel ridge Convex, Lipschitz Input Polynomially dependent on d (e,8)
regression
- Convex, smooth Input -/Quasi-polynomial with respect to i“ (€,8)
generalized linear
function
- T)- h bjecti -/Pol iall L f t 1
[124] Non-interactive (o0, T)-smoot Objective / olynomially dependent on - for constant or low €
dimensional case
- Convex, generalized Objective Dependent on number of users and Gaussian width €
linear function, of the constrained set
1-Lipschitz
Non-interactive Sparse linear - Input Dependent on d logd €
[125,126] regression
Interactive Sparse linear - Gradient Constant dependence on logd for low dimensional €
regression case
Interactive Sparse linear - Input Constant dependence on logd under the assumption (e,8)

regression

that privacy is only required for labels for the
training data

a —: Not specified.
b ¢4 : Data dimension.

¢ « : Upper bound on the difference between the minimum total loss function and the estimated minimum total loss function.

4.3. Private learning in ERM

Empirical risk minimization (ERM) is a typical technique used in
selecting the optimal model from a given set of hypotheses through the-
oretical analysis of their performance. Given a dataset D = {ry,...,r,},
hypothesis # € H and loss function £(h(w,r;), y;), the goal of empirical
risk minimization is to find the w, which can minimize the empirical
risk R,(w) on dataset D shown in Eq. (9).

1 n
R,(w) = arg min Z} £Ch(w, r)), y;) 9)

As can be observed, the empirical risk of a hypothesis is approxi-
mated by aggregating the loss function over the training dataset and it
depends on the choice of the loss function. A common assumption made
on the loss function to ensure the tractability of the ERM output is that
it is a convex function. Based on this assumption, the problem can then
be reduced to a convex optimization problem. In general, private ERM
protocols can be classified as interactive and non-interactive protocols.
In the interactive model, the aggregator is allowed to sequentially col-
lect users’ perturbed reports. More specifically, the report #; from user y;
is generated as a function of his own data r; and the previous perturbed
report by the previous user u;,_;, #,_;. While for the non-interactive
model, all reports are collected simultaneously. The majority of current
works focus on the non-interactive model. Furthermore, private ERM
protocols can also be classified into three based on the perturbation
method being used, input perturbation, gradient perturbation, and
objective function perturbation.

The study on private ERM was first initiated by Kasiviswanathan
et al. [127] where the interactive model was considered. Following
this work, Feldman et al. [128] proposed a wide range of convex ERM
problems for statistical query while Duchi et al. [53,129] considered
the theoretical performance bound on private schemes based on their
privacy consumption. A series of works [122-124] considered the
convex optimization problem under the non-interactive model. Smith
et al. [122] considered convex Lipschitz functions and proposed a
non-interactive scheme whose statistical accuracy decays exponentially
with respect to the data dimension. Such result was then improved
by Wang et al. [124] under some smoothness assumption of the loss
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function. More specifically, in the case when the hypotheses space has
a low dimension, the exponential decay can be prevented under the
assumption that all partial derivatives of the loss function at any order
are bounded by a constant T'. On the other hand, for higher dimensional
hypotheses space, under the assumption that the loss function is a
convex generalized linear function, the statistical error of the estimate
can be bounded by the Gaussian width of the hypotheses space and
the number of users instead of the data dimension. Zheng et al. [123]
considered the case when the data has a high dimension and is #,-
bounded. In such case, the linear dependence of the aggregated noise
to the data dimension is prevented. Instead, they proposed algorithms
with statistical error bounded by a logarithmic function of the data
dimension as well as the inverse of the number of users. In such
algorithms, various loss functions are considered, such as sparse linear
regression and kernel ridge regression. Wang et al. [125,126] studied
the ERM problem under some sparsity constraints. In such setting,
they proposed an algorithm that outputs and estimates with statistical
error upper bounded by the logarithm of the data dimension, which
they further proved to be optimal. Van et al. [130] extended the
local differential privacy framework to an unconstrained online convex
optimization problem by allowing the data providers to choose their
own privacy guarantees.

Discussion.The performance of privacy-preserving ERM solutions is
highly dependent on the data dimension as well as the size of the train-
ing dataset. Despite the extensive studies towards the relaxation of such
dependencies, for example, through the use of additional assumptions
or relaxation of privacy requirements, such polynomial dependency
of the performance of the solution seems unavoidable. Furthermore,
restrictions made in some studies towards a more specific case of
the ERM problem may hinder the practicality of the framework. The
summary of some private learning algorithms along with their risk
bounds can be found in Table 6.

5. Applications of LDP
5.1. Federated learning

Federated learning, which was proposed by Google in 2017 [131],
is a recent advance in privacy-preserving machine learning where local
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devices can participate in the model training procedure of the server
using their local data without sending any information about their local
data to the server except for intermediate parameters of the model.
Although the only information regarding the users’ private data that
is provided to the server through the intermediate parameters while
the actual data never leave the user’s device, this training system has
been shown to have various privacy vulnerabilities which are exploited
in numerous attacks, for instance model inversion attack [132], mem-
bership inference attack [133], or even attacks that can be used to
recover the users’ sensitive data [134-141]. Although such attacks
show that direct implementation of federated learning may not pro-
vide a strong privacy guarantee, it has also been empirically shown
by Naseri et al. [142] that some of those attacks can be effectively
defended by equipping the federated learning instantiation with LDP.

The most common tool that is adopted in federated learning is
the distributed stochastic gradient descent [143]. In general, LDP can
be incorporated into a federated learning scheme by having each
user add Laplace or Gaussian noise to the intermediate parameter
he holds before reporting it to the server [144]. In addition, some
other typical LDP mechanisms such as randomized response can also
be adopted to improve the scheme performance. In order to reduce
the performance decay due to data dimension, the user’s report can
be generated based on several selected parameters instead of all the
affecting parameters [145,146]. Alternatively, in order to improve the
parameter aggregation accuracy, several works [147,148] proposed the
use of weighted aggregation of the users’ report. Solutions utilizing
various privacy amplification techniques such as sub-sampling and
shuffling have also been proposed to enhance privacy level [149-151].
Bhowmick et al. [152] considered a weaker adversarial assumption to
obtain a scheme with higher model fitting accuracy. An alternative
direction considered in [153-155] is to let each user locally train a
convolutional neural network that produces a flattened vector which
can then be perturbed and reported to the server to be used to train
the global model. This is in contrast to previous works which have the
users reporting intermediate parameters. Sun et al. [149] considered
a more careful calibration of the perturbation mechanism for each
training iteration that was also shown to greatly improve the accuracy
of the aggregated model, especially in deeper models. In addition to
the privacy and accuracy of the resulting model, various works [156—
158] also incorporated other metrics such as computation complexity,
communication complexity, and rate of convergence in the evaluation
of a locally differentially private federated learning scheme. In those
works, such a scheme was considered in various applications and they
have proposed a scheme with a different balance of the performance
metrics.

Discussion. Although simple incorporation of various LDP techniques
may provide some privacy guarantee, it is still a challenge to effectively
manage private consumption and provide a well-balanced trade-off
between privacy guarantee and the accuracy of the resulting scheme.
Such a challenge has been one of the main research targets in the inves-
tigation of locally differentially private federated learning, especially in
the case of deep learning models that have parameter metrics with very
large dimensions.

5.2. Reinforcement learning

Reinforcement learning is a type of machine learning technique that
enables an agent to learn in an interactive environment. It has been well
adopted in artificial intelligence (AI) [159-161] as a way of directing
unsupervised machine learning through rewards and penalties in a
given environment. The environment may be related to some private
information, such as the private indoor layout. Pan et al. [162] showed
that this private information can be inferred through the training
process. Furthermore, the partial information leakage can be used to
fully recover the private structure successfully.
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Ono et al. [163] proposed a local differential privacy algorithm
based on asynchronous advantage actor-critic (A3C) to obtain a robust
policy under a distributed reinforcement learning framework. They
proposed a Laplace method and a random projection method to in-
troduce the randomness to the distributed gradient that satisfies LDP
to prevent information disclosure. Gajane et al. [164] initiated the
study of LDP multi-armed bandit problems and proposed an LDP bandit
algorithm to hide the reward, which, in some applications, may contain
users’ private information. Basu et al. [165] studied the minimax lower
bounds on the regret function of multi-armed bandits and they showed
that the regret scales as a multiplicative factor of ¢ under the local
model. Later, Ren et al. [166] proved a much tighter regret lower bound
and developed corresponding LDP upper confidence bound algorithm
by adding Laplace noise to the reward or converting the rewards
to Bernoulli responses. Garcelon et al. [167] studied finite horizon
reinforcement learning problems and established a lower bound for
regret minimization.

Discussion. The target of private reinforcement learning is to hide
sensitive information contained in various parameters such as states
and rewards while preserving the learnability of the problem. LDP
solves the privacy issue by randomizing the data before passing it
to the learning agent. However, such perturbation complicates the
challenging learning process. The application of LDP in this area is still
at an early stage. More study is needed to help us to understand the
functionality and effect of LDP in reinforcement learning.

5.3. Location privacy

GPS-enabled devices allow location information to be easily col-
lected and provide opportunities for the development of location-
based services, such as tracking systems, social network services, and
location-based advertising. Despite its usefulness in the study of pop-
ulation distribution, location information may reveal users’ private
information such as their residential details, religious practice, be-
haviour, and habits. To combat this, LDP has been applied in the users’
location data collection and analysis.

A direct method to protect the location information with LDP guar-
antee is to add Laplace or Gaussian noise to the location data directly,
which produces unnecessarily large noise. To reduce the noise scales,
relaxing the privacy requirement that protects the user’s location in
a smaller region instead of the whole domain is commonly used in
the literature. For example, Dewri [168] proposed to protect the user’s
location in a region containing k locations instead of over the whole
domain. Wang et al. [169] perturbed the location in a segmented
region. Bi et al. [170] divided the road network space and perturbed
the location in each Voronoi grid. In another work, Hong et al. [171]
proposed a mechanism which gives a higher probability to output the
location in a well-designed region near the original location and a low
probability in the rest of the region. In addition, some work focused
on protecting the aggregate information, such as the number of users
at a certain location [172], the count of nearby users [173], and the
number of firefighter interventions in certain localities [174]. Since
location data has a large domain size, the hierarchy tree is also used
as a common tool to generalize the location information to reduce the
statistical variance [175]. Intuitively, a hierarchy tree contains several
leaf nodes which encode several specific locations. Having this, each
parent node encodes the union of the locations of its child nodes. This
implies that after a specified depth, we have the root node, which is
the highest level in the tree and corresponds to all the locations in
the domain. Zhao et al. [176] iteratively split the node into disjoint
sub-partitions and make use of the noisy count of each leaf node to
construct the synthetic dataset. Chen et al. [177] allowed the user to
choose a safe region (the internal node in the tree) to report, which has
a much lower statistical variance compared with reporting the location
in the lowest level.
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Discussion. The current works on location privacy mainly focus
on the population statistics or recommendations based on the user’s
location history [178,179]. Since the domain of location data is quite
large, it is challenging to provide a strict LDP guarantee while ensuring
the utility of the perturbed location in the application that targets
individual location information.

5.4. Recommendation system

A recommendation system is used to predict the ratings or prefer-
ences a user would give to an item utilizing the user’s past behaviour
as well as similar decisions made by other users. However, given suf-
ficient background knowledge, such a system may leak users’ sensitive
information including the record of their browsing, purchase as well
as rating record [180]. One of the most effective techniques in con-
structing a privacy-preserving recommendation system is through the
use of the matrix factorization decomposition method [181]. In general,
locally differentially private recommendation system schemes can be
classified based on the perturbation methods, namely either through
the direct injection of noise to input data [182-184] or perturbation of
the gradient which is then sent to the server.

Friedman et al. [185] showed that directly injecting noise into
the input data leads to the best recommendation accuracy. Rahali
et al. [186] encoded the users’ preferences into bit string through the
use of the Bloom filter and reported the obfuscated preferences to
the server. Similarly, Wang et al. [187] converted user data into a
feature vector and map it to a binary string through hash functions.
Having the hash digests, they can then be further perturbed by the
use of randomized response. Gao et al. [188] represented the user—item
interaction record as a binary vector. A random bit-flipping technique
is then performed on the binary vector to obtain the obfuscated data to
be reported to the server. Chen et al. [189] adopted a local differential
privacy mechanism to perturb the user-POI interaction data for gen-
erating dynamic POI popularity features. Neera et al. [190] perturbed
user’s rating data using the bounded Laplace mechanism to ensure the
reported values fall within a predefined domain. Zheng et al. [191]
partitioned the user’s item attributes into sensitive and non-sensitive
attributes then added Laplace noise to the ratings of sensitive attributes.

In matrix factorization decomposition method-based solutions, mod-
els are trained based on the gradient information of users’ preference
information. However, Chai et al. [192] proved that the gradient
information also leaks sufficient information regarding users’ sensitive
data to disclose it. Jiang et al. [193] proposed a solution to this leakage
problem by adding Gaussian noise to the gradient information before
reporting it. The report includes both rated and unrated items to also
protect such information. Shin et al. [194] proposed the perturbation
of the gradient in each iteration and utilization of dimension reduction
and sampling methods to improve the recommendation accuracy.

Discussion. Rating dataset is highly sparse. In practice, the recom-
mendation based on the original dataset is not very accurate due to the
numerous missing values. However, some randomized algorithms can
be utilized to improve the accuracy of the recommendation scheme. For
example, Yang et al. [195] utilized Johnson-Lindenstrauss transform to
get a much more accurate recommendation even compared to what can
be achieved by methods in the centralized model with no privacy guar-
antee. This suggests that such randomized methods may be explored to
reduce the impact of the large noise added under the local model.

5.5. Summary

The current progress in the study of local differential privacy has
mainly focused on simple statistical queries. However, despite the
simplicity of the queries, they can potentially be applied to various ap-
plication areas such as smart meters [196-199], smart intelligent trans-
portation systems, crowdsourcing, and medical data analysis [200].
There have been other works considering the application of LDP in
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various other domains such as users’ preference ranking [201], truth
inference problem in sparse crowdsourcing data [202], and both in-
teractive [203] and non-interactive [204] Private Principal Component
Analysis (PCA) problem. There have also been works on the appli-
cation of LDP in ultra-low power systems supporting low resolution
and fixed-point hardware [205], hypothesis testing [206-208], and
edge computing [209-213]. Local differential privacy still has much
unknown potential, all these mentioned research is a good starting
point for extending the application of local differential privacy in the
future.

6. Challenges and research directions
6.1. Open problems

6.1.1. High-dimensional data

There have been extensive studies in improving the performance of
LDP in applications with high-dimensional data which include the use
of various techniques including user partition, binary vector encoding,
and other dimension reduction techniques [214] such as the use of
hash functions or matrix transformation. Although such techniques
may reduce the impact of the high dimension of the data, they cause
other problems such as an increase of error in construction and an
increase in decoding complexity. this introduces another challenge in
the design of LDP schemes, namely finding a good balance in the
performance of such schemes in these metrics. Furthermore, solutions
for statistical queries on multiple attributes are typically solved by the
use of sampling since the majority of LDP schemes focus on single
attribute queries. Sampling requires the users to be partitioned where
each group of users may only report a part of the attributes. This causes
the possibility that there is an insufficient number of reports in some
of those attributes, causing the estimates for such attributes to have
low statistical accuracy. How to effectively tackle all these issues and
produce a more accurate estimate while preserving local differential
privacy remains an open problem.

6.1.2. Multiple types of queries

Intuitively, LDP perturbation schemes are designed to have the
noise injected in each report have zero expectation, which implies
that in expectation, such noises introduced cancel each other. In order
to achieve such guarantee, the perturbation mechanism is typically
designed with a specific query to consider. Although the aggregation of
such noisy reports may produce an accurate estimate in the predeter-
mined query, the privacy guarantee also causes each report to have as
little information as possible apart from the information it is designed
to have. Because of this, such report is seldom useful for other types
of queries. On the other hand, the capability to perform various data
analysis is a fundamental requirement in a typical data analysis tool.
The design of LDP schemes capable of providing an accurate estimate
in multiple types of queries with a minimal number of reports from
each user remains an open problem.

6.1.3. Dynamic data statistics

As discussed before, dynamic data is a type of data that changes
over time. Hence statistical queries over such data typically also have
dynamic responses, requiring periodical updates. As has previously
been noted, although such problem has been extensively studied in cen-
tralized setting, it has not been extensively considered in a distributed
setting. Currently, some solutions have been proposed in considered, as
can be observed in Table 5. However, the proposed methods are only
designed for specific scenarios and under some strong assumptions. This
causes such solution to be less applicable in a real-life scenario. This
suggests that such problem requires further investigation. Challenges in
this problem include the reduction of the data assumption as well as the
challenge of designing schemes supporting longitudinal data collection.
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6.1.4. Small sample set

In general, LDP schemes require the injection of a large volume
of noise to provide a strong privacy guarantee. However, in order to
produce an accurate estimation based on the aggregation of the reports,
a large number of reports from participants is required. This can be ob-
served in the LDP deployment by Google and Apple which requires the
collection of 12 million samples. This poses a problem in scenarios with
a small number of samples. For instance, customer data for small to
medium-sized enterprises or location distribution information for some
places may only have a small amount of data available. This problem is
amplified when high privacy is required. In a high-privacy regime, only
a fraction of the sample can be effective. For instance, Duchi et al. [53]
stated that when ¢ is less than 2—2, the effective sample size of an e-LDP
scheme with n reports is only 4e2n. Although some solutions have been
proposed to improve statistical accuracy over small-scale populations,
the effect of such solutions is limited [215,216]. Hence, designing LDP
solutions that produce accurate estimates over small-scale populations
remains an open problem.

6.2. Research directions

6.2.1. Relaxation of LDP

The standard local differential privacy provides a very strong guar-
antee in the indistinguishability of reports generated by any pair of
data records. However, such guarantee may not be strictly necessary
for many applications where some items in the domain may not be
as sensitive to the users. This motivates the study of a relaxed local
differential privacy guarantee that is defined in the context of the
application. Currently, investigations of relaxed LDP have focused on
location data collection such as block-structured LDP [217] and Metric
LDP [216,218,219]. Liu et al. [96] considered a variant of LDP where
the user is only guaranteed to be indistinguishable among a smaller
group instead of the whole dataset. Zhao et al. [220] defined a flexible
LDP where the report generated by the perturbation scheme may not
be the same for different data values. Bhowmick [152] considered a
relaxed definition of LDP, the localized version of Rényi differential pri-
vacy to account for attacker’s background in the application of model
training. By reducing the privacy requirement, schemes in a relaxed
LDP setting may obtain significant gain in the statistical accuracy of
the estimate while providing a more practical view of the application
of LDP. Due to its potential in the design of practical LDP solutions,
the challenge of designing privacy-preserving solutions capable of pro-
cessing various data types in multiple application scenarios has become
more essential and interesting.

6.2.2. Privacy amplification

In general, LDP solutions with strong LDP guarantee require large
noise to be injected which causes the statistical accuracy of the re-
sulting estimate to be low. One of the approaches that have been
considered to improve statistical accuracy is privacy amplification tech-
niques. In such approaches, ¢;-LDP solutions can be used to design
a scheme providing ¢.-centralized differential privacy against the ag-
gregator where e is much smaller than e;. Because of this, a larger
¢; may instead be chosen to improve the statistical accuracy of the
estimates while still maintaining a strong privacy guarantee against
the aggregator. A typical privacy amplification technique is the shuf-
fling method, which has been extensively studied [150,151,221-225].
Shuffling method places a shuffler between the users and the aggre-
gator which obliviously shuffle the users’ reports before sending them
to the aggregator. Erlingsson et al. [79] showed that by using the
shuffling method in a general framework that they consider, we have
ec = O(e;/+/n). This result was then extended in a simpler setting
by Bittau et al. [226]. Feldman et al. [227] further improved these
results by deriving a tighter bound on the privacy guarantee. Other
privacy amplification techniques have also been discussed such as
sub-sampling [228], iteration [229,230], diffusion mechanism [231],
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decentralization [232], and random check-ins [233]. Although investi-
gations on privacy amplification techniques are still in their early stage,
the current results suggest the potential of such approach towards the
design of practical LDP solutions.

6.2.3. Security of LDP against malicious users

The main aim of the design of differential privacy is to preserve
the privacy of users’ data from the aggregator. Users only return a
perturbed value to the aggregator. A natural question to consider is
whether there is a way to verify that the users honestly follow the
perturbation protocol and whether such solution has any tolerance
against dishonest users. Currently, the security consideration of LDP
against malicious users has been largely unexplored in contrast to the
accuracy consideration of LDP solutions which have become the main
considerations in an extensive number of studies [234]. Furthermore,
this concern is confirmed by Cheu et al. [235], which showed that gen-
eral LDP protocols are indeed highly vulnerable to report manipulation
which causes the statistical performance of the protocols to degrade.
Poisoning attack has also been shown to significantly affect common
LDP solutions such as frequency estimation, mean value estimation,
and heavy hitter identification [236,237]. Although it is clear that data
manipulation will skew the resulting analysis, its severity and success
probability differ among different LDP protocols. Such difference was
studied in [238] while various prevention methods are considered by
Kato et al. [239]. Developing robust and private methods [240,241] for
data analysis is a promising direction to be explored in the future.

6.2.4. Privacy risk evaluation

The definitions of both CDP and LDP utilize a parameter ¢, which
represents the privacy level that is provided to the user. However, such
e does not provide total privacy guarantee of users’ data against any
kind of leakage. Bernau et al. [242] showed that even with LDP pro-
tection, attacks that distinguish datasets with the addition or removal
of one user can still be successful. Moreover, although the use of ¢
provides a well-defined definition of privacy and allows a theoretical
bound between privacy and accuracy to be established, it does not
provide an intuitive way to measure the leakage that each user can
expect and which e is sufficient to provide the required privacy pro-
tection in practice. More specifically, there needs to be investigations
that relate the privacy budget e in some specific statistical or analytical
task with the proportion of users whose data is protected and cannot
be inferred from the report. Such practical privacy risk evaluation is
critical in the effort of bridging the gap between the theoretical study
and the practical application. This will also be helpful to organizations
in judging whether their privacy solution complies with various data
privacy regulations.

7. Conclusion

In general, local differential privacy provides a strong privacy guar-
antee to statistical calculations allowing users to keep their data on
their own devices without the need of any trusted curator. However,
such guarantee generally comes with a large statistical variance. It is
generally accepted that to achieve the same level of statistical accuracy,
LDP solutions require a quadratic amount of reports compared to their
CDP counterparts. Establishing a tight bound for privacy and utility in
various applications is critical for its deployment in real life. However,
in general, the existing theoretical bound is very far from the trade-off
achieved by existing protocols [243]. This suggests that a deeper and
more extensive theoretical analysis of LDP is critical to close such a
gap.

Overall, this paper presented a comprehensive survey of local differ-
ential privacy techniques. We discussed existing methods of answering
different queries over different data types, and further analysed and
compared the typical methods and techniques, which provides a com-
parative review for further research. We classified the studies of private



M. Yang et al.

learning into supervised learning, unsupervised learning, and private
learning in ERM. We discussed and analysed the works on such ap-
plication. We also explored the application of LDP in various domains.
Lastly, we identified several research challenges and discussed some po-
tential research directions. In conclusion, the study of local differential
privacy is far from complete and it still has much unknown potential.
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