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Introduction

MATHEW J. HEATH VAN HORN, PHD

Hello friend,

We have written this book to help anyone, even you, learn fundamental enterprise network principles through
hands-on activities. The book starts by providing you with step-by-step instructions to create your own virtual
environment on any modest PC or laptop running Windows. After setting up your own learning space, we will
walk you through many real-world networking concepts that culminate with you building your own enterprise
network. Once you are comfortable with creating computer networks, we will then show you how to attack your
own network and then how to defend your network against those attacks.

The projects in this book are not advanced networking techniques. The projects are designed for anyone to
learn more about computer networks. We found that many websites and helpful guides spoke to those who
already knew much about computers and computer networks. This book is intended to remove the mystery of
computer networks and put the fundamentals right into the hands of people like you. People who have a desire
to learn but are unsure they can learn this stuff. Believe me, you can.

This book does not go deep into theory. You can learn the theory from any Wikipedia page or a textbook from
the library. Theory abounds us, but what is missing are the fundamentals of putting the theory to use. The focus
of this book is having you do the things that other authors talk about. You won't have to read pages of theory,
analyze best practices, answer questions, or read case studies. After this introduction, you will be getting your
hands dirty and start to make things happen. And you are going to be great at it!

| am Mathew J. Heath Van Horn. | am a military veteran, a church leader, a husband, and a father of five. |
am also a kutte-wearing Harley rider and gratefully serve as a professor of cyber security. I'm no genius; | just
work hard and learned through my many failures. | grew up in a farming town in rural Minnesota. | didn't want
to be a farmer so | joined the Air Force where | spent the next 23 years learning everything | could. | then turned
around and taught recent high school graduates the fundamentals of electronics repair, establishing voice and
data communications, computer programming, and the theoretical principles of cyberspace. These fundamentals
included building computer networks, attacking them as a hacker, and defending them.

Upon retiring as a Cyber Operations Officer, | taught underprivileged New York City college students for five
years in upstate NY. Many of the students | encountered did not enroll in college to pursue a career. In fact, their
number one answer to my new student poll about why they were attending college was “I have nothing else to
do.” When | asked why they wanted to learn cyber technologies, the common response was “I like to play games
on my phone.” Not exactly the highly motivated students desired by professors. However, | firmly believe that
anyone can learn these concepts, and | will do anything | can to teach them.

These students opened my eyes that there are people who believe they ‘can't’ instead of believing they ‘can’.
Lecturing these students with theory was not going to make much progress in their success. So | flipped teaching
on its head and focused on developing as many hands-on learning labs as possible. “Learn by doing” became my
mantra. | taught students who initially couldn't write a term paper or even perform basic mathematical functions
a wide variety of cyber skills. Microsoft Office was our starting point, and from there, | taught students how to

1



2 SLARTY BARDFARST

build and repair computers and use Windows and Linux operating systems. | then developed classes to teach
them programming languages, wired and wireless networking, computer hacking, and defense. Students who
first stepped into my class believing they couldn’t do anything were now graduating from my classes and getting
jobs earning $65,000-$90,000 annually. Oftentimes earning more than their parent’s combined income!

| wish | could say every student was a success, but some students just held onto that defeatist attitude, and
| couldn’t break them of it. However, | can say that every student who put in the effort required by hands-on
learning mastered the material and found great work opportunities. | teach my students how to ‘Karate chop’ a
board on the first day of class. No student has failed to break the board. However, some students took 2 failures
before they succeeded, and others took 30 failures before they did it. Learning involves a lot of trying and failure
before you see success.

True failure involves only one factor: giving up trying.

You will fail in completing the labs in this book. However, you will try them again (sometimes again, again,
and yet again...) and you will find what you did wrong, fix it, and get it to work. All of these labs were tested by
networking novices. Our youngest tester was 12 years old and did nothing more on a computer than play Roblox.
He started doing the labs because he wanted to see what everyone else was doing so he said, “l want to try!”

| recruited college students to help build these labs. Most of these students had vague notions of networking
theory, but some had no idea when they started. My fellow professors asked why | wasn't using graduate students
to help with this book. Remember, | have doing this for nearly 40 years. This means that even though | think | am
explaining something, | skip over fundamental concepts the students don't have and the explanations fall flat. |
call this ‘speeding’, but there is probably some fancy pedagogical term for my actions. | hate it when | speed and
| encourage my learners to call me on it. Anyway, for this effort, | specifically chose students for their enthusiasm
and their abilities were largely secondary.

The student's unique perspectives helped make these labs into what you see, and they deserve all the credit |
can give them. Take note of the names of the writers and testers of each lab. These students are simply great. |
hope you get to meet them someday.

Keep the following in mind as you read this book:

+ This book does not focus on theory. As our younger testers pointed out, “We can Google anything we
want, just help us do stuff!” However, we recognize that the labs in this book can be a mystery without
the theory. So we recommend you pair this book with any Introduction to Networking website or
textbook that caters to your learning style.

+ We used many testers and the labs worked great. We used various desktops and laptops in our tests.
However, GNS3 can be tricky depending on the hardware in the machine. If you are encountering
problems, it could be a hardware problem, but that should be your last thought. When we first started
building these labs, we formatted our hard drives often, but now it is a rare occurrence. Now major
problems are usually because we tried something new and pushed the limits of GNS3 and issues were
not due to lab complexity.

+ We found that people with the least experience should start with a fresh install of Windows. This gave
learners the best results in completing the labs.

+ We do not use punctuation at the end of the lab steps. This is because punctuation could cause
confusion among new learners. In these labs, we focus on command-line interface (CLI) typing.
However, CLI commands rely on spaces, periods, and other symbols used by sentences. By removing
the ending punctuation, clarity emerged and learners were more successful.

+ RTFQ is an oft-used acronym that means “Read The ‘Full’ Question”. It indicates that you probably
missed something because you didn't read slowly and carefully. My kids have heard this so often that
they apply it in their own lives. On my daughter's first day of high school, the teacher gave the class a
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pretest similar to this one and my daughter was the only one who got it right. All because of RTFQ.

+ Occasionally you will see notes in the labs. These were inserted because some lab testers had problems
and others didn't or there was a snippet of theory that helps explains the “why” of the lab at that time.

* New learners found that 7-Zip worked the best in unzipping the files. Windows Zip worked sometimes,
so we suggest you download and install 7-Zip for work on these labs.

+ Other teachers wanted homework and grading recommendations for the labs. We made these
inclusions, but people need to keep in mind that cyber is a 1 or 0 profession. | grade my student’s work
based on a binary grading scale. The student either got the lab to work or not. There is no such thing as
being “almost”, “mostly”, or “kind of"” pregnant. Networks are the same way, there is no such thing as
“Computer A can nearly communicate with Computer B”. They either communicate or not. Therefore,
the deliverables and homework are written with this all-or-nothing idea.

+ We used many screenshots to communicate the steps at the beginning of the book. We first embedded
the screenshots in the text, but our testers said frequent figures slowed down what they were doing. So
we moved most of them to a link that you can click on as you need them. As the labs progressed, we
used fewer screenshots since much of the material had already been covered.

+ Speaking of which, we generally do not repeat material. Since this is an e-book, the learner can have
more than one lab open at a time to refer back to other labs as often as you need to.

+ We want learners to learn a wide variety of skills. Therefore, we deliberately used different techniques
to satisfy common tasks. This way learners gain topical networking experience and various tools and
techniques in virtual and physical machines.

« This book is intended to be a living document. We are sure that both learners and teachers will be
sending us feedback on things we missed or just general suggestions of material they think should be
included. Also, cyber changes rapidly, and these labs will not stay static as written; they just can't. We
welcome comments and suggestions. Furthermore, if anyone wants to submit a complete lab, we will
evaluate its applicability and gladly incorporate it into the textbook and give the submitter full credit.

In conclusion, we used professional and novice inputs in building learning labs to reach the widest learner
audience possible. We want people to enjoy learning networking principles by doing rather than reading. We
hope you enjoy this textbook, and we know you can do it!
Sincerely,
Mathew J. Heath Van Horn, PhD
Jacob Christensen, Student
Julian Romano, Student
Raechel Ferguson, Student
Dante Rocca, Student


http://www.sanchezclass.com/docs/Directions%20Test.pdf
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About Our Student Editors

MATHEW J. HEATH VAN HORN, PHD

Each chapter lists the students who contributed to that lab, but | would like to bring recognition to the student

editors specifically. We started

Jake Christensen (2023-Present) - Jake is new to cybersecurity. He spent 2 years as an aerospace engineering
major before making the change. Jake used his college experience to contribute to this textbook’s overall pace
by sharing his fellow students’ observations as they learned these complex materials. He also spent many
evenings in the cyber lab ensuring all of the labs worked in a teaching environment, not just on student personal
PCs. Jake also became our self-taught subject matter expert in developing the Linux labs.

Dante Rocca (2023-Present) - Dante became a surprise editor. Once | gave them access to the textbook, they
completed the first 16 chapters over a weekend! Dante is amazing and right now they pull double duty as
the cleanup editor and the copy editor for Part Il. They kept the rest of us on track and caught what we
missed. They polished the formatting of the labs and led our efforts to make sure the printed version of this
ebook looked sharp. They also volunteered for the herculean effort of completing the 2,800-item checklist for
publishing.

Julian Romano (2023-Present) - Julian is our jack of all trades. Not only has he tested most of the labs in this book,
but Julian uses his experience as a lead help desk technician to ensure the instructions are clear and easy to
follow. Julian presented this effort to various industry and educational groups. He became the slide and poster
master and easily answered expert and layman questions about this book. Furthermore, he is busy writing
undergraduate grants so our students can focus on cyber-related activities instead of working other jobs.

Raechel Ferguson (2023-Present) - Raechel first approached me with an idea. She wanted to learn Windows
Server and she felt that having an objective of developing labs would help her do that. Raechel's many
extracurricular activities limit her time availability to this effort, but her Windows labs have proven invaluable.
She will continue to develop more as she has time. Raechel partners with Julian in presenting our textbook
writing effort and assists in preparing the grant.

Kyle Wheaton (2024) - He dominated in his enthusiasm for this project. He became involved when | used this
book in class and he had so many great ideas. We brought him on board to turn those ideas into reality. His
contributions resulted in making good learning activities into ones that are fun and exciting. A couple of labs would
not exist past the idea stage without Kyle putting in the effort.

Justin La Zare (2024) - Is our resident Capture the Flag Expert. He has traveled the world to provide
aeronautical-based CTF events to industry and academia. He had a break from his busy schedule and volunteered
his time and expertise to develop Part IV of this book. He turned brainstormed ideas into tangible learning
activities.

Sincerely,

Dr. HVH
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CHAPTER 1

Introduction to Part I

MATHEW J. HEATH VAN HORN, PHD

JUST A QUICK NOTE BEFORE THE LABS BEGIN

The labs in this section are designed for users to set up their own devices so they can complete the learning labs.
The labs in this section are not designed to be homework assignments. We didn't list means of evidence to show
completion of the lab or suggested extensions of the lab as we do in the later parts of the book.

These setup labs have been tested on various devices and by experts and novices alike. They were tested a lot.
Most of the testers had to start from scratch several times. This is both a good and bad thing. Good: because the
steps are practiced, the links are tried, the screenshots are accurate, and the processes are tested. Bad: because
many of the testers had wiped and reinstalled so many times that they memorized the processes. Memorization
means that their brain would fill in gaps in the instructions. A phenomenon | call ‘speeding’. If you encounter a
lab where speeding occurred, you should be pretty safe in just accepting the default settings and hitting the ‘Next’
button.

We also used this section to build the student learning lab environment for Embry-Riddle Aeronautical
University - Prescott. After this, Deep Freeze was employed so that if a student screwed things up, they could
return to start without having to reinstall, rebuild, or reconfigure GNS3 and the associated VMs. This worked out
well for our lab environment.

Furthermore, the labs are a mixed bag when using Apple devices. We didn't have Apple devices to test the labs
on, but some students got them working on their devices and some students were unable. We tested on various
instances of Windows and Linux desktops and laptops.

Finally, here is a list of the software versions that were used for these labs:

* GNS3 -ver 2.2.46 (Note: the GNS3 and GNS3 VM versions must be the same)
* GNS3VM -ver 2.2.46

+ MikroTik Cloud Hosted Router - ver 7.11.2

* Windows 11 evaluation

* Windows Server 2019 evaluation

+ TinyCore - ver 6.6.8

+ Ubuntu - ver 24.04

+ Ubuntu Server - ver 24.04
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+ Kali-ver 2024.1 Rolling

Sincerely,
Mathew J. Heath Van Horn, PhD
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CHAPTER 2

Setting Up a GNS3 Environment

MATHEW J. HEATH VAN HORN, PHD

I've been teaching the learning of networking principles for many years. In my experience, one of the biggest
obstacles to learning networks and associated applications is the lack of a lab for learners to play. Graphical
Network Simulator 3 (GNS3) solves many of those problems. GNS3 uses few hardware resources and can emulate
complex networks using real images. Students no longer require access to a dedicated lab or to spend money on
cloud architectures. GNS3 can be installed and used on most laptops on the market. A better processor and more
RAM on the host machine will improve the GNS3 experience, but this is true with every application.

LEARNING OBJECTIVES

+ Create a working GNS3 Learning Environment on a PC or laptop

PREREQUISITES

* Install Oracle VirtualBox

DELIVERABLES

* None - This is for student needs

RESOURCES

+ GNS3 Documentation, https://docs.gns3.com/docs/

CONTRIBUTORS AND TESTERS

Testers:

* Quinton D. Heath Van Horn, 7th Grade

+ David Reese, Mathematics Student, SUNY Brockport

« Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni

+ Salvador Morales, Safety Management System Analyst, ERAU-Prescott Alumni

1


https://www.virtualbox.org/
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+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott
« Bernard Correa, Cybersecurity Student, ERAU-Prescott

+ Justin La Zare, Cybersecurity Professional, ERAU-Prescott

Phase | - Install GNS3 Environment

There are two parts to GNS3: the GNS3 Working Environment and the GNS3 Virtual Machine (VM). This section
covers the installation of the GNS3 environment.

[
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Figure 14 - GNS3 Workspace

1. Navigate to GNS3 at https://www.gns3.com/

2. Click on the Free Download button
3. Select Windows, Mac, or Linux as appropriate, and then Download

4. Create your GNS3 Community Account as prompted, login, and then return to the download page

NOTE: No one has reported spam from this registration.

5. Run the installer you downloaded and accept the default options. If prompted:


https://www.gns3.com/
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» Permit uBridge to run as root to capture packets
» Do not accept the free offers

» Do NOT start GNS automatically! Doing so can distract new learners due to the errors
that will pop up

Phase Il - Install the GNS3 VM (Virtual Machine)

This is where you will install the GNS3 VM. Remember, the GNS3 Working Environment and the GNS3 VM must
be the same version.

1. Navigate to the GNS3 VM download page at https://www.gns3.com/software/download-vm

2. Select the image for VirtualBox

3. Extract (unzip) the .zip file

NOTE: You may get 2 errors while unzipping the file and it will show 99% completion. This happens
on occasion and does not affect the extracted file.

4. Download and launch https://www.virtualbox.org/wiki/Downloads

5. Select File — Import Appliance — Import (Figure 1) and navigate to the .ova file (“GNS3 VM.ova") that
you just downloaded and unzipped. In this example, our .ova file is named “GNS3 VM.ova"(Figure 2)

6. Click Next (Figure 3)
7. Click Finish to accept the default appliance settings (Figure 4)

8. Adjust the network settings of the GNS3 VM by selecting the VM and then selecting settings (Figure
5)

9. In the network settings, under Network Adapter 1, select the name of the host-only adapter drop-
down arrow. YES, even if the right name is already in the box. Just do it, and click OK. If you don't do this,
you will get a network error when you start the virtual machine (Figure 6)

NOTE: If no Host-only adapter is available, your VirtualBox version may need to be updated or
reinstalled. If the VM still will not launch properly, then open Device Manager -> Network adapaters
-> Virtualbox Host-Only Ethernet Adapter -> Disable Device. Re-enable the device again and restart
VirtualBox.

10. Finally, start the GNS3 VM you installed to ensure it runs properly. This is a very lightweight version


https://www.gns3.com/software/download-vm
https://www.virtualbox.org/wiki/Downloads
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture6-1.png
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of Linux (Figure 7)

11. Stop the GNS3 VM

Phase Il - Configure GNS3

Now we are going to configure the GNS3 working environment for first-time use. You may encounter many
errors when it first starts. This is normal because the GNS3 default settings use VMWare, and we are using
VirtualBox. We tried using the free version of VMWare, and it does not have the features installed to be used with
GNS3. We are trying to keep things free for learners to learn and not make them spend money.

Also, if you mess up the configuration, you can always re-run the setup wizard. On the GNS3 toolbar, click Help
-> Setup Wizard.

1. Launch GNS3

NOTE: Sometimes VPNs will interfere with GNS3 working properly. It is recommended that they be
disabled before launching GNS3.

NOTE: You may see the prompt “uBridge requires root permissions to interact with network
interfaces.” Say YES. This allows you to connect GNS3 with the real network if desired.

NOTE: Sometimes GNS3 asks you to name a new project. If so, just pick any name and click OK.

2. Next, choose how to run your GNS3 network simulations by selecting Run appliances in a virtual

machine (Figure 8)

3. Accept the defaults for the Local Server Configuration and click Next (Figure 9)
4. You should get a successful message. Click Next (Figure 10)

5. The GNS3 default setting is to use VMWare by default so you will get an error. Select OK and choose
VirtualBox (Figure 11)

6. When you change the radio button, the GNS3 VM you imported and started in VirtualBox earlier
should auto-populate. Use the default settings and click Next (Figure 12)

7. Then select Finish (Figure 13)
8. You should have a screen like the one in Figure 14. The windows are adjustable, but the window to

take note of is the “Servers Summary”. You should see your bare metal machine (In Figure 14 it is Dr.
HVH) and the GNS3 VM both show green lights and details of how many resources are being used. If the


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture12.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture13.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Picture14.png
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server indicator light is still grey, power off the GNS3 VM and restart the GNS3 Working Environment

9. When you start GNS3 it can take a minute or two while the GNS3 VM launches. The indicator will
remain grey until it is fully running

Phase IV Final note - Disabling KVM

Depending on the hardware of your bare-metal machine, you may get an error stating that KVM acceleration
cannot be used. Simply turn off KVYM support in the gns3_server.conf by adding enable_kvm = false to the [Qemul]
section. Follow the steps below.

9.1. Open the GNS3 VM (Figure 15)

9.2. Use the cursor keys to navigate to configure

9.3. Add the following line to the bottom (Figure 16): [Qemu] enable_kvm = false
9.4. Press <ctr/> O to write out the file (e.g. save the file)

9.5. Accept the path by pressing <enter>

9.6. Press <ctrl> X to exit

9.7. Restart the GNS3 VM

End of Lab
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List of Figures for Printing Purposes

V¢ Oracle VM VirtualBox Manager

File Machine Help
&/'9 Preferences... Ctrl+G

\

© P& I &F

Import Appliance... Ctrl+I
Export Appliance... Ctrl+E

Tools »

Check for Updates...
Reset All Warnings

Quit Ctrl+Q

Figure 1 - Import appliance
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ﬁ Please choose a virtual appliance file to import X
&« = ~ A~ « GNS3 » GNS3.VM.VirtualBox.2.2.38 (3) v O Search GNS3.VM.VirtualBox.... 2
Organize ~ New folder =- 13 0
> w Mathew - Persor Name Date mod ifiedv Type
> 3 OneDrive - Emb v Today
"% GNS3 VM 5/2/2023 3:09 PM Open Virtualization F.
@M Desktop A
4 Downloads #
@1 Documents  #
P9 Pictures »
B Music »
B3 Videos » e
File name: |GNS3 VM ~ | Open Virtualization Format (*.o» ~
Open Cancel

Figure 2 - Importing GNS3 VM
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Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive
or one of known cloud service providers to import doud VM from.

Source: Local File System

Please choose a file to import the virtual appliance from. VirtualBox currently supports importing
appliances saved in the Open Virtualization Format (OVF). To continue, select the file to import below.

File: C:\Users\mheat\Downloads\GNS3\GNS3.VM.VirtualBox.2.2.38 (3)\GNS3 VM.ova _a

Help Expert Mode Back Next Cancel

Figure 3 - Importing an appliance
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Virtual System 1
C{;\? Name
4] Guest 0S Type
J cru
# ram

{1 sound Card

m Network Adapter
m’ Network Adapter

Machine Base Folder:

Appliance is not signed

Help

Appliance settings

These are the virtual machines contained in the appliance and the suggested settings of the imported
VirtualBox machines. You can change many of the properties shown by double-clicking on the items and
disable others using the check boxes below.

GNS3 VM

P4 Ubuntu (64-bit)

1

2048 MB

@ ICH AC97

@ Intel PRO/1000 MT Desktop (82540EM)
@ Intel PRO/1000 MT Desktop (82540EM)

C:\Users\mheat\VirtualBox VMs

MAC Address Policy: Include only NAT network adapter MAC addresses
Additional Options: & Import hard drives as VDI

Back Finish

19

Cancel

Figure 4 - Appliance settings in VirtualBox

A
T

New

Figure 5 - Clicking on settings in VirtualBox

Settings Discard

s =

v
Start
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| &3 GNS3 VM - Settings - m} b4
[-1 General Network
B | System Adapter 1  Adapter 2  Adapter 3 Adapter 4
[
- Display 8 Enable Network Adapter [
oy Storage Attached to: Host-only Adapter =
Name: |VirtualBox Host-Only Ethernet Adapter ~ I
(EDZ] Audio > Ad ed VirtualBox Host-Only Ethernet Adapter
L VirtualBox Host-Only Ethernet Adapter #2
@ Network \VirtualBox Host-Only Ethernet Adapter #3 !
@ Serial Ports
ﬁf? use
D Shared Folders
H User Interface
Invalid settings detected E Cancel Help

B

Figure 6 - Selecting the network adapter in VirtualBox
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ﬁ GNS3 VM [Running] - Oracle VM VirtualBox O X

File  Machine View [Input Devices Help

GNS3 server version: 2.2.38
Release channel: 2.2

WM version: 0.14.0

Ubuntu version: focal

Qemu version: 4.2.1
Virtualization: virtualbox
kvm

KWM support available: False
Uptime: up 0 minutes

IP: 192.168.56.108 PORT: 80

To log in using SSH: ssh gns3@192.168.56.108
Password: gns3

To launch the Heb-Ui: http://192.168.56.108

Images and projects are stored in ‘sopt/gns3’

(s) et | @l S < [&] Riaht ot

Figure 7 - GNS3 VM settings
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e Setup Wizard ? X

Server

Please choose how would like to run your GNS3 network simulations. The GNS3 VM option is strongly
recommended on Windows and Mac OS X.

@ Run appliances in a virtual machine

Requires to download and install the GNS3 VM (available for free)
O Run appliances on my local computer

A limited number of appliances like the Cisco 10S routers <= C7200 can be run
O Run appliances on a remote server (advanced usage)

The server will be on a remote computer and can be shared with multiple users

V| Don't show this again

Next > Cancel

Figure 8 - GNS3 working environment setup wizard
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p
e Setup Wizard

Local server configuration
Please configure the following GNS3 local server settings

Server path:
Host binding:

Port:

A

C:\Program Files\GNS3\gns3server.EXE J | Browse... I

localhost v |

3080 TCP s
< Back Next > Cancel

Figure 9 - GNS3 Setup Wizard - Local Server Configuration
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e Setup Wizard ? X

Local server status
Validation of the configuration for the local server

Connection to the local GNS3 server has been successful!

< Back Next > Cancel

L. A

Figure 10 - GNS3 Setup Wizard - Local Server Status
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8 Setup Wizard X
GNS3 VM
In order to run the GNS3 VM you must first have VMware or VirtualBox installed and the GNS3 VM.ova
imported with one of these software,
Virtualization software:
@ VMware (recommended)
e
@ GNS3 v %
Could not find a VM named ‘GNS3 VM, is it imported in VMware or
VirtualBox?
Lok
- o
1 )
RAM size:
2048 MB :J
< Back Next > Cancel

Figure 11 - GNS3 Error, cannot find GNS3 VM in VMware
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6 Setup Wizard ! X
GNS3 VM
In order to run the GNS3 VM you must first have VMware or VirtualBox installed and the GNS3 VM.ova
imported with one of these software,
Virtualization software:

O VMware (recommended)
(®) VirtualBox

If you don't have the GNS3 Virtual Machine you can download it here.
And import the VM in the virtualization software and hit refresh.

VM name:

GNS3 VM v|[ Refresh |
vCPU cores:

£ 2

RAM size:

2048 M8 B

<gck || Mee> || concel |

Figure 12 - GNS3 VM Setup Wizard Changing to VirtualBox
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B Setup Wizard

Summary
The server type has been configured, please see the summary of the settings below

Server type: GNS3 Virtual Machine

VM engine: Virtualbox
VM name: GNS3 VM
VM vCPUs: 1

VM RAM: 2048 MB

< Back | ‘ Finish

Cancel

Figure 13 - Finish Setup Wizard
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@& Gns2

File Edit View Control Mode Annotate Tools Help

e OFR>)> HBC FmIIIO .~

Please create a project

e O

o x
~
bRAQ
“  Topalogy Summary EES
Node Console
Servers Summary GIES |

€3 Dr HVH CPU 1.2%, RAM 38.4%
3 GNS3 VM (GNS3 VM) CPU 0.5%, RA...

Figure 14 - this is what your screen should look like after finishing the Setup Wizard
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E GNS3 VM [Running] - Oracle VM VirtualBox — O x

GNS3 2.2.40

Information Display WM information
Channel Select the release channel
pgrade Upgrade the GNS3 WM
shell Open a shell
Log Show the GNS3 serwver log
Test Check Internet connection
Demu Switch Qemu wersion
Security Configure server authentication
keyhoard Change keyhboard layout
Console Change console setting
ZLrE server confi :
Proxy Configure proxy =
Metwark Configure netwark settings
Higrate Migrate data to another GMNS3 WM
Restore Restore the WM (if an upgrade has failed)
Shrink sShrink the WM disk
Feboot Reboot the WM
Shutdown Shutdown the WM

LCancel>

G L o) ) il BT < [ Riaht crd

Figure 15 - Disabling Qemu settings in the GNS VM
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reEpor

[gemu]
enable_kwm = false_

WE Get Help

Figure 16 - Disabling Qemu for the GNS3 VM
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CHAPTER 3

Adding a MikroTik Appliance in GNS3

MATHEW J. HEATH VAN HORN, PHD

MikroTik is a Latvian enterprise network equipment manufacturer. Their network hardware is used in enterprise
networks throughout the world. Their router operating system software is free to use for non-commercial
purposes. We use the MikroTik Cloud Hosted Router (CHR) router operating system throughout this book because
we have found that it has many of the same features as other commercial products while also being very reliable
while running in the GNS3 working environment.

LEARNING OBJECTIVES

+ Successfully download, install, and run MikroTik Cloud Hosted Router appliance in a GNS3 environment

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

* GNS3 Documentation - https://docs.gns3.com/docs

+ MikroTik Documentation - https://help.mikrotik.com/docs/display/ROS/Getting+started

CONTRIBUTORS AND TESTERS

Testers:

* Quinton D. Heath Van Horn, 7th Grade
+ David Reese, Mathematics Student, SUNY Brockport
+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
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+ Salvador Morales, Safety Management System Analyst, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

« Dante Rocca, Cybersecurity Student, ERAU-Prescott

+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Installing a MikroTik router

Many learners use MikroTik routers to learn enterprise networking principles. You will find many instruction
sites on the internet using MikroTik in GNS3.

& untitled777 - GNS3
File Edit Control Node Annotate Tools Hel

sz 0B-)HC EELS/ GaAn

Routers ®

~| Topology Summary o)
Filter Node Console
@ MikoTik CHR 7,101 © MikroTikCHR7.10.1-1 telnet 192.168.56.113:5000
S MikroTikCHR7.10.1-1
=1} =
Servers Summary 88
) Dr_HVH CPU 2.1%, RAM 39.6%
» £ GNS3 VM (GNS3 VM) CPU 1.2%, RAM 36.3%
= tew template 1 =

Consolle . N G|
Copyright (c) 2006-2023 GNS3 Technologies. -

Use Help -> GNS3 Doctor to detect common issues.

=> Cannot install MikroTik CHR version 7.10.1: File chr-7.10.1.img with checksum 917729679b999256.2f4160d461b21cac not found for MikroTik CHR

Figure 12 - MikroTik Router successfully installed to the GNS3 Working Environment

1. Visit the GNS3 Marketplace at https://www.gns3.com/marketplace/appliances

2. Inthe search appliances field, type “MikroTik" (Figure 1)
3. Navigate to the MikroTik CHR appliance and click on it (Figure 2)
4. Download the appliance by hitting the Download button

5. Scroll down to the most recent version of the image and click on the Download link. In this case, we
are using the chr-7.7.img (Figure 3)

6. Navigate to your downloads folder (or wherever you download the files) and unzip the image file
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https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft-ch1-mikrotik-3.png
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7. Start GNS3 Workspace

8. At the GNS Workspace top ribbon bar, go to File and on the submenu click on Import Appliance
(Eigure 4)

9. Select the appliance file that you downloaded (Figure 5)
10. Press the Open button

11. Select the server type Install the appliance on the GNS3 VM (recommended) and press the Next
button (Figure 6)

12. Accept the default QEMU settings and press the Next button (Figure 7)

13. Highlight the Appliance Version (in this case we are using version 7.10.1) and you will see the status
Missing Files. To fix this, click on Import (Figure 8)

14. Navigate to where you unzipped the image file from Step 6 (Figure 9)

15. Now the status has changed to Ready to Install. Highlight the Ready to Install and click on Next
(Figure 10)

16. Confirm the installation by pressing Yes
17. Read the notes, and press Finish (Figure 11)

18. You will now see the MikroTik router in the Routers Menu. You can drag it to the workspace and
start it to make sure it runs (Figure 12)

End of Lab

List of Figures

Search Results mikrotik

r mikrotik
APPLIANCE APPLIANCE
a MikroTik RB450G ﬂ MikroTik RB450Gx4

Figure 1 - Searching GNS3 marketplace for MikroTik appliances
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https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft_mikrotik_figure-7.png
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@ Software  Documentation  Community Marketplace  Academy

APPLIANCE

MikroTik CCR1036-8G-25+

APPLIANCE

MikroTik CRS328-24P-45+

APPLIANCE

MikroTik CHR

Figure 2 - Showing the MikroTik CHR appliance on GNS3 marketplace

AV, 5658 WID

Appliance Documentation
Documentation for using the appliance is available here:

Versions Supported

MikroTik CHR 7.7
File MD5 Size

chr-7.7img efc4fdeblcc06dc240a14f1215fd59b3 134 MB Jownloa

Figure 3 - Downloading the MikroTik router image from GNS3 marketplace
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@ 6Ns3

I§II: Edit View Control MNode Annotate
B New blank project Ctrl+N
= Open project Ctrl+Q

E Save project as...
E Edit project
:I Delete project
E Export portable project
'E Import portable project
4= New template
1. Lab1l.gns3
2. untitled.gns3
3. untitled89.gns3
4. untitled99.gns3

Tools Help

HC @r

4= Qui Ctrl+Q

=

Figure 4 - Screenshot of GNS3 Workspace menu selection
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e Import appliance

| & 5 ~ 4 i > Downloads

Organize ~ New folder
> @ Mathew - Embny Name
~ Today
D mikrotik-chr

@l Desktop »
L Downloads # — chr-710.1img
~ Last month
= Documents #
D juniper-vmx-vfp
P pictures »
— chr-7.8vdi
@ Music »
~ = kali-linux-2022 3-virtualbox-amdé64
i3 videos »
1 chr-7.7.img
~ Simple LAN

v
Date modified

7/25{2023 10:57 AM

7/25/2023 10:58 AM

6/14/2023 12:42 PM
6/22/2023 11:54 AM
6/22/2023 11:54 AM

6/16/2023 3:20 PM

Type

GNS3 Appliance File

File folder

GNS3 Appliance File
File folder
File folder

File folder

SLARTY BARDFARST

(@] Search Downloads

Size

6KB

10 KB

File name: | mikrotik-chr

o

1]
=
©

~ | GNS3 Appliance (*.gns3applian ~

Figure 5 - Selecting the appliance to import into GNS3 Workspace

3 Install MikroTik CHR appliance

Server

Please choose a server type to install the appliance. The grayed out server types are not supported or configured.

Open

Cancel

Server type

() Install the appliance on a remote server
(®) Install the appliance on the GNS3 VM (recommended)

-Zj:i- Install the appliance on your local computer

Figure 6 - Configuring the GNS3 Workspace with a MikroTik appliance

Appliance inf0| |

Next =

Cancel
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@ Install MikroTik CHR appliance

Qemu settings
Please choose the gemu binary that will be used to run this appliance.

37

Qemu binary: |j’binfqemu—system—xﬂﬁ_64 (v4.2.1)

Figure 7 - Accept the QEMU settings

ﬁpplianceinfo” < Back || Mext = || Cancel
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3 Install MikroTik CHR appliance ? X
Required files -
Please select one version of MikroTik Cloud Hosted Router and import the required files. Files are searched in your downloads and
GNS3 images directories by default
Appliance version and files Size Status
¥ MikroTik Cloud Hosted Router version 7.10.1 128.0 MB Missing files

chr-7.10.1.img 128.0 MB Missing
» MikroTik Cloud Hosted Router version 7.7 128.0 MB Ready 1o install
* MikroTik Cloud Hosted Router version 7.6 128.0 MB Missing files

chr-7.6.img 128.0 MB Missing
* MikroTik Cloud Hosted Router version 7.3.1 128.0 MB Missing files
chr-7.3.1.img 128.0 MB Missing
* MikroTik Cloud Hosted Router version 7.1.5 128.0 MB Missing files
chr-7.1.5.img 128.0 MB Missing
* MikroTik Cloud Hosted Router version 6.49.6 64.0 ME Missing files
chr-6.49.6.img 840 MB Missing
* MikroTik Cloud Hosted Router version 6.48.6 64.0 ME Missing files
chr-6.48.6.img 640 MB  Missing
Import Download Allow custom files | Create a new version Refresh

Appliance info < Back Next = Cancel
Figure 8 - Correct the missing files for the MikroTik router
€ Open X
& > v 1 i > Downloads v (@] Search Downloads R
Organize * New folder = - [ o
> @ Mathew - Embny Name Date modified Type Size I
~ Today
@ Deskiop » e chr-7.10.1.img 7/25/2023 10:58 AM Compressed (zipped) Folder 39,301 KB
L Downloads # D mikrotik-chr 7/25/2023 10:57 AM GNS3 Appliance File 6KB
& Documents # chr-7.10.1.img 7/25/2023 10:58 AM File folder
~ Last month
P Pictures »
D CorePlus-current 6/20/2023 11:46 AM Disc Image File 253,952 KB
@ Music »
D 04d56cfd-6e41-4518-961b-cacB68e7ebaetmp 6/19/2023 7:42 PM TMP File 0KB
B3 videos »
@ chr-7.7.img 6/16/2023 3:20 PM Compressed (zipped) Folder 38,366 KB
Simple LAN
File name: | | AnFites v
Open Cancel

Figure 9 - Navigate to where the image file was saved after unzipping
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& Install MikroTik CHR appliance

Required files

Please select one version of MikroTik Cloud Hosted Router and import the required files. Files are searched in your downloads and

GNS3 images directories by default

39

Appliance version and files Size Status

MikroTik Cloud Hosted Router version 7.10.1 128.0 MB Ready to install
» MikroTik Cloud Hosted Router version 7.7 128.0 MB Ready to install
* MikroTik Cloud Hosted Router version 7.6 128.0 MB Missing files

chr-7.6img 128.0 MB Missing

* MikroTik Cloud Hosted Router version 7.3.1 128.0 MB Missing files
chr-7.3.1.img 128.0 MB Missing

* MikroTik Cloud Hosted Router version 7.1.5 128.0 MB Missing files
chr-7.1.5.img 128.0 MB Missing

* MikroTik Cloud Hosted Router version 6.49.6 64.0 ME Missing files
chr-6.49.6.img 64.0 MB  Missing

* MikroTik Cloud Hosted Router version 6.48.6 64.0 ME Missing files
chr-6.48.6.img 840 MB Missing

Allow custom files

Create a new version

Refresh

Figure 10 - Installing the MikroTik CHR router

Appliance info

< Back

Next =

Cancel



40 SLARTY BARDFARST

3 nstall MikroTik CHR appliance 7 X

Usage
Please read the following instructions in order to use your new appliance. )

The template will be available in the router category.
If you'd like a different sized main disk, resize the image before booting the WM for the first time.

On first boot, RouterOS is actually being installed, formatting the whole main virtual disk, before finally rebooting. That whole process may take
a minute or so.

The console will become available after the installation is complete. Most Telnet/SSH clients (certainly SuperPutty) will keep retrying to connect,
thus letting you know when installation is done.

From that point on, everything about RouterQS is also true about Cloud Hosted Router, including the default credentials: Username "admin" and
an empty password.

The primary differences between Router0S and CHR are in support for virtual devices (this appliance comes with them being selected), and in
the different license model, for which you can read more about at hitp://wiki.mikrotik.com/wiki/Manual: CHR.

Appliance info < Back Finish Cancel

Figure 11 - Finish the addition of a MikroTik router to the GNS3 environment
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@ untitled777 - GNS3 = a b
File Edit View Control Node Annotate Tools Help
% OF>)> HC Fmllo- §QQE
Routers | Topology Summary
Filter

& MikroTik CHR 7.10.1

Ui Oh S

= tiew template <]

MikroTikCHR7.10.1-1

Node Console

© MikroTikCHR7.10.1-1 telnet 192.168.56.113:5000

Servers Summary
©) Dr_HVH CPU 2.1%, RAM 39.6%
» ) GNS3 VM (GNS3 VM) CPU 12%, RAM 36.3%

Console

Copyright (c) 2006-2023 GNS3 Technologies.
Use Help -> GNS3 Doctor to detect common issues.

=> Cannot install MikraTik CHR version 7.10.1: File chr-7.10.1.img with checksum 917729e73b9992562f4160d461b21.cac not found for MikroTik CHR

Figure 12 - MikroTik Router successfully installed to the GNS3 Working Environment

51 error
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CHAPTER 4

Installing an OpenWRT Router in GNS3

MATHEW J. HEATH VAN HORN, PHD

OpenWrt (Open Wireless Router) is an open-source router software developed by Linksys. This free software best
mimics the typical home router found in most residences.

LEARNING OBJECTIVES

+ Successfully download, install, and run OpenWrt in a GNS3 environment

PREREQUISITES

+ Chapter 2 - Setting up a GNS3 Environment

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

* GNS3 Documentation - https://docs.gns3.com/docs

+ OpenWrt Download - https://openwrt.org/downloads

+ OpenWrt Documentation - https://openwrt.org/docs/start

CONTRIBUTORS AND TESTERS

* Quinton D. Heath Van Horn, 7th Grade

+ David Reese, Mathematics Student, SUNY Brockport

+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni

+ Salvador Morales, Safety Management System Analyst, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott
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INSTALLING AN OPENWRT ROUTER IN GNS3

+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Installing OpenWrt

This is an abbreviated installation walkthrough. This lab is used to support other labs in this text. This portion
covers the download and installation of OpenWrt in the GNS3 environment. This lab is very similar to Chapter 3 -
Installing a MikroTik router.

| S PRI

= Control MNode Annotate Tools H

o B e B
e O > D>

Routers 3]

9 Filter
W MikroTik CHR 7.10.1

=» W MikroTik CHR 7.11.2
= W) OpenWit 23.05.0

=

Figure 9 - OpenWrt appears in the router appliance menu

1. Visit https://www.gns3.com/marketplace/appliances and log in (Figure 1)

2. Go to Marketplace
3. Select Appliances on the left

4. Search for OpenWrt

5. Click on the OpenWrt Appliance (not the OpenWrt Realview) and then click the download button

(Figure 2)

6. On the same download screen, scroll down to download the most recent image file. Once
downloaded, unzip it (Figure 3)

7. Start the GNS3 Workspace. Once the lights are green, select File — Import Appliance (Figure 4)
8. Select the OpenWrt appliance you downloaded earlier and select open (Figure 5)

9. Install the appliance on the GNS3 VM. Use the default Qemu Settings (Figure 6)
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10. Select the Missing Files for the version of OpenWrt you downloaded earlier and select Import
(Figure 7)

11. Select the image file you unzipped earlier and click Open (Eigure 7)
12. It should now say Ready to install. Click on the file and click Next (Figure 8)
13. Once it finishes, then it will appear in the router appliance menu (Figure 9)

End of Lab

List of Figures

&) 22 gns3.com/marketplace/appliances

@ Software  Documentation = Community  Marketplace  Academy y Mathew

Marketplace &) Appliances

Featured Search Results OpenWri

Appliances
or OpenWrt

Labs

Software OpenWrt Realview
Appliance - Last updated Mar 13, 2023 Download

Training

OpenWrt
Appliance - Last updated Jan 4, 2024 Download

Figure 1 - Downloading OpenWrt


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/OpenWRT-Figure7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/OpenWRT-Figure7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/OpenWRT-Figure8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/OpenWRT-Figure9.png

INSTALLING AN OPENWRT ROUTER IN GNS3

45

< &

25 gns3.com/marketplace/appliances/openwrt-2

U OpenWrt

*osted by Jere Srossmann « December 8, 2015 at 8:31UTC

OpenWrt is a highly extensible GNU/Linux distribution for embedded devices (typically
wireless routers). Unlike many other distributions for these routers, OpenWrt is built
from the ground up to be a full-featured, easily modifiable operating system for your
router. In practice, this means that you can have all the features you need with none of
the bloat, powered by a Linux kernel that's more recent than most other distributions.

How to install

+ Download the appliance file

+ Download the files for one of the supported version listed below
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Appliance Usage
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Figure 2 - Download OpenWrt
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Figure 5 - Select the OpenWrt appliance
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6.

Server =
Please choose a server type to install the appliance. The grayed out server types are not supported or configured. @

Server type

Appliance info Mext > Cancel

Figure 6 - Install the OpenWrt appliance
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Figure 7 - Select the missing files and open them
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Required files

Appliance version and files

b OpenWrt version 23.05.0

* OpenWrt version 22.03.0
openwrt-22,03,0-x86-64-generic-extd-combined.img

* OpenWrt version 21.02.3
openwrt-21,02,3-x86-64-generic-extd-combined.img

* OpenWrt version 21.02.1
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* OpenWrt version 21.02.0
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* OpenWrt version 19.07.8
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Figure 8 - Finish the install
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CHAPTER 5

Installing Tiny Core Linux

MATHEW J. HEATH VAN HORN, PHD

Tiny Core Linux is a very lightweight operating system (OS) that is easily configurable to meet a wide variety of
needs. Unlike other OSs that require gigabytes (GB) of hard drive space and RAM, Tiny Core Linux requires less
than 250 megabytes (MB) of hard drive space and only 23 MB of RAM. This makes it uniquely suited for us to use
in this textbook to emulate an enterprise network architecture.

Tiny Core Linux uses a lot of command line interface (CLI) commands, so please pay attention to detail when
following these instructions.

LEARNING OBJECTIVES

+ Install Tiny Core Linux in VirtualBox

+ Add Tiny Core Linux to the GNS3 appliance repository

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

DELIVERABLES

* None - this is a preparatory lab for other labs

RESOURCES

« Tiny Core Linux Main Website - http://tinycorelinux.net/

CONTRIBUTORS AND TESTERS

* Jacob M. Christensen, C.I.S. Student, ERAU-Prescott

+ Julian Romano, C.1.S. Student, ERAU-Prescott

+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott
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+ Dante Rocca, Cybersecurity Student, ERAU-Prescott
+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Download and Install in VirtualBox

Tiny Core Linux is very lightweight. It primarily runs in RAM to increase its operating speed.

B iy e e o

P e i

s mERpso

Figure 0.5 - Tiny Core Linux running in VirtualBox

1. Download the Tiny Core Linux iso file named “CorePlus” from http://tinycorelinux.net/
downloads.html

Note: iso is used as a nickname for an optical disk image adhering to the ISO 9660 file system.

2. The file is so small it isn't zipped
3. Open The Oracle VirtualBox Manager and click on New (Eigure 1)
4. Complete the VM form (Eigure 2)
4.1. Choose a name - In this lab, we called it “TinyCoreLinux”
4.2. Use the ISO dropdown menu to select the CorePlus-current.iso you downloaded in Step 1
4.3. Use the Type drop-down menu to select Linux
4.4, Use the Version drop-down menu to select Other Linux (64-bit)

4.5. Press Next


http://tinycorelinux.net/downloads.html
http://tinycorelinux.net/downloads.html
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft_tinycore_figure1.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/draft_tinycore_figure2.jpg
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5. Decrease the Base Memory to 256 MB and press Next (Figure 3)
6. Decrease the Virtual Hard Disk to 500 MB and press Next (Figure 4)
7. Atthe summary screen, press Finish (Figure 5)

8. Start the TinyCoreLinux VM

NOTE: Some testers had to explicitly tell the VM to capture their mouse commands. To do this,
navigate to the VM menu at the top of the VM window and under Input open the drop-down menu and
select Mouse Integration (Figure 6)

NOTE: Remember - to release the mouse from a VirtualBox VM - press the right-side ctrl key

9. Use the arrow keys to select Boot Core with X/GUI (TinyCore) + Installation Extension (Figure 7)
10. Press enter to start the boot process in this mode

11. Once it starts (takes a few seconds), you will see the main screen. At the bottom of the screen, you
can hover your mouse over the icons and right-click the Install icon (Figure 8)

12. Manage the settings in the Tiny Core Installation menu (Figure 9)

12.1. Select Whole Disk

12.2. Highlight sda as the disk

12.3. Select Install boot loader

12.4. Press the right arrow at the bottom of the settings to go to the next menu
13. Leave the formatting options at their default and press the right arrow (Figure 10)

14. In the boot options reference list, type the following in the blank field at the bottom (Figure 11)

home=sdal opt=sda1

15. Press the right arrow
16. On the Install Type menu, leave the defaults and press the right arrow (Figure 12)

17. Review the installation information and press Proceed (Figure 13)
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18. When the installation has finished (Figure 14), shut down the VM (Figure 15)

19. Return to the VM VirtualBox manager and adjust the settings for the TinyCoreLinux VM by clicking
on settings (Figure 16)

20. In settings, navigate to Storage, right-click the iso, and click Remove Attachment (Figure 17). This
forces the VM to boot from the virtual hard disk instead of the iso

21. Click OK

22. Start the TinyCoreLinux VM to ensure it boots from the virtual hard drive. Notice that the Install icon
no longer appears (Figure 18)

Phase Il - Creating persistance in Tiny Core Linux

Tiny Core Linux discards all changes made when it shuts down. This is great for getting a fresh start but can be
a pain when we want to keep something. To persistently save material when the VM shuts down, we need to use
the backup feature. In this section, we will create a test file and use the backup feature to keep the information.

1. Start the TinyCore Linux or resume from the install
2. Onthe main page, click on the third icon Control Panel (Eigure 19)

3. Under the maintenance section, click Backup/Restore and another window will open. Click on Included
for Backup (filetool.Ist) and you can see which directories and files are saved automatically on shutdown
with backup (Figure 20)

4. According to this information, files saved in the opt and home directories will be backed up

5. Close the windows

6. Open a blank text file by clicking on the editor icon (Figure 21)

7. Type in anything in the textbox and then use the mouse to select File -> Save File As... (Figure 22)

8. In the File Save As window, leave the default settings and add the file name test.txt (Figure 23), and
click ok

9. Now click on the Exit icon at the bottom, and on the exit options, select Reboot and backup options
Backup and then press ok (Figure 24)

10. After the VM restarts, open the editor again, and this time click File -> Open File. In the new window,
you should see the file you saved earlier (Figure 25)
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11. You can open it again if you want, but seeing it listed is good enough to know that data persistence
via backup is working

End of Lab
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Please choose a descriptive name and destination folder for the new virtual machine. The name you choose
will be used throughout VirtualBox to identify this machine. Additionally, you can select an ISO image which

may be used to install the guest operating system.

Mame: TinyCorelinux 4
Folder: C:\Users\mheat\VirtualBox VMs w
ot

IS0 Image: D C:\Users\mheat\Downloads\CorePlus-current.iso

Edition:

Type: Linux w -
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Version: Other Linux {64-bit)
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manually.

Expert Mode Back Next Cancel
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Figure 2 - Completing the VirtualBox VM form
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| §§ Create Virtual Machine ? X
Hardware
ou can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible.
Base Memory: e T TS 256 MB :

4 MB 32768 MB
Processors: ¥ . : , : : : 1 :
1CPU 8 CPUs

(] Enable EFI (special OSes only

¢

Help Back Next Cancel

Figure 3 - decrease the memory to 256MB
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~d
X

_ !fj Create Virtual Machine

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new
hard disk file or select an existing one. Alternatively you can create a virtual machine without a
virtual hard disk.

© Create a Virtual Hard Disk Now
Disk Size: . . . .« . . . v S00MB |
4,00 MB 200TB
(] Pre-allocate Full Size
() Use an Existing Virtual Hard Disk File [

remnux-v7-focal-disk001.vdi (Normal, 60.00 GB)

() Do Mot Add a Virtual Hard Disk

Help Back Next Cancel

Figure 4 - Decrease the Virtual Hard Disk to 500 MB
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| §§ Create Virtual Machine ? X

Summary

The following table summarizes the configuration you have chosen for the new virtual machine.
When you are happy with the configuration press Finish to create the virtual machine.
Alternatively you can go back and modify the configuration.

’{:? Machine Name and 0S5 Type
Machine Name TinyCoreLinux
Machine Folder C:/Users/mheat/VirtualBox VYMs/TinyCoreLinux
IS0 Image C:\Users\mheat\Downloads\CorePlus-current.iso
Guest 0S Type Other Linux (64-bit)
Skip Unattended Install false

Q Hardware
Base Memory 512
Processor(s) 1
EFI Enable false

2| Disk
Disk Size 8.00 GB
Pre-allocate Full Size false

Help Back Finish Cancel

Figure 5 - Finish the VM changes

ﬂ TinyCorelinux [Running] - Oracle VM VirtualBox B & i

File Machine View [Input Devices Help

@ Keyboard

Mouse Integration

Figure 6 - Mouse integration in VirtualBox VMs
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@

Core plus networking, installation, and remastering.

Boot Core Plus with default FLWHM topside.

Boot Core Plus with Joe's Window Manager.

Boot Core Plus with ICE Window Manager.

Boot Core Plus with Fluxbox Window Manager.

Boot Core Plus with Hackedbox Window Manager.

Boot Core Plus with Openbox Window Manager.

Boot Core Plus with FLWM Classic Window Manager.

Boot Core with only X-GUI (TinyCore).

Boot Core with X-GUI (TinyCore) + Installation Extension.
Boot Core with X-/GUI (TinyCorel) + Wifi Extension.

Boot Core with X GUI (TinyCorel) + Wifi + Firmware.

Boot Core to command line only. Mo X-/GUI or extensions.
Boot Core without embedded extensions with waitusbh=5.

Boot Core with flum_topside, XsGUI, and the installation extension.
Extensions are loaded mount mode. Boot media is not removable.
ze ThB to edit desktop= to boot to alternate window manager.

|’ @f] [ ¥ right crr

) I. I\_I. ~ I:._/J

Figure 7 - First time boot instructions for TinyCore Linux
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TinyCoreLinux [Running] - Oracle VM VirtualBox = O X

File Machine View Input Devices Help

- oo

() o Qi ] £ |

Figure 8 - Install TinyCore Linux
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ﬁ:] TinyCorelinux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Tir 1y Core Installation

mntisri/hootcore.gz

Figure 9 - Managing the settings in TinyCore installation menu
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TinyCorelLinux [Running] - Oracle VM VirtualBox

File Machine View Input Devices

Tiny Care |Installation

Figure 10 - Leave the formatting options alone

Help



INSTALLING TINYCORE LINUX 63

ﬂ TinyCoreLinux [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
‘Tiny Core Installation CIoOx
Tiny Core Installation

Boot Options Reference List
Tiny Core accepts the following persiztence optionsi E
tee=thdall=dallt Specify Restore TCE apps directory
restore=thdallsdal | floppyt Specify saved configuration location 5
waitusb=¥ Wait ¥ secondsz for zlow USE devices ?
swapfilef=hdallt Scan or Specify swapfile
home={hdal | sdal} Specify perzistent home directory
opt={hdal | sdalt Specify persistent opt directory
local=1hdall=dal} Specify PPI directory or loopback file
lat=yyy,lst Load alternate static yyy,lst on boot
mydat.a=yuuy Specify alternate backup file name
bhaze Skip TCE load only the baze system
norestore Turn off the automatic restore
zafebackup Saves a backup copy (mydatabk,tgz)
showapps Dizplay application names when booting
WO T xE T From table (See below)
ot n Permmnt e o Yoo o atn

[«] S

Enter Spaces Separated Options From Examples Above.

These can be edited later on via your boctloader config.
'home=sda1 opt=sda] ]

L

Figure 11 - Set the home and optional drives to use by default
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:

E TinyCorelLinux [Running] - Oracle VM VirtualBox

File Machine View Input Devices

Tliny Core Installation

Figure 12 - Leave the install type defaults

Help
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[ linyLoreLinux [Running] - Wracle ViVl Virtualbsox

File Machine View Input Devices

ore Instaliation

Source: fmnt/sri/boot/core.gz
Type: frugal

Target sda

Formatextd

Options: home=sdal opt=sdal
Install = GUI

Figure 13 - Review the installation information before proceeding

He
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l=ore Instaliation

Wiriting Zero's to beginning of /dew/sda
Partitioning /dew/sda
Formatting /dew/sdal
UUID="Beazc0ci-fE5h-4e7E-bho5-1fddb3073a81"
Apphying extlinuz,
Setti image on fmnt'sdal

Figure 14 - Installation indicates finished
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E:] TinyCorelLinux [Running] - Oracle VM VirtualBox = O X
Filer Machine View Input Devices Help

' Settings... Host+S

Take Snapshot... Host+T
Session Information... Host+N
File Manager...

Show Log...

Pause Host+P
Reset Host+R

Cand tha ACDT Chitdnwn cianal tn the (-'] m {)]: Vﬁ‘ /@i - Iill I'ﬁ A ‘pl Dinaht+ el

Figure 15 - Shut down the VM from within the VM
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Figure 16 - Configuring the VM again
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Figure 17 - Remove the booting iso image
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E] TinyCorelinux [Running] - Oracle VM VirtualBox = O X
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Figure 18 - The install icon no longer appears which means it is booting from the virtual drive instead of the iso
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Figure 19 - Configure the TinyCore VM for persistence
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Figure 20 - Changing the backup/restore settings
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TinyCoreLinux [Running] - Oracle VM VirtualBox — O X
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Figure 21 - Open a blank text file



74 SLARTY BARDFARST

TinyCoreLinux [Running] - Oracle VM VirtualBox = O X

File Machine View Input Devices Help

Figure 22 - Type anything and save the document



INSTALLING TINYCORE LINUX 75
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Figure 23 - Save the text file
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E:] TinyCoreLinux [Running] - Oracle VM VirtualBox
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Figure 24 - Reboot and Backup
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TinyCorelinux [Running] - Oracle VM VirtualBox = O X

File Machine View Input Devices Help
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Figure 25 - Checking to see the file was retained after reboot
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CHAPTER 6

Adding a Virtual Machine to GNS3

MATHEW J. HEATH VAN HORN, PHD

GNS3 is unique from other simulators such as Cisco’s Packet Tracer. With GNS3, you can add any VM you create
in VirtualBox and use it within the GNS3 environment. The purpose of this lab is to give you experience in creating
GNS3 appliances using VMs

LEARNING OBJECTIVES

+ Create GNS3 appliances using VirtualBox VMs

PREREQUISITES

* Oracle VirtualBox installed with at least one functional VM

+ Chapter 2 - Setting up a GNS3 environment

DELIVERABLES

* None - this is a preparatory lab for other labs

RESOURCES

+ GNS3 Documentation - https://docs.gns3.com/docs/

CONTRIBUTORS AND TESTERS

* Jacob M. Christensen, C.I.S. Student, ERAU-Prescott

Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

+ Sawyer Hansen, Cybersecurity Student, ERAU-Prescott
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Phase | - All the steps required

This is pretty straightforward. In this lab, we are using Windows server VM as the example, but any VM in
VirtualBox can be used.
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Figure 5 - Screenshot of the VM showing in GNS3 Workspace

1. Open Virtual Box and choose a VM you want to import into GNS3

2. Start GNS3

3. Create anew lab

4. On the GNS3 menu, navigate to Edit and then Preferences (Figure 1)

5. Select VirtualBox VMs and you will see the VirtualBox VMs already added to GNS3
6. Select new at the bottom of the window (Figure 2)

7. Make sure the radio button for running the VM on my local computer is selected and click on Next
(Figure 3)

8. You will now see a window with a drop-down box to select any of the VMs that are loaded in
VirtualBox; in this example, we will select Windows Server 2022 for GNS3 (Figure 4)

9. Click Finish
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10. To edit the properties of the VM, click edit on the bottom left of the window
10.1. Here you can change things such as the default symbol, device name, RAM, etc

10.2. In the Network tab, make sure to check the Allow GNS3 to use any configured VirtualBox
adapter option box

10.3. When you are finished, make sure you click Apply or risk the VM not being added
11. Click OK
12. Click on the all devices button and you can now see our VM added to the appliance list (Figure 5)
13. You can drag the recently added VM to the GNS3 Workspace and start it (Figure 6)
14. When the VM starts it will run outside of GNS3, so look for it on your toolbar as a VM (Eigure 7)
15. That's it. Remember you can do this for any functional VM in VirtualBox. However, VMs use much

more resources than the emulated devices within GNS3. So if you add 10, Windows 11 VMs, you will
overload your host machine’s processor pretty fast
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End of Lab
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Figure 1 - Adding VirtualBox VMs to GNS3
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Figure 2 - Adding new VirtualBox VMs to GNS3
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& New VirtualBox VM template ? x
Server '@
Please choose a server type to run the VirtualBox VM, h
Server type

{_) Run this VirtuslBox VM on a remote computer

'® Run this VirtualBox VM on my local computer
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Figure 3 - Radio button selected
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Figure 4 - Adding Windows Server 2022
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CHAPTER 7

Create a Linux Server

JACOB CHRISTENSEN AND MATHEW J. HEATH VAN HORN, PHD

The Linux operating system has been increasing in popularity for many reasons. Most Linux platforms are free
and open-source with very active development communities. Linux is also very reliable in that it often does not
require reboots when something goes wrong. Furthermore, Linux is very customizable so only the features that
are required are installed. A bare-bones Linux distribution can run on as little as 58MB of RAM! Finally, most
applications on Linux are free and open-source.

L __-_._". el . |
A, 4 i ¥ o2 =

Used with permission by the artist - Romana A. Heath Van Horn

Many people are reluctant to use Linux because it generally uses a command line interface (CLI) instead of a
graphical user interface (GUI) like Windows or Apple. However, all those easy-to-use images require a lot of
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RAM and CPU power, so using CLI allows the operating system to focus on the essentials. We use Linux in
the GNS3 environment because it requires very little in the way of hardware resources. This allows us to build
complex enterprise networks without overloading our hosting machine. This lab will help you download, install,

and configure a Ubuntu Linux Server for use in a GNS3 environment.

LEARNING OBJECTIVES

Successfully download, install, and run Ubuntu Server in a GNS3 environment
Optional installs for later labs
Phase Il - DHCP Server - KIA

» Phase lll - DHCP Server - isc-dhcp-server

» Phase IV - DNS Server - BIND9

* Phase V - Text-Based Web Browser - w3m

* Phase VI - GUI - Ubuntu Desktop

= Phase VIl - Web Hosting Service - Apache2

PREREQUISITES

Chapter 2 - Setting up a GNS3 environment

Chapter 6 - Adding a VM to GNS3

DELIVERABLES

None - this is a preparatory lab that supports other labs in this book

RESOURCES

Download Ubuntu Server https://ubuntu.com/download/server

CONTRIBUTORS AND TESTERS

Quinton D. Heath Van Horn, 7th Grade

David Reese, Mathematics Student, SUNY Brockport

Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
Evan Paddock, Cybersecurity Student, ERAU-Prescott

Dante Rocca, Cybersecurity Student, ERAU-Prescott

Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Download and Installation
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Installing Linux Server is pretty straightforward. We will use the Ubuntu distribution of Linux due to its
expansive documentation and support structure. However, learners will find that other Linux distributions follow
similar processes prescribed here.

Furthermore, various tools on the Ubuntu server will be used in part 2 of this book. It is highly recommended
that you install all of the optional tools in case you need them later.

1. Download Ubuntu Server from https://ubuntu.com/download/server

2. Start Oracle Virtual Box Manager

3. Click on New (Figure 1)
3.1. Pick a name, for this example, we use something clever like “Ubuntu Server”
3.2. Use the dropdown menu to select the Ubuntu Server ISO that you downloaded
3.3. Click Skip Unattended Installation
3.4. Click Next

3.5. You can leave the hardware on its defaults -> click next (Figure 2)

NOTE: If you are planning on installing the GUI interface you will need at least 50GB of hard
disk storage in the next step.

3.6. Leave the default Virtual Hard Disk settings —> click next (Figure 3)
3.7. Review the summary and click on Finish

4. Start the Ubuntu Server VM

5. Use the arrow keys to Install Ubuntu Server (Figure 4)

6. Use the arrow keys to select your language (Figure 5) and your keyboard

7. Use the arrow keys to select Ubuntu Server and press done (Figure 6)

8. Accept the default network connections and selectDone (Figure 7)

9. Enter a proxy address if you need one select Done (Figure 8)

10. Enter an alternative Mirror if you know you have one, otherwise, just select Done (Figure 9)
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11. Use the default storage configurations and select Done for both screens (Figure 10)
12. Confirm the action and select Continue (Figure 11)
12.1. For the profile information, the following is recommended (Figure 12)

Your Name: student

Your Servers Name: ubuntu_server

Pick a username: student

Chose a password: Security1
13. There is no need to update to Ubuntu Pro, so skip it for now (Figure 13) and continue
14. Select Install OpenSSH Server and continue (Figure 14)
15. No snaps are needed - select done (Figure 15)
16. Allow the installation and update to complete, then select Reboot Now (Figure 16)

17. You might have to hit enter a couple of times depending on the way your VirtualBox is configured

18. Login using the credentials you created earlier

NOTE: If you are new to Linux, you should know that the password cursor does not move. This is a
security feature to mask how many characters the password is. Anyone shoulder surfing can accelerate
their password brute force efforts by knowing the length of the password.

Phase Il - Install DHCP Server - Kea (Optional)

These are the instructions to install Kea as the DHCP server because it is replacing isc-dhcp which is no longer
supported. We found documentation limited, so for new learners, we recommend installing the isc-dhcp-server
which has expansive examples on the web that new learners can refer to as needed.

1. At the terminal prompt, type

sudo apt install kea

2. Kea can be configured by typing

sudo vi /etc/kea/kea-dhcpd.conf
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3. The instructions to configure Kea are included in the file
4. You can also use this guide to configure Kea

5. Use this guide to add the Ubuntu Server to the GNS3 Working Environment

Phase Il - Install DHCP Server - isc-dhcp-server

The isc-dhcp-server is no longer supported as of October 2022. However, it was in use for a long time and
there are many writeups on the web on different configurations. We felt it best to continue to have this option for
learners at this time.

1. Toinstall type

sudo apt install isc-dhcp-server

2. Some shortcut commands for future reference include:

2.1. To bind the DHCP server to an interface type

vi /etc/default/isc-dhcp-server

2.2. To configure type

sudo vi /etc/dhcp/dhcpd.conf

2.3. To test the configuration file type

dhcpd -t

2.4. To start the DHCP server type

sudo systemctl start isc-dhcp-server.service

2.5. To enable the DHCP service to start on boot type

sudo systemctl enable isc-dhcp-server.service
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2.6. To restart the DHCP server type

sudo systemctl restart isc-dhcp-server.service

2.7. To check the status of the DHCP server type

sudo systemctl status isc-dhcp-server.service

Phase IV - Install DNS Server - BIND9

Berkley Internet Name Domain (BIND) is the most popular software suite for DNS implementation on Linux
systems.

1. Install software and additional utilities

sudo apt install -y bind9 dnsutils bind9-utils

2. Modify configurations file

sudo nano /etc/bind/named.conf.options

3. Configure master zone declarations

sudo nano /etc/bind/named.conf.local

4. Start DNS daemon

sudo systemctl start named

5. Torestart

sudo systemctl restart named

6. To check status
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sudo systemctl status named

Phase V - Install a Text-Based Web Browser (Optional)

Occasionally you may want to visit the web from the Ubuntu Server that does not have a GUI. This is how you
install w3m.

1. Install by typing

sudo apt install w3m

2. Run by typing

w3m -v http://www.google.com

3. Exit the browser by pressing Ctrl-z

Phase VI - Install a GUI (Optional)

There could be times when you want a graphical user interface (GUI). Make sure your Linux VM has at least
50GB available on the hard drive. Use the default settings whenever prompted.

1. Toinstall the GUI type

sudo apt install ubuntu-desktop

2. Install the display manager by typing

sudo apt install lightdm

3. Enable the LightDM service by typing
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sudo systemctl start lightdm.service

4. To make sure it starts on boot type

sudo service lightdm start

5. You may have to restart the Ubuntu VM

sudo shutdown now -r

Phase VII - Install a web hosting service

Creating a web hosting service isn't that complicated, but there are a lot of steps. A web server requires a
platform, a database, and an interface. Follow these steps to create a local web hosting service and create a test
website that can be accessed.

1. Install a GUI on the Ubuntu Server by following the steps in Phase 6
2. Install Apache HTTP Server

2.1. Install Apache by typing

sudo apt install apache?2

2.2. Restart the Apache Server by typing

sudo service apache2 restart

2.3. Test thatitis running by opening Firefox and typing 127.0.0.1 in the address bar
2.4. Check that it says it works (Figure 17)
3. Install MySQL database management system

3.1. From a terminal install mySQL by typing
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sudo apt install mysgl-server

3.2. Verify it was installed by typing

sudo mysgl -v

3.3. Set the password validation by typing

sudo mysgl secure installation

3.3.1. Press y and set the password strength according to your needs
3.3.2. Pressyto remove anonymous users
3.3.3. Press y to disallow remote root login
3.3.4. Keep the test database by pressing n
3.3.5. Reload the privilege tables by pressing y
3.4. Test the operability of mysq|

3.4.1. Start mysql by typing

sudo mysgl -u root

3.4.2. Create a database by typing

create database <name>;

3.4.3. List all the databases by typing

show databases;

3.5. You should have a screen that looks like (Figure 18)
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3.6. To leave mysql and return back to the Ubuntu Server console, type

exit

4. Install PHP web-server scripting language module

4.1. From the terminal, install PHP by typing

sudo apt install php

4.2. View the version by typing

|
<

php

4.3. Make a check file by typing

sudo vi /var/www/html/info.php

4.3.1. Typeiand add the following information

4.3.2. Save the file by pressing the escape key followed by

4.4. Restart the Apache service by typing

sudo service apache2 restart

4.5. Test PHP by opening Firefox and typing the following into the web browser address bar

127.0.0.1/info.php

4.6. You should get the following screen (Figure 19)
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NOTE: if a service fails to start and you do not know why, try the following commands:

mctl status <service>

Record the service's process ID (PID) number.

journalctl PID=<pid number>

Look at the error logs closely, they often help locate the root of most issues!

End of Lab

Figures for Print Version
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Figure 1 - Create a new VM
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W Create Virtual Machine ? x

Hardware
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Figure 2 - VM resource settings
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Figure 3 - Hard disk settings
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before booting or "¢’ for a command-line.

The highlighted entry will be executed awutomatically in 11=.

Bohas Eilg]  @rghtcel

Figure 4 - Install Ubuntu Server
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NoOEaTE! Helkom! [ Help ]
Use UP, DOWW and EMTER =z to select your lan

As

=)

Eng
E

E

F

G
Hrw
Lz
[E

M

s R R SRS RS GRS RS M S B SRS G SR SRS SRS JRe GRS MR R g [ e R e

@S B @ @ richtctl

Figure 5 - Select your language
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[ Help 1]
» for the installation.

Ve

{7 Ubuntu Serwver (minimized)

Additional options

Search for third-party drivers

@S =i Gl@ @ richt ctl

Figure 6 - Ubuntu Server
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F/

Network connections [ Help ]

Configure at least one interface this wer can use to talk to other machines,
and which pref b1y provid 1Tt icient for upda

eth - L
10.0.2.15/24

[ Create hond » ]

@S =i Gl@ @ richt ctl

Figure 7 - Accept default network connections
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Conf igure proxy [ Help 1]

tem reguires a proxy to connect to the internet, enter its details

Proxy address: |

@S =i Gl@ @ richt ctl

Figure 8 - Proxy address if needed
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Configure Ubuntu archive mirror [ Help ]

If you use an alternative mirror for Ubuntu, enter its details here.

Mirror addr St fp: A Sus . archive. ubuntu. comsubuntu

@S =i Gl@ @ richt ctl

Figure 9 - Alternative mirror if needed
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Gulded storage configuration [ Help ]

Configure a guided storage layout, or create a custom one:

an entire disk
I{_HARDDIS Sd16-3adddedl local dis
Set up this an L¥M group

[ 1 Encrupt the LWM group with LU

@S =i Gl@ @ richt ctl

Figure 10 - Use the default storage configurations
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configuration [ Help ]

Confirm destructive action

tallation pro

will not be
stallation ha

Are you sure you want to continue?

[ Mo
[ Continue

@S =i Gl@ @ richt ctl

Figure 11 - Confirm and continue
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Frofile setup [ Help 1]
M. You can
o eeded for
sudo.

Your name:  Shqul]ge

student

Your server's name:  ([FelgRauER=gy=1g

ch a3 ord: e

Contirm Jour ord:

[ Done

@S =i Gl@ @ richtctl

Figure 12 - Enter profile information
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[ Help ]

n a much wide
. HIFAA and other

[ about Ubuntu Pro = ]
i 17 Enable Ubuntu Pro

ip for now

@S =i Gl@ @ richtctl

Figure 13 - Skip updating to pro
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S5SH setup [ Help ]

: to enable secure remote

@S =i Gl@ @ richtctl

Figure 14 - Install OpenSSH server
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Featured Server Snaps [ Help 1]

EMTER to =
11e.

ﬁﬂmPl ell for ¥
11 to load and str

er AFI Tool.
N command
-Up =p
, OpEeEn

L]
|
=
L]
L]
L]
|
=
L]
L]
L]
|
=
L]
L]
L]
|
=
L]
L]
L]
|
|

Juju Juju - &

@S =i Gl@ @ richtctl

Figure 15 - No snaps needed
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tin in-t
mmand in-
tin curth

iew full log ]

;_junt Maw ]

[ Help ]

—only'

@S =i @ @ richtctl

Figure 16 - Reboot now
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HhunTH LHEH

lled at thi
htmly before

Configuration Overview

IIl_n_anu =

The configuration layout for an Aps

+ 4 Niewing <Apache2 Ubuntu Default Page:

Figure 17 - Apache installed
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—Gubuntud. 04,1 {Ubuntu)
Oracle andsor its affiliates.

. of Orac
be tradem

Type 'help:;' or 'sh' for help. Type 'Sc' to clear the current input statement.

show data

B oS =il & @ @ riht cul

Figure 18 - mySQL is installed
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Ubuntu Server - webserver [Running] - Oracle VM VirtualBox — O b4
® Firefox Web Browser Ock 1 02:48 W

'-)-* <3 PHP 8.1.2-1ubuntu2.14 - ph; * | [ Firefox Privacy Notice — *  + “ _ @ %
< C O O 127.0.0.1/info.php < @ & =

System Linux ubuntuserver 5.15.0-84-generic #93-Ubuntu SMP Tue Sep 5 1
Build Date Aug 18 2023 11:41:11

Build System Limux

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path

jetc/php/8.1/apache2

Loaded Configuration File

fetc/php/8.1/apache2/php.ini

Scan this dir for additional .ini files

fetc/php/8.1/apache2/conf.d

Additional .ini files parsed

jetc/php/8.1/apache2/conf.d/10-opcache.ini, fetc/php/8.1/apache/
/8.1/apache2fconf.d/20-calendar.ini, fetc/php/8.1/apache2/conf.d/2(
fconf.df20-exif.ini, fetc/php/8.1/apache2/conf.d/20-ffi.ini, fetc/php/8
fetc/php/8.1/apache2/conf.df20-ftp.ini, fetc/php/8.1/apache2/conf.d
/8.1/apache2fconf.d/20-iconv.ini, fetc/php/8.1/apache2/conf.d/20-ph
Jconf.df20-posix.ini, /etc/php/8.1/apache2 /conf.d/20-readline.ini, /et
shmop.ini, /etc/php/8.1/apache2/conf.d/20-sockets.ini, fetc/php/8.1
fetc/php/8.1/apache2/conf.d/20-sysvsem.ini, fetc/php/8.1/apache2f
/8.1/apache2fconf.d/20-tokenizer.ini

Show Applications

20210902

PHP Extension

20210902

e 2 | =i & @ @) right el

Figure 19 - PHP Test Successful



116 SLARTY BARDFARST

CHAPTER 8

Create a Windows Server

MATHEW J. HEATH VAN HORN, PHD AND RAECHEL FERGUSON

Windows Server is a popular server that offers many functions for businesses to control their enterprise network.
It is not a singular operating system, but rather a group of operating systems that can be used in a variety of ways.
This lab's focus is on installing Windows Server for the first time with the most common features.

LEARNING OBJECTIVES

+ Using an image of Windows Server, install and configure Windows Server as a virtual machine in the
GNS3 workspace

PREREQUISITES

« VirtualBox installed

+ GNS3 Workspace Installed

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ Most students at colleges and high schools can download Windows Server (with a license key) through
Azure for Education. Ask your instructor for details or a copy of the Windows Server iso file.

+ Some testers have used the Windows Server Evaluation copy available here. If you use an evaluation
copy, ignore references to product keys.

+ NOTE: Each source will referenced with its corresponding number in superscript (EX: T)atthe
end of a step

+ 1. MSFT WebCast. “How to Install Windows Server 2019 in VirtualBox (STEP by Step Guide).” YouTube,
January 23, 2019. https://www.youtube.com/
watch?v=ZjQSuyuNO0nA&list=PLUZTRMXEpBy32NP6z_qvVBOTWUzdTZVHt.

2. MSFT WebCast. “Basic Configuration Tasks in Windows Server 2019.” YouTube, January 25, 2019.
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https://www.virtualbox.org/
https://www.microsoft.com/en-us/evalcenter/evaluate-windows-server-2022
https://www.youtube.com/watch?v=ZjQSuyuN0nA&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt
https://www.youtube.com/watch?v=ZjQSuyuN0nA&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt
https://www.youtube.com/watch?v=ZjQSuyuN0nA&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt
https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=3
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https://www.youtube.com/
watch?v=1nxYJSV7-u8&list=PLUZTRMXEpBY32NP6z_qvVBOTWUzdTZVHt&index=3.

* 3. MSFT WebCast. “Setting up Active Directory in Windows Server 2019 (Step by Step Guide).” YouTube,
January 28, 2019. https://www.youtube.com/
watch?v=h3sxduUt5a8&list=PLUZTRMXEpByY32NP6z_qvVBOTWUzdTZVHt&index=5.

CONTRIBUTORS AND TESTERS

+ Julian Romano, Student, ERAU Prescott
« Evan Paddock, Cybersecurity Student, ERAU-Prescott
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Install Windows Server as a VM

Installing Windows Server on a VM has some nuances to be followed in VirtualBox. Please read the instructions
carefully.

1. Open Virtual Box Manager
2. Select New from the top ribbon to open the “Create Virtual Machine” window (Figure 1) !
" 1

2.1. Name the VM “Windows Server

2.2. Use the ISO Image drop-down box to select the iso image for Windows Server that you
have downloaded

2.3. Click the box that states Skip Unattended Installation
2.4. Press Next

2.5. Use the default hardware settings (Figure 2)

2.6. Press Next

2.7. Use the default Virtual Hard disk settings (Figure 3)
2.8. Press Next

2.9. Review the Summary and press Finish (Figure 4)

3. Start the Windows Server VM by pressing the big green arrow on VirtualBox Manager to start the
setup process


https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=3
https://www.youtube.com/watch?v=1nxYJSV7-u8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=3
https://www.youtube.com/watch?v=h3sxduUt5a8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://www.youtube.com/watch?v=h3sxduUt5a8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://www.youtube.com/watch?v=h3sxduUt5a8&list=PLUZTRmXEpBy32NP6z_qvVBOTWUzdTZVHt&index=5
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure4.png
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3.1. Onthe setup screen, use the defaults and press Next (Eigure 5) !

3.2. Click Install now (Eigure 6) !

3.3. Enter your product key (Eigure 7) and press next

3.4. Select the desktop experience (Figure 8) and press next

3.5. Read and accept the license terms (Figure 9) and press next '

3.6. Click on Custom Install (Figure 10) !

3.7. Leave the defaults (Figure 11) and press Next

3.8. Wait for the installation to finish (Figure 12) and restart

3.9. Atthe Password Screen, set the password to “Security1” and press Finish (Eigure 13) !

3.10. If your Host OS reacts to the pressing of Ctrl-Alt-Delete instead of the VM, press your Host
Key (right ctrl by default) and delete simultaneously to get to the Windows Server login screen on
your VM

3.11. Log into the Windows Server using the administrator credentials (Eigure 14)

3.12. At the first start-up, you will get two popups (Figure 15)

3.12.1. Server Manager - Click on Don't show this message again

3.12.2. Networks - Click Yes

3.13. This brings you to the Server Manager Dashboard (Figure 16)

Phase Il - Install Active Directory

Active Directory (AD) is a collection of processes and services. It is commonly used to assign and enforce
security policies for all computers on the network via a Windows Server running Domain Services. The Windows
Server with Domain Services running is called a Domain Controller. Most Windows Server services rely on the
Domain Controller to function properly.

1. The Server Management Dashboard should open automatically on Windows Server startup (Figure
16)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure12.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure13.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure14.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure15.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure16.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure16.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure16.png
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2. On the left side of the dashboard, click on Local Server (Figure 17) and give it a couple of seconds to
populate the information 3

3. Click on Manage in the top right-hand corner of the screen. Once the drop-down appears click on the
Add Roles and Features option shown (Figure 18) 3

4. An “Add Roles and Features Wizard” box will open
4.1. Before you begin - Click next (Figure 19) 3
4.2. Installation Type - click the Role-Based option - click next (Figure 20) 3

4.3. Server Selection - click on your local server (Should be the only option) - click next (Figure
3
21)

4.4. Server Roles - select Active Directory Domain Services which will automatically open a pop-
up window (Figure 22) where you will press the Add Features button 3

4.5. Returns you back to the Select Server Roles (Figure 23) and you can see that the Active
Directory Services option now has a checkmark next to it

4.6. Select DNS Server from the list of options which will open a pop-up Window (Figure 24)
where you will press the Add Features button

NOTE: You may get an alert. This is normal because we haven't finished configuring
everything. Just press “Continue”

4.7. Returns you back to the Select Server Roles (Figure 25) and you can see that the DNS
Server has a checkmark next to it - Click Next >

4.8. Features (Figure 26) - Click Next >

49. AD DS (Figure 27) - Click Next 3

4.10. DNS Server (Eigure 28) - Click Next >

4.11. Confirmation (Eigure 29) - Click Install ®

4.12. Wait for the installation to complete (Figure 30)

4.13. Click on the blue text that states, Promote this server to a domain controller. (Figure 31)
and you will get a popup 3

5. Configure Active Directory Domain Services Wizard


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure17.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure18.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure19.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure20.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure21.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure21.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure22.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure23.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure24.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure25.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure26.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure27.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure28.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure29.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure30.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure31.png
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5.1. Deployment Configuration (Eigure 32)
5.1.1. Click on Add a new forest 3

5.1.2. Root domain name: pick something you would like. For these examples
“mycyber.local” was chosen 3

5.1.3. Click Next

NOTE: Creating a new forest can take a minute or two.

5.2. Domain Controller Options- select a password for the DSRM - we typically use “Security1”
in this book (Figure 33) - Click Next >

5.3. DNS Options (Figure 34) - Ignore the alert if there is one and Click Next (Figure 34) 3

5.4. Additional Options - It takes a moment to auto-populate with MYCYBER, but if it doesn’t
type itin. Then Click Next (Figure 35)

5.5. Paths - Click Next (Figure 36) >
5.6. Review Options - Click Next (Figure 37) 3

5.7. Prerequisites Check - (this could take a minute for a green box to appear - Ignore the
alerts) Click Install (Figure 38) 3

5.8. The Server VM will automatically restart (Figure 39), just wait for it to finish

Phase Il - Add to GNS3

Add the newly created Windows Server VM to GNS3.

1. Follow the procedures for adding a VM to GNS3

2. You may want to make some changes to the default settings

o Change the image to look more like a server instead of a PC

o Change the network options to Allow GNS3 to use any configured VirtualBox adapter


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure32.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure33.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure34.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure35.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure36.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure37.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure38.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_Win_server_Figure39.png
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End of Lab

List of Figures for Printed Version

!ﬁ Create Virtual Machine

~J
X

Virtual machine Name and Operating System

I Please choose a descriptive name and destination folder for the new virtual machine. The name you choose
will be used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which
may be used to install the guest operating system.

Mame: Windows Server \\«)
Folder: C:\Users\mheat\VirtualBox VMs v
IS0 Image: B C:\Users\mheat\Downloads\en-us_windows_server_2022_x64_dvd_620d7eac (1).iso R

Edition: Windows Server 2022 Standard (10.0.20348.169 / x64 [ en-US)

Type: Microsoft Windows ME

Version: Windows 2022 (64-bit)

8 skip Unattended Installation
(i) You have selected to skip unattended guest OS install, the guest OS will need to be installed

manually.

Help Expert Mode Back Next Cancel

Figure 1 - Create virtual machine
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!?j Create Virtual Machine

~J
X

Hardware

¢ ou can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible.

-

BaseMemory:..'.............................. 2048 MB [+
4 MB 32768 MBE

4

v : : . : : : C 1
1 CPU 8 CPUs

Processors:

(] Enable EFI (special OSes only

Help Back Next Cancel

Figure 2 - Hardware settings
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!fj Create Virtual Machine

~J
X

Virtual Hard disk

¢ If you wish you can add a virtual hard disk to the new machine. You can either create a new
hard disk file or select an existing one. Alternatively you can create a virtual machine without a
virtual hard disk.

© Create a Virtual Hard Disk Now
Disk Size: . . .« .« . o 0 00 v 50.00 GE .
4,00 MB 2.00TB
(] Pre-allocate Full Size
() Use an Existing Virtual Hard Disk File

remnux-v7-focal-disk001.vdi (Normal, 60.00 GB)

() Do Mot Add a Virtual Hard Disk

Help Back Next Cancel

Figure 3 - Virtual hard disk settings
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W Create Virtual Machine ? X
Summary
¢ The following table summarizes the configuration you have chosen for the new virtual machine.

When you are happy with the configuration press Finish to create the virtual machine.

Alternatively you can go back and modify the configuration.

"’i:lj" Machine Name and 0S5 Type
Machine Name Windows Server
Machine Folder C:/Users/mheat/VirtualBox YMs/Master Images - DO NOT CHANGE/ ...
ISO Image C:/Users/mheat/Downloads/en-us_windows_server_2022_x64_dvd...
Guest 0S Type Windows 2022 (64-bit)
Skip Unattended Install true

c; Hardware
Base Memory 2048
Processor(s) 1
EFI Enable false

2| Disk
Disk Size 50.00 GB
Pre-allocate Full Size false

Help Back Finish Cancel

Figure 4 - Review and approve settings
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BT P - —

*id Microsoft Server Operating System Setup

2 Microsoft

Language to install: [English (United States) -
Time and curren inte English (United States) -

Enter your language and other preferences and click "Next" to continue.

Il rights reserved.

G ey (o w5 ] e B 4 () Rinht ol

Figure 5 - Windows server default settings
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*id Microsoft Server Operating System Setup

= Microsoft

Install now

Repair your computer

All rights resenved.

SLARTY BARDFARST

Figure 6 - Install now

=i 7l 2 [ Riahe ol
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BT P - —

=) ﬂf Microsoft Server Operating System Setup

Activate Microsoft Server Operating System Setup

If this is the first time you're installing Microsoft Server Operating System on this PC (or you're
installing a different edition), you need te enter a valid Microsoft Server Operating System product
key. Your product key should be in the confirmation email you received after buying a digital copy
of Microsoft Server Operating System or on a label inside the box that Microsoft Server Operating
System came in.

The product key looks like this: 00K K000 - )OO - X000

If you're reinstalling Microsoft Server Operating Systemn, select I den't have a product key. Your
copy of Microsoft Server Operating System will be automatically activated later.

Privacy statement Idon't have a product key

Collecting information Installing Micro

G ey (o w5 o] e S 4 [ Rinht ol

Figure 7 - Product key



128 SLARTY BARDFARST

@ ﬂf Microsoft Server Operating System Setup

Select the operating system you want to install

Operating system Architecture Date modified

Windows Server 2022 Standard 04 8/7/2021
Standard ( p Experience)

Description:
This epticn installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want te use the Windows desktep or have an app that requires it.

Collecting information Installing Micro

B @b @ =i &) [#]Right e

Figure 8 - Desktop Experience
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@ ﬂf Microsoft Server Operating System Setup

Applicable notices and license terms

provided “AS I5,” and no warranty, implied or express (including the *

Limited Warranty), applies to these versions. By installing previews
on your device, you may void or impact your device warranty and
may not be entitled to support from the manufacturer of your device
or network operator, if applicable. Microsoft is not responsible for any
damage thereby caused to you. Microsoft may not provide support
services for previews. If you provide Microsoft comments, suggestions or
other feedback about the preview ("submission”), you grant Microsoft
and its partners rights to use the submission in any way and for any
purpose.

EULAID:Sept2020_DCSTD_EN-US

I'accept the Microsoft Software License Terms. If an crganization is licensing it, I am authorized
to bind the organization.

Collecting information Installing Mi Server Operating

129

Figure 9 - Accept license terms

(=) e ) (5 [ ] mighie e
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@ ﬂf Microsoft Server Operating System Setup

Which type of installation do you want?

Upgrade: Install Microsoft Server Operating System and keep files, settings, and
applications

The files, settings, and applications are moved to the new operating system with this option. This
optien is only available when a supported version of the operating system is already running on
the computer.

Custom: Install Microsoft Server Operating System only (advanced)

The files, settings, and applications aren't moved te the new cperating system with this option. If
you want to make changes to partitions and drives, start the computer using the installation disc.
We recommend backing up your files before you continue.

Collecting information Installing Micro

B @b @ =i &) [#]Right e

Figure 10 - Custom install
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Collecting information

@ ﬂf Microsoft Server Operating System Setup

Where do you want to install the operating system?

Mame

Total size

Freespace Type

;/ Drive 0 Unallocated Space

500 GB

500 GB

+4 Refresh 7% Delete

% Load driver u‘"&. Extend

Installing Microseft Server Operating S

J Format

131

Figure 11 - Use defaults

(=) e ) (5 [ ] mighie e
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ﬂf Microsoft Server Operating System Setup

Installing Microsoft Server Operating System

Status

Copying Microsoft Server Operating System files
Getting files ready for installation (1%)
Installing features

Installing updates

Finishing up

Collecting information

O @ =ik Rl [#]Right e

Figure 12 - Waiting for installation to finish
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Customize setti ngs
Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

Password

Reenter password

Finish

DOk @s = EElE R~ cn

Figure 13 - Set the password

Administrator
I

2ok g =HERE® Rt cr

Figure 14 - Login as admin
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Try managing servers with Windows Admin Center

windows Admin Center brings together new and familiar features in one browser-based
app. |t runs on a server or a PC, and there’s no additional cost beyond your Windows
licenses.

Get more info at aka ms/\WindowsAdminCenter

[ Don't show this message again

NEReS

l]“;' Network

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

| this local servd

rores and features

= BEal We recommend allowing this on your
home and work networks, but not
3 Add other servers to manag public ones.
WHAT'S NEW
4 Create a server group
5 Connect this server to clo
LEARM MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1

File and Storage
Services

@ Manageability

Events

i

Performance

BPA results

H £ Type here to search

Figure 15 - First start up

-
B Local Server

@ Manageability
Events

Services

Performance

BPA results
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VirtualBox

Vindows Server [Running] - Oracle

i Server Manager

@ | Maage Toos View

Server Manager * Dashboard

Dashboard WELCOME TO SERVER MANAGER

T Local Server
All Servers R .
Configure this local server
§ File and Storage Services b
QUICK START
2 Add roles and features
3 Add other servers to manage
WHAT'S NEW o
4 Create a server group
5 Connect this st cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS
Rolesi 1 | Servergroups:1 | Servers total: 1

File and Storage

P 1 # Local Server
@® Manageability @® Manageability

Events Events

Performance Services

BPA results Performance

BPA results

BORSs 8 @EE 8w

Figure 16 - Server manager dashboard
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@ -

Server Manager * Local Se
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-@1F

SLARTY BARDFARST

Manage

Tools

= PROPERTIES

i Dashboard . For WIN-2280DD1116l

Local Server

- Computer name
BE All Servers

Workgroup

g File and Storage Services B

Microsoft Defender Firewall
Remaote management
Remote Desktop

NIC Teaming

Ethernet

Operating em version

Hardware information

WIN-2280DD1)16l
WORKGROUP

Public: On
Enabled
Disabled
Disabled

IPv4 address assigned by DHCP, IPv6 enabled

Microsoft Windows Server 2022 Standard

innotek GmbH VirtualBox

Last installed updates

Windows Update

Last checked for updates

Microsoft Defender Antivirus
Feedback & Diagnaostics

E Enhanced Security Configuration
Time zone

Product ID

Processors
nstalled memory (RAM)

Total disk space

Never
Download updates

Never

Real-Time Protectig
Settings

On

(UTC-08:00) Pacific
Mot activated

11th Gen Intel(R) C
2GB
49.39 GB

Log Date and 'F"ns

H £ Type here to search

Figure 17 - Local Server

EVENTS

All events | 9 tota
Server Name 1D
WIN-2280DD1J161 8198
WIN-2280DD1161 1014
WIN-2280DD1J161 8200

el
Severity Source
Error Microsoft-Windaws-Security-SPP
Error Microsoft-Windows-Security-SPP
Error Microsoft-Windows-Security-SPP

Application 6,/29/2023 1:46:10 PM
Application 6/28/2023 1:46:10 PM
Application  6/29/2023 1:46:10 PM

211 PM

6/29/2023 E|
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= Server Manager

ot : ) )
@ v Server Manager * Local Server @1 P Mamge Tooks  view ep
| Add Roles and Features {
=8 PROPERTIES Remaove Roles and Features
28 Dashboard . For WIN-2280DD1J161 Add Servers
B Local Server
_ Computer name WIN-2280DD 116! Last installed updaty CaealssenerGianp
& All Servers Workgroup WORKGROUP Windows Update Server Manager Properties
ii File and Storage Services P Last checked for updates Never
Microsoft Defender Firewall Public: On Microsoft Defender Antivirus Real-Time Protectiq
Remote management Enabled Feedback & Diagnostics Settings
Remote Desktop Disabled E Enhanced Security Configuration On
NIC Teaming Disabled Time zone (UTC-08:00) Pacific
Ethernet IPv4 address assigned by DHCP, IPv6 enabled  Product ID Mot activated
Operating system version Microsoft Windows Server 2022 Standard Processors 11th Gen Intel{R) C
Hardware information innotek GmbH VirtualBox nstalled memory (RAM) 2GB
Total disk space 49.39 GB
EVENTS
All events | 9 tota TASKS W=
Filter el z
-
Server Name ID Severity Source Log Date and Time
WIN-2280DD1)161 8198 Error Microsoft-Windows-Security-SPP Application  6/29/2023 1:46:10 PM
WIN-2280DD1)161 1014 Error Microsoft-Windows-Security-SPP Application  6/29/2023 1:46:10 PM
WIN-2280DD1161 8200  Error Microsoft-Windows-Security-SPP Application 6/29/2023 1:46:10 PM

: 214 PM
E £ Type here to search - % 602023 A

Figure 18 - Add roles and features
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I Add Roles and Features Wizard — Oa >
. DESTIMATION SERVER
Before you beg I VIIN-2280001 161
Before You Begin This wizard lhelps you install roles, role sjemces, or features. ‘r‘ouldet.ermme which ro.les_. role services, or
features to install based on the computlng{/\\;leeds of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prereguisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Mext.

[] Skip this page by default

< Previous Mext = Install Cancel

Figure 19 - Click next
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= Add Roles and Features Wizard — O 4

DESTIMATIOM SERVER

| SE|ECt iﬂStaHatl.Oﬂ type WIN-2220DD011161

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin : HEE -
machine, or on an offline virtual hard disk (VHD).

Installation Type

(@ Role-based or feature-based installation

Server Selection ) ) i
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

< Previous | | Mext = Install Cancel

Figure 20 - Installation type, Roll-based
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& Add Roles and Features Wizard — Od >
| Select destination server 22000018

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type ®) Select a server from the server pool

() Select a virtual hard disk

Server Roles Server Pool

Features
Filter: | |
Name IP Address Operating System
WIN-2280DD1J16l 10.0.2.15 Microsoft Windows Server 2022 Standard

1 Cemputer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager, Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

| < Previous | | Mext = Install Cancel

Figure 21 - Select the server



INSTALLING WINDOWS SERVER

Domain Services?

following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LD5 Tools

4 AD DS Tools

Include management tools (if applicable)

Add features that are required for Active Directory

You cannet install Active Directory Domain Services unless the

Active Directory module for Windows PowerShell

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Add Features

Cancel

ption

Directory Domain Services

) stores information about

on the network and makes
prmation available to users
twork administrators, AD DS
prnain controllers to give

k users access to permitted
es anywhere on the network
h a single logon process.

141
f& Add Roles and Features Wizard — O *
DESTINATIOM SERVER
Select server rold f, Add Roles and Features Wizard WIN-2280DD1J161
X

< Previous ‘ | Mext = |

‘ Install

| | Cancel

Figure 22 - Add features to active directory
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-rﬁ Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection . i :
[] Active Directory Certificate Services -

[«

Active Directory Domain Services
[[] Active Directory Federation Services

Server Roles

FeatrEs [] Active Directory Lightweight Directory Services
AD D5 Actrve Directory Rights Management Services
T Device Health Attestation

DHCP Server

DINS Server

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

Metwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

[ Web Server {IIS)

[] Windows Deployment Services

[] Windows Server Update Services v

0

- O >

DESTIMATIOM SERVER
WIN-2280DD1)161

Description

Active Directory Domain Services
(AD D5) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
rescurces anywhere on the network
through a single logon process.

< Previous ‘ ‘ Mext =

Install Cancel

Figure 23 - Select server roles
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e Add Reles and Features Wizard — O *
DESTIMATION SERVER
Select server roles WIN-22800D1)161

[z Add Roles and Features Wizard >

x

Add features that are required for DNS Server?
ption
The following tools are required to manage this feature, but do not

have to be installed on the same server.  Name System (DNS) Server

es name resolution for TCR/IP
tks. DS Server is easier to

e when it is installed on the
lerver as Active Directory

h Services. If you select the
Directory Domain Services

v can install and configure
erver and Active Directory

4 Remote Server Administration Tools
4 Role Administration Tools
[Tools] DMS Server Tools

h Services to work together.
Include management tools (if applicable)
Add Features Cancel
I T
< Previous | | Mext = | | Install | | Cancel

Figure 24 - Add features to DNS
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= Add Roles and Features Wizard — O X
DESTIMATION SERVER
Select server roles WIN-22800D1J161

Select one or more roles to install on the selected server.

Before You Begin

MNetwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

[] Web Server {lIS)

[] Windows Deployment Services

[] Windows Server Update Services W

Installation Typs Roles Description
SErVer Seecion [ Active Directory Certificate Services - Domain Name System (DNS) Server
Server Roles Active Directory Domain Services provides name resalution for TCR/IP
S [[] Active Directory Federation Services networks. DNS_S‘_EF‘"Ef Is easier to
o [[] Active Directory Lightweight Directory Services manage when it is .|nsta|_lec| on the
AD DS [] Active Directory Rights Management Services same server as Active Directory
_ [] Device Health Attestation Domain Services. If you select the
DINS Server [ ] DHCP Server Active Directory Domain Services
Confirmation role, you can install and configure
[ Fax Server DMS Server and Active Directory
b [ File and Storage Services (1 of 12 installed) Domain Services to work together.
[] Host Guardian Service
] Hyper-v
L]
]
L]
L]
L]

< Previous | | Mext = Install

Figure 25 - Verify changes and select next
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-ﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installation Type

Select one or more features to install on the selected server.

Features

Server selection
Server Roles
AD DS

DMS Server

Confirmation

. MET Framework 3.5 Feature:

[m] .MET Framework 4.8 Features (2 of 7 installed)
] Background Intelligent Transfer Service (BITS)

[] BitLocker Drive Encryption

[] BitLocker Netwark Unlock

] BranchCache

] Client for NFS

] Containers

[] Data Center Bridging

[] Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management

[] Host Guardian Hyper-V Support
] 1O Quality of Service

[1 15 Hostable Web Core

] Internet Printing Client

[] IP Address Management (IPAM) Server
[1 LPR Port Monitor

Figure 26 - Confirm Features

- O *

DESTIMATIOMN SERVER
WiN-2220DD1.161

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous ‘ | Mext =
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= Add Roles and Features Wizard — | o
. . . . DESTINATION SERVER
Active Directory Domain Services WiN-222000116
Before You Begin Active Directory Domain Services [AD [5) stores information ab-D.ut. USErs, c?mputersr é!r?d other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
Installation Type sharing and collaboration between users,

Server Selection )
Things to note: |

E=}
S = * To help ensure that users can still log on to the network in the case of a server outage, install a

Features minimum of two domain controllers for a domain.

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server

installed, you will be prompted to install the DMS Server role on this machine.
DM5 Server

Confirmation

Azure Active Directory, a separate online service, can provide simplified identity and
access management, security reperting, single sign-on to cloud and on-premises web
apps.

Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

< Previous | | Mext = ‘ ‘ Install | | Cancel

Figure 27 - Confirm AD DS



INSTALLING WINDOWS SERVER 147

— [

& Add Roles and Features Wizard — O >

DESTINATION SERVER

DNS Server WIN-2230DD1 1161

Domain Name Systern (DNS) provides a standard method for associating names with numeric Internet
addresses, This makes it possible for users to refer to network computers by using easy-to-remember
Installation Type names instead of a long series of numbers. In addition, DNS provides a hierarchical namespace,
ensuring that each host name will be unique across a local or wide-area network. Windows DNS services
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Windows, eliminating

Before You Begin

Server selection

Server Roles the need to add DNS records as computers are added to the network
Features
Things to note:
AD DS
* DNS server integration with Active Directory Domain Services automatically replicates DNS data
along with other Directory Service data, making it easier to manage DMNS.
Confirmation

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are
installing a domain controller, you can also install the DM5 Server role using Active Directory Domain
Services Installation Wizard by selecting the Active Directory Domain Services role,

< Previous | ‘ Mext » Install Cancel

Figure 28 - Confirm DNS
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[ Add Roles and Features Wizard — Od >
. . . . DESTIMNATIOM SERVER
Confirm installation selections WiN-2220001161
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

server foles their check boxes.,

Featurss

AD DS Active Directory Domain Services -

DMS Server DNS Server
Group Paolicy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Toals
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tecls

Export configuration settings
Specify an alternate source path

< Previous Mext = Install ‘ | Cancel

Figure 29 - Confirm settings
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F'ﬁ Add Roles and Features Wizard — Od

|ﬂ5ta||ati{jﬂ pr[}g ress DESTINATION SERVER

WIN-2220DD116]

View installation progress

o Starting installation

Active Directory Domain Services
DMNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools

Active Directory module for Windows PowerShell
AD DS Tools

Active Directory Administrative Center

AD D5 Snap-Ins and Command-Line Tools
DMS Server Tonls

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Metifications in the command bar, and then Task Details.

Export configuration settings

< Previous Mext > Install Cancel

Figure 30 - Wait for installation
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| Fﬁ Add Roles and Features Wizard

Installation progress

View installation progress
o Feature installation

Configuration required. Installation succeeded on WIN-2280DD1J161.

DESTINATION SERVER
WIN-22280DD116]

(4]

, Directory Domain Services
Additional steps are required to make this machine a domain cofitg

Promote thizs server to a domain controller

DNS Server
Group Policy Management
Remote Server Administration Tools

a fi

AD DS and AD LDS Tools
Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center

Export configuration settings

Figure 31 - Promote the server

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Meotifications in the command bar, and then Task Details.

< Previous Mext > Close Cancel
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= Active Directory Demain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Select the deployment operation
Domain Controller Cptions

() Add a domain controller to an existing domain
Additional Options

) Add a new domain to an existing forest

Paths ® Add a new forest

Review Options ) o i i i
Specify the domain information for this operation

Fraraguisites Chack

Root domain name: | mycyber.local

Maore about deployment configurations

< Previous Mext »

Figure 32 - Active Directory Domain Services Wizard

Install

— O >

TARGET SERVER
WIN-2280DD1)16l

Cancel
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Deployment Configuration

Domain Controller Options

= Active Directory Domain Services Configuration Wizard

Domain Controller Options

Select functional level of the new forest and root domain

— O x

TARGET SERVER
WIN-2280DD116l

Forest functional level: | Windows Server 2016

Domain functional level: | Windows Server 2016

Specify domain controller capabilities

+| Domain Name System (DMNS) server
+f| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

*
Password:

*

Confirm password:

More about domain controller options

{PI'Elul'iDl.I5|| Mext = |

| Install | | Cancel

Figure 33 - Set password for DC
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| DNS Options

= Active Directory Domain Services Configuration Wizard

— O X

TARGET SERVER
WIN-2280DD1)16l

| A A delegation for this DMNS server cannot be created because the authoritative parent zone cannot be found... Show more u

Deployment Configuration

h Domain Controller Opticns

DNS Options
Additicnal Cptions
Paths

Review Options

Frereguisites Chack

Specify DNS delegation options

Create DMS delegation

Mare about DNS delegation

Figure 34 - DNS Options
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—
[z Active Directory Domain Services Configuration Wizard - O x

e . TARGET SERVER
Additional Options WIN-2280DD116l

Deployment Configuration ] i i .
Verify the NetBIOS name assigned to the domain and change it if necessary
Domain Centroller Cptions

DNS Options The NetBIOS domain name: MYCYBER

Additional Options

Faths
Review Cpflions

Frereguisites Chack

More about additional options

< Previous | | Mext = Install

Figure 35 - MyCYBER
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Paths

Deployment Configuration

Domain Controller Cptions
D5 Options

Additional Options

Review Options

Freraguisitas Chack

Figure 36 - Confirm paths

= Active Directory Demain Services Configuration Wizard

Specify the location of the AD DS database, log files, and SYSVOL

— O >

TARGET SERVER
WIN-2280DD1)16l

-]

-]

Database folder: |C:\Windows‘xNTDS
Log files folder: |C:\Windnws‘;NTDS
SYSVOL folder: |C:\Window5\5‘r‘SVOL

L]

Maore about Active Directory paths

{PrevinusH Mext » |

Install

| | Cancel
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= Active Directory Domain Services Configuration Wizard — O >

. . TARGET SERVER
Review Options WIN-2280DD 16l

Deployment Configuration Review your selections:

Domain Contraller Options Configure this server as the first Active Directory doemain controller in a new forest. ~

DNS Options The new domain name is "mycyberlocal”. This is also the name of the new forest.
Additional Options
Paths

Review Options Forest Functional Level: Windows Server 2016

The MetEIOS name of the domain: MYCYEBER

Prereguisites Check Domain Functional Level: Windows Server 2016
Additional Options:
Global catalog: Yes

DME Server: Yes

Create DNS Delegation: Mo

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous ‘ ‘ Mext = | | Install | | Cancel

Figure 37 - Review and confirm
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[z Active Directory Domain Services Configuration Wizard — O x
P - - C h |'< TARGET SERVER
rerequisites €C WIN-2280DD116I

| & All prerequisite checks passed successfully. Click Install’ to begin installation. Show more b

Deployment Configuration

Domain Centroller Options
DNS Options

Additional Options

Paths

Review Cplicns

Prerequisites Check

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

@ View results
1

Windows Server 2022 domain controllers have a default for the security setting named &
"Allow cryptography algorithms compatible with Windows NT 4.0* that prevents weaker
cryptography algorithms when establishing security channel sessions.

For maore information about this setting, see Knowledge Base article 942564 (hitp://
go.microsoft.com/fwlink/?Linkld=104751),

I This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPvE are enabled for a network
adapter, both IPv4 and |PvE static P addresses should be assigned to both |Pvd and
IPvE Properties of the physical network adapter. Such static IP address{es) assignment
should be done to all the physical network adapters for reliable Domain Mame System

L If you click Install, the server automatically reboots at the end of the promotion cperation.

Maore about prerequisites

< Previous Mext > Install | | Cancel

Figure 38 - Wait for green checkmark
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You're about to be signed out

use Active Direct: ail s was installed or

Close

Figure 39 - It will restart automatically
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CHAPTER 9

Build a Simple Local Area Network with DHCP

MATHEW J. HEATH VAN HORN, PHD

A Local Area Network (LAN) has many definitions depending on who you speak to. They can be defined by
geography, function, or electrical connections. In this book, we typically use the term “LAN" to specify a few end
devices connected to the same switch. This is a gross oversimplification of LANs, but simplification is helpful when
exploring larger concepts. Consider how we use logs to represent exponential equations or ask veterans in the
audience to stand for recognition. Both actions are simplifications of greater meaning.

In this lab, we show you how to make a fundamental LAN with DHCP that won't stress your host machine’s
resources.

LEARNING CONCEPTS

+ Create a functional LAN with:
o 1 switch
o 2PCs
o 1 DHCP server

PREREQUISITES

+ Chapter 2 - Setup a GNS3 environment

+ Chapter 5 - Install Tiny Core Linux
+ Chapter 6 - Adding a VM to GNS3

DELIVERABLES

* None - this is a preparatory lab for other labs

RESOURCES

* GNS3 Documentation - https://docs.gns3.com/

159
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CONTRIBUTORS AND TESTERS

* Jacob M. Christensen, C.I.S. Student, ERAU-Prescott

+ Julian Romano, C.1.S. Student, ERAU-Prescott

+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

« Sawyer Hansen, Cybersecurity Student, ERAU-Prescott

Phase | - Inital Setup

Initial setup involves creating a workspace, segmenting that workspace, and then labeling the components.
By the end of the this chapter, your network should look like the following:

Switchl

Red Network
192.168.1.0/24

Figure 1 - Final GNS3 network

1. Ensure you have completed the prerequisites before starting the lab

2. Open Oracle VirtualBox Manager
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3. Make a full clone of the TinyCoreLinux VM
3.1. Right-click on the machine and select Clone (Figure 2)

3.2. Rename it to “TC-red” and select the option to generate new MAC addresses (Figure 3),
then click Next

3.3. Select Full Clone, then click Finish
4. Right-click on the TC-red VM and click on settings (Figure 4)

5. Navigate to “Network” and change the network adapter 1 settings to Generic Driver andUDPTunnel,
then click OK (Figure 5)

6. Start GNS3 and start a new blank project. Name it anything you like, but for this example, we are
calling it Simple LAN

7. Add the TC-red VM to the GNS3 appliances - Change its symbol to a Red Server

8. In the GNS3 toolbar ribbon, click on the Draw a Rectangle tool and click the workspace to place a
rectangle (Figure 6)

9. You can use the mouse to resize the rectangle at any time
10. Change the properties of the rectangle by right-clicking on the edge and selecting Style (Figure 7)
10.1. Some people use a fill color and some don't (Figure 8)
10.2. Change the border color to a primary color (we are using red)
10.3. Change the Border width to6 px
10.4. Click apply, then click ok
11. GNS3 uses layers for its graphics. Generally, the shapes are at a higher layer than the connectors.
This means that anything you put into the box risks not being seen. So you can change the box’s layer
now or at any time by right-clicking on the shape and selecting Lower one layer (Figure 9)
12. Place the following inside the red rectangle
12.1. Ethernet Switch

12.2. Two (2) VPCS

12.3. TC-red VM


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure1.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure2.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure3.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure4.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure5.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure6.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure7.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure8.jpg
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13. Connect the devices to the switch
14. Use the note tool - next to the shape tool - to add a new note of “Red Network 192.168.1.0/24"
15. Use the note tool to add a new note of “.250" next to the TC-Red VM (Figure 10)

16. Start all devices

Phase Il - Configure DHCP on TC-red VM

Tiny Core Linux comes with a DHCP service. However, we will have to type quite a bit to make it work. When
you are finished with this lab, you may want to use these instructions to create a default TC-DHCP VM that you
can clone whenever you need a lightweight DHCP server.

NOTE: Most errors encountered by testers were due to typos. Be careful and everything should work fine.

1. Navigate to the TC-Red VM and open a terminal (Figure 11)

2. Configure the ethernet interface with a static IP address

2.1. Open a new configuration file by typing

o vi /opt/ethO.sh

2.2. You will see a lot of tildes (~) which means a blank document

2.3. Pressi to activate insert, and type the following in the file (Figure 12)

# fast storage device may need a delay on boot for the settings to take
# adjust the following sleep statement if needed
sleep .2

#kill the dhcp client for ethO
sleep 1
if [ -f /var/run/udhcpc.ethO.pid ]; then rm /var/run/udhcpc.eth0.pid;
sleep 0.1
fi

#configure the interface ethO
ifconfig eth0 192.168.1.250 netmask 255.255.255.0 broadcast 192.168.1.255

up
#start the DHCP server process once the interface is ready with the IP
EYele!
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https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure11.jpg
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sleep .1

sudo udhcpd /etc/udhcpd.conf &

2.4. Press esc to exit the edit mode

2.5. Press the full colon : followed by wg (this means write out - old school save file - and quit)

/e

2.6. Now type in the command line

> sudo chmod 777 /opt/eth0.sh

2.7. Followed by

> sudo /opt/eth0.sh

2.8. You can check if interface eth0 is configured (Figure 13) by typing

ifconfig

3. Create a DHCP configuration file

3.1. Type

sudo vi /etc/udhcpd.conf

3.2. In this new file, press i to insert and type the following

start 192.168.1.100
end 192.168.1.200
interface ethO
option subnet 255.255.255.0
option router 192.168.1.250

option lease 43200
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option dns 192.168.1.250

option domain local
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NOTE: These settings mean the following

Statement Setting Meaning

This is the first possible IP address that can be given out to end devices asking
Start 192.168.1.100 aor 210 [ e RS

This is the last possible IP address that can be given out to end devices asking
Stop 192.168.1.200 o £ [ el s
interface eth0 This is the network interface that will be looking for DHCP requests

option subnet

255.255.255.0

The IPv4 subnet mask used for this network (192.168.1.0)

option router

192.168.1.250

This is the IP address of the gateway router to leave the local LAN

option lease

43200

The amount of seconds between lease refresh - this is 12 hours

option dns

192.168.1.250

DNS should use this gateway router

option domain

local

DNS requests will resolve locally first before using the gateway

3.3. When finished typing, (Figure 14) press escape followed by

3.4. Then start the DHCP Daemon by typing

sudo udhcpd /etc/udhcpd.conf

3.5. Verify if the DHCP process is running by typing the following

sudo netstat -anp

3.6. You should see a listening line like this: udp 0 0 0.0.0.0:67 0.0.0.0:* 1413/udhcpd

(Figure 15)

4. Remember, Tiny Core Linux has limited persistence, so we have to add our DHCP configuration file

to the list

4.1. Gain change permissions to the bootlocal file by typing


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure13.jpg
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure14.jpg
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sudo chown root:staff /opt/bootlocal.sh

sudo chmod 775 /opt/bootlocal.sh

4.2. Now add the persistence by typing the following

sudo echo ‘etc/udhcpd.conf’ >> /opt/.filetool.lst
sudo echo ‘opt/ethO.sh’ >> /opt/.filetool.lst
sudo echo ‘opt/ethO.sh &’ >> /opt/bootlocal.sh
filetool.sh -b

4.3. You should get a confirmation like in (Figure 16)

4.4. Now reboot TC-red to verify the settings were retained by typing the following at the
command line

4.4.1. Static IP is configured (Figure 13)

4.4.2. DHCP server is running (Eigure 15)

sudo netstat -anp

Phase Il - Verify hosts are getting IP addresses

We can never be certain that our VPCS are getting IP addresses until we try it.

1. Navigate to the GNS3 workspace

2. Right-click on a VPCS console and type

3. You should get a response of an IP address between 192.168.1.100 - 192.168.1.200 (Figure 17)

4. Note the IP address and use the GNS3 note tool to add the IP address to the Workspace (Figure 18)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/06/Draft_SimpleLAN_Figure15.jpg
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NOTE: Most errors encountered by testers were due to typos. Be careful and everything should work fine.

Final Note - you can change the DHCP configuration any time by modifying IP addresses. For instance if our network was

20.20.0.0/16 and we knew our gateway router was 20.20.20.254, we would change are settings to the following:
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End of Lab
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Figure 2 - Cloning a VM
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I N Clone Virtual Machine ? X

New machine name and path

Please choose a name and optionally a folder for the new virtual machine. The new
machine will be a clone of the machine TinyCoreLinux.

Mame: TC-Red &

Path: ~  C:\Users\mheat\VirtualBox VMs e

MAC Address Policy: Generate new MAC addresses for all network adapters -~

Additional Options: [ | Keep Disk Names
[ ] Keep Hardware UUIDs

Expert Mode Back Mext Cancel

Figure 3 - Renaming and resetting MACs
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Figure 4 - Adjust settings for TC-Red
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| &) TC-Red - Settings

General

Li] System
.| Display
G

Storage

Audio

Metwork

Serial Ports

Use

Shared Folders

AhePoEme

User Interface

Figure 5 - Adjust NIC to generic
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@ Enable Network Adapter
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[» Advanced

OK

Cancel
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€ SimpleLAN - GNS3
Eile Edit View Control Node Annctate Tools Help

11— 210, >Pp BC =L

1o 6§QQME

Figure 6 - Drawing a rectangle
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€ simpleLAN - GNS3
File Edit View Control Node Annotate Tools Help

5!5@ > TTHC PRIl QAQAME

Duplicate

=3 Raise one layer

E—" Lower one layer

a Lock item

@ Delete

NAetO[INh

Figure 7 - Changing rectangle style

e Style editor ? X

Style settings
Fill color: [ |
Border width: IE- px -
Border style: ISﬂHd - |
Rotation: IEF' :

[ 0K | [ Cancel | [ Apply |

Figure 8 - Changing rectangle color
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€ SimpleLAN - GNS3
File Edit View Control Node Annctate Tools Help

& OF>)> "HC EFmiIic  gQAME

Duplicate

M style

=3 Raise one layer

a Lock item

@l Delete

Ue @Iy &

Figure 9 - Send rectangle back a layer
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Switchl

Red Network
192.168.1.0/24

Figure 10 - Add a note
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L’] TC-Red [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

L@ i@ ®rgh o

Figure 11 - Open a terminal
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fast storage devices may need a delay on boot for the settings to take
ad.j u,_;t the following sleep statement if needed

aleep e

for etho

c.ethO,.pid 1: then rm svar/runs/udhcpc.eth0,.pids:

# configure the interface ethO
ifconfig eth0 192,168.1.250 netmask 255,255,255.0 broadcast 192,.168.1.255 up

 #start the DHCP serwver process once the interface is ready with the IP add

sleep .1

sudo udhcpd Aetc/udhcpd.conf &

foptsethO,.sh 1716 BZ

Figure 12 - Create a settings file for the NIC

- tclBbox:
ethi

j tclFboxt

3

%

ifconfig

Link encap:Ethernet HWaddr 08:00:27:BE:B7:2C

inet addr:192.168.1.250 jcast:192.1668.1.255

UP BROADCAST RUMNIMG MULTICAST HMTUz1S500 HPfrlc*l

R¥ packets:0 errors:0 dropped:O Duerrunb+ﬁ frame:0

TH packet=:96 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueueslen:lO00

RX bytes:0 (0.0 B) TX bytes:32832 (32.0 KiB)

Link encap:Local Loopback

inet addr:127.0,.0.1 MHMask:255.0.0.0

UP LOOPBACK RUMNING HMTU:B5536 Metric:l

R¥ packets:d4 errors:0 dropped:0 overruns:i0 frame:O
T packets:d4d errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:l000

R¥ bytes:200 (200,.0 B) TX bytes:200 (200.0 B)

Figure 13 - Verify the NIC configurations are correct
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start 192.165.1.100

‘end 192,.168.1 .200
interface ethi

loption subnet 255, 255 255.0
option router 192.168.1.250
option lease 43200

option dns 192,168.1.250
option domain locall

S

Eatd
[at]
(g
L

setc/udhcpd,.conf [Modified] 88 100%

Figure 14 - Configure DHCP

DGRAM CONMECTED 154
STREAHM CONMECTED 2821 RAtmpd , K11l-unix/ KO
L unix DGRAM CONMNECTED 153
Bbox:™% sudo netstat —anp
ctive Internet connections (servers and established)
t Proto Recv-0 Send-0 Local RAddress Foreign Address PIDAProgram name
netstat: Jproc/netstcpB: Mo such file or directory
idp Q 0 0,0,0,0:67 0,0,0, 0% 1413/ udhcpd
netstat: Jproc/net/udpB: No such file or directory
t netstat: Aprocsnet/rawb: No such file or directory
Active UMIX domain sockets (servers and established)
] RefCnt Flags Type State I-Mode PID/Program name th
L STREAM CONMECTED 2820 1192/fFlum_topside
STREAM CONMECTED 28393 1226/aterm
STREAM CONMECTED 28394 1190/ Hvesa BAtmps , K1l—unix/K0
STREAM CONMNECTED 2869 1190/ Hwvesa BAtmps K11 —unix KO
STREAM CONMECTED 2868 1215-/wbar
STREAM LISTEMING 2813 1190/ Kvesa stmps LK1l -unixs KO
DGRAM CONMECTED 154 133/ udevd
STREAM CONMECTED 2821 1190/ ¥vesa BAtmps K1l -unix X0
DGRAM CONMECTED 153 133/udevd
SEOQPACKET LISTENING 149 133/udewd /runsudev/control
STREAM LISTENING 2812 1190/ Kvesa BAtmps K11 —unix /X0

T Dt T el e i i
0
(w]
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et
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Figure 15 - Perform a netstat check
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E TC-Red [Running] - Oracle VM VirtualBox

ill"ﬂl'l’tﬂ
t tcBBbox:™% filetool.sh -b
: SmntSsdal ftee//mygdata,. tgz

tC IE t":l e e 'I'

Figure 16 - Add persistance
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Figure 17 - Ensure devices are getting DHCP
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A
b= 8
Tc-rJed-i

.250

Red Network
192.168.1.0/24

Figure 18 - Add a note to the workspace
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CHAPTER 10

Create a pfSense Firewall VM

MATHEW J. HEATH VAN HORN, PHD

The software product pfSense is a popular open-source firewall used by small and mid-sized companies. The
software can run on hardware or a virtual machine. It is based on Unix FreeBSD which differs from Linux. This
lab leads the learner to create a pfSense VM in VirtualBox.

LEARNING OBJECTIVES

+ Successfully download, install, and run pfSense in VirtualBox

PREREQUISITES

» Virtualbox Installed

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ Download pfSense

+ Kingatua, Amos, “How to install pfSense Firewall on Ubuntu and CentOS?”, https://geekflare.com/
pfsense-installation-guide/

CONTRIBUTORS AND TESTERS

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott
+ Julian H. Romano, Cybersecurity Student, ERAU-Prescott

+ Evan Paddock, Cybersecurity Student, ERAU-Prescott

« Dante Rocca, Cybersecurity Student, ERAU-Prescott
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Phase | - Download pfSense

pfSense is an operating system (OS), like Windows, Linux, or MacOS.

1. Download the installer for pfSense Community Edition

NOTE: At the time this was written, Netgate made a surprising update that requires users to register
for a new account and give up personal information just to download the Community Edition image of
pfSense. For many, this compromise of privacy for the sake of corporate data harvesting is not worth
this extra road block for learning. Therefore, we will provide two different methods for downloading
pfSense.

1.1. The “Official” Method: https://www.pfsense.org/download/

NOTE: It is strongly advised to avoid using to real personally identifiable information (PIl)
for online accounts you'll only use once. Companies get hacked all the time; the last thing
you want is your name, physical address, and phone number leaked just because you wanted
to mess around with firewalls! However, you are not restricted from using temporary emails,
temporary phone numbers or false addresses when needed.

1.2. The “Unofficial” Method (Recommended): https://www.pfsense.app/download/

1.2.1. Select the following options from the associated drop-down menus (Figure 1)

NOTE: This example uses CE version 2.7.2.

1.2.1.1. Architecture;: AMD64 (64-bit)
1.2.1.2. Installer: DVD Image (ISO) Installer

1.2.2. Click Download

NOTE: At this point, a file named pfSense-CE-x.x.x-RELEASE-amd64.iso.gz should
be downloaded by your browser. The .gz file extension stands for GNU Zip, which is
an application commonly used for file compression.

2. Navigate to the folder where you downloaded the ISO and decompress (unzip) it

2.1. If you're on Windows, use 7zip


https://www.pfsense.org/download/
https://temp-mail.org/
https://quackr.io/
https://www.pfsense.app/download/
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-download-image.png
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2.2. Ifyou're on Linux, use GNU unzip

$ gunzip ~/Downloads/file-name.gz

3. You should now see a file name pfSense-CE-x.x.x-RELEASE-amd64.iso in your Downloads directory

Phase Il - Create a pfSense VM

Creating a pfSense VM is a pretty standard exercise.

1. Start the Oracle VM VirtualBox Manager application

NOTE: This example uses VirtualBox GUI Version 6.1.X in the following steps. While your version
may vary in organization and layout, the fundamental process should remain the same.

Oracle VM VirtualBox Manager

Machine Help

Discard
L = = = I
Fa < =
(=]
]
(Cn
=

Figure 2 - VirtualBox Manager

2. Atthe top of the dashboard, select New
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Figure 3 - Create a new VM

3. A new sub-menu called Create Virtual Machine should appear (Figure 4)

3.1. Fill'in the following information:

Custom name of the Virtual Machine. Can
be anything, but should probably be

Name pfSense-Firewall somewhat descriptive to differentiate from
other VMs.
) The directory in which to store all files
Machine Folder <Leave as default path> related to VM creation.
Type BSD Selects the generic operating system of the

VM such as Windows, Linux, or Mac OS.

Specifies the specific sub-category of the
Version FreeBSD (64-bit) selected OS and whether it will use a 32bit
or 64bit processor.

1024 MB (1 GB) Determines how much RAM to allocate to

Memory size the VM.

Determines whether or not to allocate
Hard disk Create a virtual hard disk now physical storage to act as a hard disk or to
use an existing virtual hard disk file.

3.2. Select Create
4. A new sub-menu called Create Virtual Hard Disk should appear (Figure 5)

4.1. Fill in the following information:

The directory in which to save the virtual
File location <Leave as default path> hard disk. This will often be the same
directory as the Machine Folder path.

Determines the size of the virtual hard
File size 8GB disk. The minimum requirements for
pfSense is 8 GB.

Selects the type of virtual hard disk to

Hard disk file type VDI (VirtualBox Disk Image) Ccreate
Selects whether to allocate physical hard
disk space as needed (dynamically), or all
Storage on physical hard disk Dynamically allocated at once (fixed). Choosing fixed will may

result in slightly better performance at the
cost of a higher storage footprint that will
potentially go unused.

4.2. Select Create


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-create-a-virtual-machine.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-create-virtual-hard-disk.png
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5. This will create a new virtual machine in your VM list

Oracle VM VirtualBox Manager

Machine Help

i & @ 2 .

Discard

= W

pfSense-Firewall

Figure 6 - pfSense created in VM list

Phase Il - Configure VM settings for the pfSense Server

Depending on your existing VirtualBox configuration, some configurations may already be applied.

1. Select (highlight) the pfSense-Firewall VM and then click Settings

Figure 7 - Modify VM settings

2. A new sub-menu called pfSense-Firewall - Settings should appear
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pfsense-Firewall-VM - Settings

Basic Agdvanced Description Disk Encryption

Mame: pfSense-Firewall-VM
Type: BSD
Audio
Version: FreeBSD (64-bit)
Met
Serial Ports

Usg

Shared Folders

E User Interface

Figure 8 - Settings menu

3. Modify the System settings to make booting off the virtual hard disk highest priority (Figure 9)
3.1. On the left-side menu, select System

3.2. Under Boot Order, highlight Hard Disk and click on the UP arrow until it's at the top of the
list

@ Hard Disk
H Floppy +|

o Optical

|:|'_-:| Metwork

Figure 10 - Boot order menu

4. Modify the Storage settings to add the pfSense ISO installer (Figure 11)


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-system-settings-window.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-storage-settings-window.png
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4.1. On the left-side menu, select Storage

4.2. Under Storage Devices, select Controller: IDE

4.2.1. Select the small icon labeled Add optical drive

4.3. A new sub-menu called pfSense-Firewall - Optical Disk Selector should appear (Figure
12)

4.3.1. Select Add Disk Image

Figure 13 - Add new installation image

4.3.2. Navigate to the location where you unzipped the pfSense ISO installer and
clickOpen

4.3.3. Ensure that the .iso file is highlighted and click Choose (Figure 14)

4.4. You should now see the pfSense installer in the list of Storage Devices
Storage Devices

& Controller: IDE

B prsense-Firewall-VM.vdi
'ﬂ' pfSense-CE-2.7.2-RELEASE-amdé...
© Empty

Figure 15 - Storage device list
5. Modify the Network settings to give the VM internet connectivity (Figure 16)
5.1. On the left-side menu, select Network
5.2. Click the Adapter 1tab
5.3. Ensure that Enable Network Adapter is selected

5.4. Attached to: NAT

6. Click on OK to save the new configuration settings


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-optical-disk-selector.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-optical-disk-selector.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-disk-selected.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-network-settings-window.png
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Phase IV - Installing the pfSense VM to the Virtual Hard Disk

Launch the pfSense VM like any other virtual machine.

1. Start the pfSense-Firewall virtual machine

o @

Figure 17 - Start the virtual machine

Discard

2. Select the DVD Image files to begin the installation sequence then press Start

Select start-up disk

Figure 18 - Choose boot medium

3. Follow the installation guide to install pfSense to the VDI

NOTE: Place your mouse inside the VM andleft-click to make the VM active. To navigate out of the VM,
press the Right-Ctrl key on the keyboard.

3.1. Press Enter to accept the Copyright and distribution notice (Figure 19)
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3.2. Use the arrow keys to highlight Install and then tab to select OK and press Enter (Figure 20)

3.3. Use the arrow keys to highlight Auto (ZFS) and then tab to select OK and press Enter (Figure
21)

3.4. Use the arrow keys to highlight >>> Install and then tab to select Select and press Enter
(Figure 22)

3.5. Use the arrow keys to highlight stripe and then tab to select OK and press Enter (Figure 23)

3.6. Use the spacebar to select ada0 and then tab to select OK and press Enter (Figure 24)

NOTE: You'll know it's selected when you see an asterisk (*) next to the disk name.

3.7. Use the tab key to select YES to overwrite all data and press Enter (Figure 25)

4. When installation is finished, use the tab key to select Reboot and press Enter

pfsense-Firewall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
pfSense Installer

{Complete |
Installation of pfSense complete!
Hould you like to reboot into the
installed system now?

[Reboot ] [“hell 1

& W E T E @ B Right ctrl

Figure 26 - Reboot after installation
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https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer7.png
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5. Wait a minute for the machine to reboot

Figure Zzzzzz

6. Once the machine has booted from disk, you will be prompted for some post-installation
configuration settings

NOTE: You may have to press Enter for the menu to appear.

IT the names of the interfaces are not known. auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’' to begin the process.

nter the MAH interface name or 'a’' for auto-detection

Figure 27 - Interface configuration settings

6.1. When prompted for the WAN interface name type em0 (Figure 28)
6.2. When prompted for the LAN interface name, type nothing (press Enter) (Figure 29)
6.3. Typey when asked to proceed (Figure 30)

7. You should now see the main menu for pfSense!


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/pfsense-installer11-1.png
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pfSense-Firewall [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
rimming the zpool... cannot trim: no devices in pool support trim operations

Starting CRON... done.
pfSense 2.7.2-RELEASE amd64 28231286-2818
Bootup complete

reeB5D/and64 (pfSense.home.arpa) (ttyvd)

irtualBox Virtual Machine - Hetgate Dewvice ID: 8dcZ63d5f3edaZdcZbib
#% Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===

HAN C(wan) -> emH -» v4/DHCP4: 18.8.2.15/24

B) Logout (S55H only) 9) pfTop

1) Assign Interfaces 18) Filter Logs

2) 5et interface(s) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools

4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPH

) Shell

nter an option: [

BOkDSNEL T, € B8 Right ctrl

Figure 31 - pfSense console menu

8. Now pfSense is installed, we can remove the DVD installer image from the VM's virtual disk drive
8.1. Type 6 and press Enter in the pfSense console menu to gracefully shutdown the device
8.2. Type y and press Enter to proceed
8.3. Navigate back to the VirtualBox dashboard
8.4. Highlight the VM, click Settings, then Storage

8.5. Under Storage Devices, select the ISO file (Figure 32)

8.6. Near the bottom of the window, click Remove selected storage attachment

NOTE: Sometimes two copies of the ISO file appear. Remove them both.

8.7. Click OK to save your settings


https://eaglepubs.erau.edu/app/uploads/sites/10/2023/10/create-pfsense-virtualbox-remove-iso.png
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9. Your pfSense firewall VM is now successfully built if it boots again to the main console menu!

End of Lab

List of Figures for Print Copy

Select Image To Download

Version: 2.7.2

Architecture: |:AMDE-4 (64-bit) v| £

Installer: | DVD Image (ISO) Installer v |

Supported by

T netgate

SHA256 Checksums for compressed (.gz) files

Figure 1 - Download pfSense installer
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Create Virtual Machine

Name and operating system

Name: pfSense-Firewall-vM|

Machine Folder: [ /home/jacob/VirtualBo
Type: BSD

FreeBSD (64-bit)

Memory size

4 MB

Hard disk
Do not add a virtual hard disk
Create a virtual hard disk now

Use an existing virtual hard disk File

Guided Mode

Figure 4 - Create a new virtual machine
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102: MB

Cancel
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Create Virtual Hard Disk

File location

J/home/fjacob/VirtualBox ViMs/pfSense-Firewall-VM/pfSense-Firewall-VM.vdi

File size

800 GB

4.00 MB 2.00 TB

Hard disk File kype Storage on physical hard disk
VDI (VirtualBox Disk Image) Dynamically allocated
VHD (Virtual Hard Disk) Fixed size
VMDK (Virtual Machine Disk)
HDD (Parallels Hard Disk)
QCOW (QEMU C -Write)

QED (QEMU enhanced disk)

Guided Mode

Figure 5 - Create a new virtual hard disk
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pfSense-Firewall-VM - Settings

System
: Motherboard Pro r Acceleration

Display _ ’
Base Memory: I L
4 MB
Audio Boot Order: :‘?j Hard Disk
Metwork

Serial Ports

|:|'_-:I Metwork

UsB

Chipset: PIIX3
Shared Folders =Nip

_ Pointing Device: PS/2 Mouse
i User Interface
Extended Features: Enable |/O APIC
Enable EFI (special ¢

Hardware Clock in UTC Time

Figure 9 - Configured boot order settings
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pfSense-Firewall-VM - Settings

General
System
Display ) G5

Storage

se-CE-2.7.2-RELEASE-amd64
Audio u Em p tﬁ.«'

Use Host 1/ Cache
Metwork

Serial Ports

UsB

Shared Folders

User Interface

Figure 11 - Configured storage device settings
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pfSense-Firewall - Optical Disk Selector

Medium

™
QG o
Add  Create Refresh

Mam Virtual Size Actual Size

Search By Mame

Leave Emplky Cancel

Figure 12 - Optical disk selector

pfSense-Firewall - Optical Disk Selector

Medium
.
t'l' Q -
Add  Create Refresh

MName Virtual Size Actual Size

Mot Attached
pfSsense-CE-2.7.2-RELEASE-amdé&4.iso 834.15 MB 834.15 MB

Search By Mame

Leave Empty

Figure 14 - Add installer to storage devices
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pfSense-Firewall-VM - Settings

General

System
: Adapter2 Adapter

Display
Enable Network Adapter
Attached to: NAT

Audio

MNetwork * Advanced

Serial Ports
LUSBE

Shared Folders

i User Interface

Figure 16 - Configured network settings
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

{Copyright and distribution notice|]
Copyright and Trademark Hotices.

Copyright 2884-2816. Electric Sheep Fencing, LLC ("ESF™).
A1l Rights Reserved.

Copyright 2814-28723. Rubicon Communications, LLC dfbfa Hetgate
("Hetgate™).
A1l Rights Reserved.

All logos. text. and content of ES5F andfor Hetgate, including underlying
HTHL code. designs. and graphics used and/or depicted herein are
protected under United States and international copyright and trademark
laws and treaties, and may not be used or reproduced without the prior
express uritten permission of ES5F and/or Hetgate.

“pfSense” is a registered trademark of ESF, exclusively licensed to
Hetgate, and may not be used without the prior express written

permission of ESF and/or Hetgate. All other trademarks shown herein are
26%—

[Accept]

BOlo &P E T 5, € B right ctrl

Figure 19 - Copyright and distribution notice
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

Helcome

Helcome to pfSensel

l Install Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

<Cancel >

B0k P S ¥, @ B Right ctrl

Figure 20 - Begin pfSense installation process
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

Partitioning
How would you like to partition your disk?

Huto (Z2F5) uided Root-on-ZF5

Auto (UF5) Guided UFS Disk Setup
Manual Hanual Disk Setup (experts)
Shell Open a shell and partition by hand

<Cancel >

To use ZF5 with less than 8GB RAHM, see https://wiki.freebsd.org/Z2F5TuningGuide
BOorgsmE S ¥, @ B right ctrl

Figure 21 - Disk partitioning
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

ZF5 Configuration
Configure Options:

=»» Install Proceed with Installation

Pool Type/fDisks: stripe: B disks
Rescan Devices *

Disk Info *

Pool Hame pfSense

Force 4K Sectors? YES

Encrypt Disks? HO

Partition Scheme GPT (BIOS)

Swap Size 1g

Hirror Swap? HO

Encrypt Swap? HO

I =

H
4
E
P
5
M
H

<ije lect >| <Cancel >

——=[Use alnum, arrows, punctuation. THB or EHTER]

Create ZF5 boot pool with displayed options

BOlo &P E T 5, € B right ctrl

Figure 22 - Proceed with installation



204 SLARTY BARDFARST

pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

ZF5 Configuration
Select VYirtual Device type:

S5tripe — No Redundancy

mirror Hirror — n—-Hay Hirroring

raidid RAID 1+ - n x 2-Hay Hirrors
raidzl RAID-Z21 - Single Redundant RAID
raidz? RAID-Z22 - Double Redundant RAID
raidz3d RAID-Z23 - Triple Redundant RAID

<Cancel>

[Press arrows, THB or EHTERI

[1+ Disks] S5triping provides maximum storage but no redundancy
SOk LM E T ¥, @ B right crl

Figure 23 - Redundancy configuration



CREATE PFSENSE VM 205

pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

ZF5 Configuration

[t das

¢ Back >

BOokD LW E T ¥, B right ctrl

Figure 24 - Select disk to install pfSense
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
pfSense Installer

ZF5 Configuration

Are you sure you want to

the current contents of the following disks:

< TS O ¢HD >

[Press arrows, THB or EHTERI]

Figure 25 - Overwrite disk

SLARTY BARDFARST

%, & B right ctrl
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help
etwork interface mismatch -- Bunning interface assignment option.

alid interfaces are:

emH HE:B8:27:da:32:cB (doun) Intel(R) Legacy PRO/1BBA HT 8Z2548EH

Do VLAHs need to be set up first?
If VLAHs will not be used. or only for optional interfaces. it is typical to
=ay no here and use the webConfigurator to configure YLAHs later. if required.

Should YLAHNs be set up now [yInl? emB: link state changed to UP

PA24-B5-22T15:58:46.847186+88:88 - php-fpm 395 - - #rc.linkup: DHCP Client not r
nning on wan (emB), reconfiguring dhclient.

PAZ24-B5-22T15:58:58 .829657+88:88 - php-fpm 395 - - /rc.newwanip: rc.newwanip: In
o: starting on emd.

PA24-B5-22T15:58:58 .829788+88:88 - php-fpm 395 - - frc.newwanip: rc.newwanip: on
(IP address: 18.8.2.15) (interface: HAH[wanl) (real interface: emB).

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HAH interface name or 'a’ for auto-detection
(emB or a): enB]

BOlo &P E T 5, € B right ctrl

Figure 28 - Configure WAN interface
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

Machine View Input Devices Help
BE:H8:27:da:32:cB (douwn) Intel(R) Legacy PRO/1HBHA HT 8Z2548EH

Do YLAHs need to be set up first?
IT VLAHs will not be used. or only for optional interfaces. it is typical to
=ay no here and use the webConfigurator to configure YLAHs later. if required.

Should YLAHNs be set up now [yInl? emB: link state changed to UP

?AZ24-B5-22T15:58:46.847186+88:88 - php-fpm 395 - - /rc.linkup: DHCP Client not r
nning on wan (emB), reconfiguring dhclient.

PAZ24-B5-22T15:58:58.829657+88:88 - php-fpm 3953 - - /rc.newwanip: rc.newwanip: In
o: starting on emf.

PA24-B5-22T15:58:58 .829788+88:88 - php-fpm 395 - - frc.newwanip: rc.newwanip: on
(IP address: 18.8.2.15) (interface: HHHIwanl) (real interface: emB).

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HMAH interface name or 'a’ for auto-detection
(emd or al: emB

nter the LAN interface name or 'a’ for auto-detection
OTE: this enables full Firewalling/HAT mode.
( a or nothing if finished): |

B0k &P E T 5, € B right ctrl

Figure 29 - Configure LAN interface
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pfSsense-Firewall [Running] - Oracle VM VirtualBox

File Machine WView Input Devices Help

Should YLAHs be set up now [yInl? emB: link state changed to UP

PA24-B5-22T15:58:46.847186+88:88 - php-fpm 395 - - #rc.linkup: DHCP Client not r
nning on wan (emB), reconfiguring dhclient.

PAZ24-B5-22T15:58:58 .829657+88:88 - php-fpm 395 - - /rc.newwanip: rc.newwanip: In
o: starting on emB.

PAZ24-B5-22T15:58:58 .829788+88:88 - php-fpm 395 - - /rc.newwanip: rc.newwanip: on
(IP address: 18.8.2.15) (interface: HAH[wanl) (real interface: emB).

If the names of the interfaces are not known, auto-detection can
he used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the WAH interface name or 'a’ for auto-detection
(emd or al: emB

nter the LAH interface name or 'a’' for auto-detection
OTE: this enables full Firewalling/HAT mode.
( a or nothing if finished):

interfaces will be assigned as follows:

Do you want to proceed [yInl? yfj

B0k &P E T 5, € B right ctrl

Figure 30 - Confirm settings
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pfSense-Firewall - Sekttings

General
System
Display

Storage

pfSense-CE-2.7.2-RELEASE-amd64.iso

Audio
Metwork
Serial Ports
UsB

Shared Folders

i User Interface

Figure 32 - Select device to remove
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CHAPTER 11

Create an Ubuntu Desktop

DANTE ROCCA

Sometimes we need a Linux desktop with more power than Tiny Core Linux. Like other Linux flavors (known as
distributions), Ubuntu’s primary strength is the command line interface. Ubuntu Desktop has a graphical interface
already installed but we will use the terminal for the installation in this lab anyway.

LEARNING OBJECTIVES

+ Successfully download, install, and run Ubuntu Desktop in a GNS3 environment

PREREQUISITES

+ Virtualbox Installed
* GNS3 Workspace Installed

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ Download Ubuntu Desktop

CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD, ERAU-Prescott

Phase | - Download and Installation

Much like the Linux Server, installation is pretty straightforward. Be sure to work through the lab completely as
the tools installed later will be used down the line.

211


https://ubuntu.com/download/desktop
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1.

2.

3.

0.
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Download Ubuntu Desktop from here
Start Oracle Virtual Box Manager
Click on New (Figure 1)
3.1. Pick a name, here we will use Ubuntu Desktop New
3.2. Choose a directory where you want the VM installed. Here we used an external M2 drive
3.3. Use the dropdown menu to select theUbuntu Desktop ISO that you downloaded
3.4. _ Click Skip Unattended Installation
3.5. Click Next (Figure 2)

3.6. Change the base memory to 4096 MB and click next (Figure 3)

NOTE: Ubuntu Desktop requires 4GB of RAM to install. This unfortunately makes it more
intense than other machines used in this book. If you need an Ubuntu Desktop that uses less
RAM we recommend version 22 instead of version 24. That can be found here.

3.7. Leave the default Virtual Hard Disk settings and click next (Figure 4)

3.8. Review the summary and click Finish (Figure 5)

. Start the Ubuntu Desktop VM

. Hit enter totry or install Ubuntu (Figure 6)

. When the welcome to Ubuntu window appears select your language and click next (Figure 7)

. On the Accessibility screen, select any accessibility settings relevant to you. Once done, hit next

. Select your keyboard layout and hit next (Figure 8)

On the Internet Connection screen leave the Use wired connection radio button selected and hit next

(Figure 9)

10. Select Install Ubuntu and hit Next (Figure 10)

11.

Select Interactive Installation and hit next (Figure 11)

12. Select Default selection and hit next (Figure 12)


https://ubuntu.com/download/desktop
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-3.png
https://www.releases.ubuntu.com/22.04/
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-12.png
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NOTE: If desired you may select Extended selection but it isn't required for the labs present in this
book and will take longer to install.

13. Select any proprietary software you desire, none of them will be needed for labs in this book. Hit
next

14. Select Erase disk and install Ubuntu then click next (Figure 13)

15. Enter a name and the computer and username should be automatically filled out. Like every other
machine we will use the name student. Enter a password, as with every other machine, we use Security1
as our password. Clicknext (Figure 14)

16. Select your time zone and location (Figure 15)

17. Review your choices and click Install (Figure 16)

18. Once the installation is complete, click Restart now (Figure 17)

19. Hit enter when prompted to boot into the machine

Phase Il - Installing SSH

Secure Shell (SSH) is a common remote shell and administration tool. It is used to securely remote login and
command-line execution. We install it here for later use.

1. Log into the Ubuntu Desktop virtual machine

2. Click the Canonical logo (show applications) button in the bottom left corner. In the search screen
that appears, search for and open the terminal (Figure 18)

3. Inthe newly opened terminal, type the following command to install SSH

sudo apt install ssh

4. Enter y when prompted

5. Once the install is finished, ssh will successfully be installed (Figure 19)


https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-13.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-14.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-15.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-16.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/05/Figure-17.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure18.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/UbuntuDesktop-Figure19.png
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End of Lab

Figures for Printed Version

% Oracle VM VirtualBox Manager
File Machine Snapshot Help

en

i E’:} Settings...
(3 Clone...
CF Maove...

vy
Export to OCIL...

(Ry
E ﬁ Remove...
&

Move to Group

T G Start
E Pause
Reset

E &) stop
E: Tools

&
E Dizcard Saved State

Ctrl+M
Ctrl+a

Ctrli+5
Ctrl+0

pws 10 Clea...)

&) & @ @ 0P

Take Delete Restore | Properties | Clone | Settings Discard  Start

MName

b @ Base

hd @ GUT and HTML server
@l Current State (changed)

Figure 1 - Creating a new VM
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-l
-t
b}
m
p
I'I:
}
3
B
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m
&

Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, vou can select an 150 image which may be used
to install the guest operating system.

Mame: Ubuntu Desktop Mew Q?
Folder: === D: e
IS0 Image: D Ci\Wsersimheat\Downloads \ubuntu-22, 04, 4-desktop-amd&4.iso ~
’ Edition:

Type: Linux %,

Version:  Ubuntu (64-hit)
B skip Unattended Installation
@ You have selected to skip unattended guest 05 install, the guest OS5 will need to be installed

manually.

Help Expert Mode ack Mext Cancel

Figure 2 - Creating a new VM

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.

Enabling EFI is also possible.

Bas 4096 MB
4MB 327558 MB

Processors:

1 CPU 32 CPUs

Enable EFI (spedal 0Ses only)

Figure 3 - Screenshot of Hardware Specifications
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Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine, You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

QO Create a Virtual Hard Disk MNow
Disk Size: ' 25.00 GB
4.00 MB 2.00TE
’ [ Pre-allocate Full Size
() Use an Existing Virtual Hard Disk File
[y DHCP 1, vdi (Normal, 60,00 GE)
() Do Mot Add a Virtual Hard Disk

Help Back Mext Cancel

Figure 4 - Creating a new VM

¥ Create Virtual Machine ? et

£

Figure 5 - Screenshot of Summary Page

Summary

wing table summarizes the configuration you have chosen for the new virtual machine.
When you are happy wi onfiguration press Finish to create the wirtual machine. Alternati
you can go badk and modify the configuration.

2 Machine Name and 05 Type
Machine Mame Ubuntu De
Machine Folder C:flUser } /Ubuntu Desktop 24
IS0 Im buntu-24.04-desktop-amd&4.iso
Guest OS5 Type Ubuntu (54-bit)
Skip Unattended Install true

P Hardware

s

{

4096
1
false
)
] GB
Pre-allocate Full Size
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Pa Ubuntu Desktop New [Running] - Oracle VM VirtualBox = O x

File Machine View Input Devices Help

GNU GRUB wersion 2.06

Try or Install Ubuntu

Ubuntu (=afe graphics)
OEM in=stall (for manufacturers)
Test memory

Uzse the t and 1l keys to select which entry iz highlighted.
Press enter to boot the selected 03, "e' to edit the commands
before booting or 'c’ for a command-line.

The highlighted entry will be executed automatically in 19s=.

Bom=g Bl @riohtcl

Figure 6 - Installing a Ubuntu Desktop
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P& Ubuntu Desktop 24 new [Running] - Oracle VM VirtualBox - O s
File Machine Wiew Input Dey

-— May 9 17:39

Welcome to Ubuntu

Choose your language:

Dansk
Deuksch

Eesti

.::’ UbUntU English

Espafiol

Esperanto

Fuskara

Figure 7 - Language Selection Screen
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File Machine View Input Dey

Keyboard layout

Select your keyboard layout Detect

English (South Africa)
English (UK)

English (US)
Esperanto

Estonian

Select your keyboard variant: English (US)

Figure 8 - Keyboard Layout Screen
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File Machine Input D

- May9 17:43

Internet connection

Connect to the internet

An internet connection will improve your installation with compatibility
check and extra software packages.

© Use wired connection

Do not conneck to the internet

Figure 9 - Internet Connection Screen
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File  Maching Input De

Figure 10 - Try or Install Ubuntu Screen

May 9 17:44

Try or install Ubuntu

What do you want to do with Ubuntu?

o Install Ubuntu

Install Ubuntu alongside (or instead of) your current
operating system. This shouldn't take too long.

Try Ubuntu
You can try Ubuntu without making any changes to
your computer.

221
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P2 Ubuntu Desktop 24 new [Running] - Oracle VM VirtualBox - m] X
File Machine V Input

Type of installation

How would you like to install Ubuntu?

Interactive installation
For users who want to be quided step by step through
the installation.

Automated installation
For advanced users who have an autoinstall.yaml for
consistent and repeatable system setups.

Figure 11 - Type of Installation Screen
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File Machine View Input Dey

- May 9 17:48

Applications

What apps would you like to install to start
with?

(o] Default selection
Just the essentials, web browser and basic utilities.

Extended selection
An offline-friendly selection of office tools, utilities
and web browser

Figure 12 - Applications Screen



224 SLARTY BARDFARST

File Machine Wew Input D

- . May 9 17:51

Disk setup

How do you want to install Ubuntu?

© FErase disk and install Ubuntu

Start from scratch on your selected disk.

Advanced features... None selected

fanual installation
For advanced users SE‘E‘kiI"E customized disk setLps.

Figure 13 - Disk Setup Screen
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File Machine View Input D

May 9 17:53

Create your account

Create your account

Your name
student

Your computer's name

student-VirtualBox

Your username

studenkt (]

Password
srasnsses @& Show Fair password

Confirm password

| @

Require my password to log in

Use Active Directory

Figure 14 - Create Account Screen
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ﬂ Ubuntu Desktop 24 new [Running] - Oracle VM VirtualBox

File Machine View Input Devices

Location

Detroit

Figure 15 - Select Timezone Screen

May 9 13:54

Select your timezone

Timezone

America/Detroit

SLARTY BARDFARST
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File Machine V Input

Figure 16 - Ready to Install Screen

May9 13:55

Ready to install

Review your choices

General

Disk setup Erase disk and install Ubuntu
nstallation disk VBOX HARDDISK sda
Applications Default selection
Security & more

Disk encryption

Proprietary software

Partitions

partition sda1 created
partition sda2 formatted as ext4 used for /
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File Machine V

Installation complete

Ubuntu 24.04 LTS is installed and ready to use

Restart to complete the installation or continue testing.
Any changes you make will not be saved.

Figure 17 - Installation Complete Screen
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P4 Ubuntu Desktop Mew [Running] - Oracle VM VirtualBox = a x
File Machine Wiew Input Devices Help
Activities Apr16 20:12

Q terminall

Terminal

EE, Characters EE Soyombo Terminal Mark-1

EE Soyombo Terminal Mark-2

o ) B el =l (5 [#] right cirl

Figure 18 - Find the terminal
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[+ student@student-VirtualBox: ~

Creating config file fetc/ssh/sshd_config with new version
Creating SSH2 RSA key; this may take some time ...
3072 SHA256:rzZswCS58RrNLYYAdDUYWCau3T+1GUYSSMuAjx6CkSRQo root@student-virtualBox
(RSA)
Creating SS5H2 ECDSA key; this may take some time
256 SHA256:8HU9tL7PCh2eHmnWt1lzrMVTSwyGNLpkd5cedr92ruNQ root@student-virtualBox (
ECDSA)
Creating SSH2 ED25519 key; this may take some time
256 SHA256:mvNeQRKia51tcROG71y/uBteeSkDb2DT124MIbdOeRU root@student-virtualBox (
ED25519)
Created symlink /etc/systemd/system/sshd.service — /lib/systemd/system/ssh.servi
ce.
Created symlink /etc/systemd/system/multi-user.target.wants/ssh.service = /lib/s
ystemd/system/ssh.service.
rescue-ssh.target is a disabled or a static unit, not starting it.
ssh.socket is a disabled or a static unit, not starting it.
Setting up ssh-import-id (5.11-6ubuntul)
Setting up ncurses-term (6.3-2ubuntuf.1)
Setting up ssh (1:8.9p1-3ubuntud.s6)
Processing triggers for man-db (2.18.2-1)
Processing triggers for ufw (8.36.1-4ubuntuB.1)
1§

I

Figure 19 - Install SSH
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CHAPTER 12

Create a Kali Linux VM

DANTE ROCCA

Kali Linux is the distribution of choice for attacking a network thanks to the many attack tools it comes bundled
with. This lab provides instructions for making a Kali Linux VM.

LEARNING OBJECTIVES

+ Successfully download, install, and run Kali Linux in a GNS3 environment

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ Download Kali Linux

* Download Nessus Essentials for Education

CONTRIBUTORS AND TESTERS

+ Mathew J. Heath Van Horn, PhD, ERAU-Prescott

Phase | - Download and Installation

We are going to download and install the Kali Linux VM. We are going to use the .iso image and not the
prebuilt VM. Generally, the pre-made VM works fine, but a few testers had problems. When we used the .iso the
configuration and compatibility problems resolved themselves.

231


https://www.kali.org/
https://www.tenable.com/products/nessus/nessus-essentials
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1. Start by downloading the recommended image file here

IMPORTANT: Make sure you download the Installer Image and not the Virtual Machine image.

2. Select the 64-bit installer image and click the download method you prefer
3. Once the image file has been downloaded, open VirtualBox
4. Click on the new button (Figure 1)
4.1. Give the new VM a name
4.2. Select the folder you want to save the VM
4.3. Select the ISO image you downloaded earlier
4.4, Select next (Figure 2)
5. Leave the defaults for the hardware (Figure 3)
6. Use the defaults for the virtual disk space (Figure 4)
7. Verify the settings and click onfinish (Eigure 5)
8. Start the Kali VM
9. Hit enter over the graphical install (Figure 6)
10. Select your language and hit continue (Figure 7)
11. Select your region and hit continue (Figure 8)
12. Select your keyboard layout and click continue (Figure 9)

13. Leave the hostname as default and click continue (Figure 10). Then leave the domain blank and click
continue (Figure 11)

14. Give the full name as student and click continue (Figure 12)
15. Then leave the account name as student and click continue (Eigure 13)
16. Like other VMs use the password Security1 and click continue (Figure 14)

17. Select your time zone and clickcontinue (Figure 15)


https://www.kali.org/
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure1.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure2.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure3.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure4.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure5.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure6.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure7.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure8.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure9.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure10.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure11.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure12.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure13.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure14.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure15.png
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18. Partition Disk

18.1. Select option guided - use entire disk and press continue (Figure 16)
18.2. Leave the disk partition as default and click continue (Figure 17)
18.3. Select - All files in one partition and click continue (Figure 18)
18.4. Verify your partition information and click continue (Eigure 19)
19. Once the software selection screen pops up, leave the defaults and click continue (Figure 20)

20. Once the install GRUB boot loader screen pops up, leave the default yes radio button and click
continue (Eigure 21)

21. On the next screen select the device, there should be only one, and click continue (Figure 22)

22. Once this is done, click continue one last time
23. Finish the installation by clicking continue (Figure 23)

24. Once the login screen pops up, login to make sure everything works

Phase Il - Necessary Software

While Kali comes with a large toolset, there are two tools we will need later that don’t come preinstalled.

1. Open the terminal and run this command to install rainbow crack

sudo apt-get install rainbowcrack

2. Once the install completes, close the terminal and open Firefox

3. In Firefox, go to this link to download Nessus Essentials for Education. Click on try now (Figure 24).
You will need to provide a business email but none of our testers has reported spam from this

4. Click the download button that appears. Then leave the defaults on the next screen and click
download. At the time of writing the version of Nessus is 10.7.1

5. Open the folder where you downloaded the file. Right-click inside the folder and click open terminal
here (Figure 25)
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https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure16.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure17.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure18.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure19.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure20.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure21.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure22.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure23.png
https://www.tenable.com/tenable-for-education/nessus-essentials
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure24.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure25.png
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6. Use the following command to install the Nessus Package

sudo dpkg -i Nessus-10.7.1-ubuntuld404 amd64.deb

7. Use the following command to start the Nessus Scanner. While we won't do much with it right now,
we will need to input the activation code from our email

/bin/systemctl start nessusd.service

8. In the window that pops up enter the user password. Following that, reopen Firefox and go to this
link

https://kali: 8834

9. The page will tell you that it is insecure. Click advanced and then Accept the risk and continue (Figure
26)

10. Click continue on the first screen (Eigure 27)

11. Select the Register for Nessus Essentials radio button (Figure 28) and click continue. If you already got
the email earlier, then click skip (Figure 29)

12. Input the activation code from your email and clickcontinue (Figure 30)

13. Make a username and password for your account (Figure 31) and select submit


https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure26.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure26.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure27.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure28.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure29.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure30.png
https://eaglepubs.erau.edu/app/uploads/sites/10/2024/03/Kali-Figure31.png
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Figure 32 - This could take a while

14. Nessus will take a while to download and compile plugins so wait for this process to complete
before switching the machine off
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End of Lab

Figures for Printed Version

'.!Ti Oracle WM VirtualBox Manager
File Machine Snapshot Help

i{} New. . Cirlqny  HTML server) @ {é} @
Eﬂ: Add.. Curl+4 Take Delete Restore | Properties | Clone | Settings Discard Show

i £3  settings... Ctrl+5 8 HTML server) Mame
Clone... Ctrl+0 l$ Current State

Maove...
& - Solar... (...)
(Al ExporttoOCL...

Remove...

E Maove to Group

E& Show
= [”] Pause
@ Reset
@ stop v

= Tools b

> Discard Saved State. ..
Show Lod... Ctrl+,
B, Refresh

Show in Explorer
@ Create Shortcut on Desktop
[ |

E@ Sort
Search Ctrl+F

Figure 1 - Create a new VM
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Virtual machine Name and Operating System

Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which may be used
to install the guest operating system,

Mame:  Kali Linux Mew &
Folder: e [ b
IS0 Image: D Ci\Wsersimheat\Downloads kaliHinux-2024, 1-installer-amds4.iso ~
’ Edition:
pe:  Linux %, 1
Version: Ubuntu (54-hit)

Skip Unattended Installation

.

{

@ Detected OS5 type: Ubuntu (64-bit), This OS5 type cannot be installed unattendedly. The install
needs to be started manually.

Help Expert Mode ack Mext Cancel

Figure 2 - Create a new Kali VM

¢ Create Virtual Machine 7 >

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.,
Enabling EFI is also possible.

Base Memory: ' 2048 MEB =
4MB 32768 MB
Processors: ' 1
’ 1CPU 8 CPUs
[] Enable EFI {zpedal OSes only)

Help Back Mext

Figure 3 - Set resources for Kali VM

4k
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¥ Create Virtual Machine ? x

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

© Create a Virtual Hard Disk Mow

Disk Size: ' 25.00 GB

4.00 MB 2.00TB
[ Pre-allocate Full Size

(") Use an Existing Virtual Hard Disk File

[et"y DHCP 1, wdi (Mormal, 60,00 GE)

() Do Mot Add a Virtual Hard Disk

Help Back Cancel

Figure 4 - Set disk space for Kali VM

4 Create Virtual Machine ?
Summary
The following table summarizes the configuration you have chosen for the new virtual machine. When
you are happy with the configuration press Finish to create the virtual machine, Alternatively you can
go back and modify the configuration.
"-2? Machine Name and 05 Type
Machine Mame Kali Linux Mew
‘ Machine Folder D Master Images - DO NOT CHANGE Kali Linux Mew
IS0 Image C:fUsersmheat/Downloads kali-Hinux-2024, 1-nstaller-amda4.iso
— ’ Guest 05 Type Ubuntu (64-bit)
Skip Unattended Install false
{:} Hardware
Base Memary 2048
Processor(s) 1
EFI Enable falze
Disk
Disk Size 25.00 GB
Pre-allocate Full Size falze
Help Back Finish Cancel

Figure 5 - Verify settings for new Kali VM
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Kali Linux Mew [Running] - Cracle VM VirtualBox

File Machine View Input Devices Help

Kali Linux installer menu (BIODS mode)

?_ ‘Graphical install

Install
Advanced oplbions
Accessable darvk contrast installer menu

In=taldNwith speech suynthesis

LS S —

Press a key, otherwise speech synthesis will be started in 15 seconds e

B Bl i  ®rohtcel

Figure 6 - Start Kali VM
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Kali Linux New [Running] - Oracle YM VirtualBox = O x

i
h]
T
i

Select a language

Choose the language to be used for the installation process. The selected language will also be the default
language for the installed system.

Language:

o e S HERS RN TR R T

h Chinese (Traditional) - dix(2EE8) B

Croatian - Hrvatski

Czech - Ceitina B
Danish - Dansk =
Dutch - Nederlands | W
Dzongkha - Er
English . Enghh
Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - dJatroyemn

German - Deutsch [~

Go Back ][ Continue

GG oo A5 (B0 il B0 (3] pioht Cirl |

Figure 7 - Set language
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Kali Linwx Mew [Running] - Oracle VM VirtualBox = O *

Input Devices Help

Select your location

The selected location will be used to set your time zone and also for example to help select the system locale.
Normally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose "other” if your location is not listed.
Country, territory or area:

India ]
Ireland B
Israel

New Zealand
Nigeria
Philippines
Seychelles
Singapore
South Africa
United Kingdom

Vuniea seares

Zambia

Zimbabwe

other

A,

Go Back ][ Continue

Bokhes Bl &R rintcr

Figure 8 - Set region
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(1]

f.-" Kali Linux Mew [Running] - Oracle YM VirtualBox
3

Machine Wiew nput evires

Configure the keyboard

Keymap to use:

American English ()

Albanian

Arabic

Asturian

Bangladesh
Belarusian

Bengali

Belgian

Berber (Latin)

Bosnian

Brazilian

British English
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French

LI | SN Y P 1] | —— |

w

Go Back H Continue

B O S [E e i

Figure 9 - Set keyboard layout



INSTALL KALI VM 243

Kali Linwex New [Running] - Oracle VM VirtualBoox

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your
hostname should be, consult your network administrator. If you are setting up your own home network, you

can make something up here.
Hostname:

kali

Screenshot | Go Back |[ Continue

Q&S Bl i ® #rightcri

Figure 10 - Set the host name as default
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Kali Linwx New [Running] - Oracle VM VirtualBox

Fi Marhine . et . EvicEs Hel

T
o

Configure the network

The domain name is the part of your Internet address to the right of your host name. It is often something
that ends in .com, .net, .edu, or .org. If you are setting up a home network, you can make something up, but

make sure you use the same domain name on all your computers.

Domain name:

[

Go Back ][ Continue

Q&g B il EE 3 Rightcl

Figure 11 - Leave domain blank
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Kali Linux New [Running] - Oracle ¥M VirtualBoox — O x

m
T
T

lnput EVICES RElp

Set up users and passwords

A user account will be created for you to use instead of the root account for non-administrative activities.

Please enter the real name of this user. This information will be used for instance as default origin for emails

sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.

Full name for the new user:

[ student

Go Back ” Continue

@i = & | =i & & @ right i

Figure 12 - Set username to student
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Kali Linuex Mew [Running] - Oracle VM VirtualBox — O >

Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The username should start
with a lower-case letter, which can be followed by any combination of numbers and more lower-case letters.

Username for your account:

|

Go Back ][ Continue

B oo | E il e rihtcrl |

Figure 13 - Set account name to student
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Kali Linux Mew [Running] - Oracle VM VirtualBox — O x

m

i
T

o

Set up users and passwords

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

Choose a password for the new user:

Securityl

Show Password in Clear

Please enter the same user password again to verify you have typed it correctly.
Re-enter password to verify:

[ Securityl

|Show Password in Clear]

Screenshot Go Back ” Continue

Qi o Bl EE @ rightcr

Figure 14 - Set password
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Kali Linux Mew [Running] - Oracle WM VirtualBox = O *

File Machine

i
=

Devices Help

Configure the clock

If the desired time zone is not listed, then please go back to the step "Choose language” and select a country
that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona

East Indiana

Samoa

Go Back ][ Continue

Figure 15 - Select time zone
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Kali Linue New [Running] - Oracle YM VirtualBox

Devices  Help

Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you prefer,

you can do it manually. With guided partitioning you will still have a chance later to review and customise the
results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

Go Back H Continue

Qe S | Bl @ @ richtcal

Figure 16 - Use the entire disk
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Kali Linux New [Running] - Oracle ¥YM VirtualBox = O x

m

Machine View Input Devices Help

KALI

Partition disks

Mote that all data on the disk you select will be erased, but not before you have confirmed that you really
want to make the changes.

Select disk to partition:

SCSI3 (0,0,0) (sda) - 26.8 GB ATA VBOX HARDDISK

Go Back H Continue

Qo Bl &S &Rt crl

Figure 17 - Use default disk partition
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Kali Linux: New [Running] - Oracle VM VirtualBox — O x

File  Machine View Input Devices Helf

KALI

Partition disks

Selected for partitioning:
SCSI3 (0,0,0) (sda) - ATA VBOX HARDDISK: 26.8 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, /var, and /ftmp partitions

Go Back ][ Continue

@ & B iR @ @ richtcul

Figure 18 - Use all files in one partition
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Kali Linux New [Running] - Oracle ¥YM VirtualBox = O x

_______ Trnnt Devic

A

il

(n]

[
i
m

KALI

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings (file
system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table,

Guided partitioning

Configure software RAID

Configure the Logical Volume Manager
Configure encrypted volumes

Configure iSCSI1 volumes
=~ SCSI3 (0,0,0) (sda) - 26.8 GB ATA VBOX HARDDISK
> #1 primary 25.8GB f extd !

> #5 logical 1.0 GB f swap swap

Unde changes to partitions

Finish partitioning and write changes to disk

Screenshot ] [ Help Go Back ] [ Continue

B @ = iR EE & riohtcrl

Figure 19 - Verify settings and continue
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Kali Linux New [Running] - Oracle ¥YM VirtualBox = O x

m

o
T

m

Input Devices

A

il

(n]

KALI

Software selection

At the moment, only the core of the system is installed. The default selections below will install Kali Linux with
its standard desktop envirenment and the default tools.

You can customize it by choosing a different desktop environment or a different collection of tools.
Choose software to install:

Desktop environment [selecting this item has no effect]

... Xfce (Kali's default desktop environment)

[ ... GNOME

[] ... KDE Plasma

Collection of tools [selecting this item has no effect]
-.. topl0 -- the 10 most popular tools

... default -- recommended tools (available in the live system)

Qe S | Bl @ @ richtcal

Figure 20 - Software selection is default
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Kali Linuee New [Running] - Oracle YM VirtualBox: — O x

Ba Helo

KALI

Install the GRUB boot loader

It seems that this new installation is the only operating system on this computer. If so, it should be safe to
install the GRUB boot loader to your primary drive (UEFI partition/boot record).

Warning: If your computer has another operating system that the installer failed to detect, this will make that
operating system temporarily unbootable, though GRUB can be manually configured later to boot it.

k. Install the GRUB boot loader to your primary drive?
) No

o Yes

Screenshot ‘ Go Back ‘[ Continue

BOEFS 1 HBEEE

Figure 21 - GRUB loader
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Kali Linue New [Running] - Oracle YM VirtualBox

[
i
m

Trmi i+

A
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KALI

Install the GRUB boot loader

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable

device. The usual way to do this is to install GRUB to your primary drive (UEFI partition/boot record). You may
instead install GRUB to a different drive (or partition), or to removable media.

Device for boot loader installation:
Enter device manually

/dev/sda (ata-VBOX_HARDDISK VBc2e65760-54513234)

Go Back H Continue

[
Q@ ol | E il & @ rihtcri
Figure 22 - Select the device
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Kali Linux New

[Running] - Oracle VM VirtualBoox

m
o

A
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KALI

Finish the installation

Installation complete

Installation is complete, so it is time to boot into your new system. Make sure to remove the
installation media, so that you boot into the new system rather than restarting the installation.
Please choose <Continue> to reboot.

Go Back H Continue
b
&L EBEE Ry
Figure 23 - Finish the installation
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JL N NN JE

(] Tenable Multiproduct N+

@ & https://www.tenable.com/lp/campaigns/22/try us-mult o i

KaliLinux #& KaliTools <« KaliDocs M KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

attack surface and traditional IT assets.

Otenable

Nessus Expert

Otenable

Nessus Professional

Built for the Modern Attack Surface

Scan your IT devices, discover your 1in Vulnerability Assessment
internet-facing assets and secure your
cloud infrastructure. can your IT assets, identify your

RECOMMENDED

ulnerabilities and prioritize your

remediation efforts.
Try Now

Buy Nessus Expert Now

&S B @ @Rt crl

Figure 24 - Install Nessus
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ﬂ Kali Linux New [Running] - Oracle WM VirtualBox

File Machine View Input Devices Help

S mEP O]

Downloads - Thunar

File Edit View Go Bookmarks

Help

4 & student Downloads

Nessus-1(
ubuntu1404
G 4.del

Trash
Documents
Music
Pictures
Videos
Downloads

Devices

_E File System
Network

D Browse Network
Opentermi

@ OpenWith "Engrampa Archive Manager"

Open With Other Ap
Set Default Application...

Send To

W Move to Trash
Rename...

Extract Here

B ExtractTo...

B Create Archive...

Open Terminal Here

= Properties...

LIHUA — Ul |

(3) Download

=

= 1006 | @ ©C

Google Hacking DB

Summary
Release Date: Apr 1

Release Notes:

Signing Keys:

o | E iR S E rintcrl

Figure 25 - Open download folder
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ﬂ Kali Linux New [Running] - Oracle WM VirtualBox

File Machine View Input De Help
S EmPk o] : O ) A § 145

#» A Warning: Potential Secur x = +

<« C @ A Not Secure  https://kali:8834

KaliLinux # KaliTools = KaliDocs & KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec
&=

Kali Linux

VA hitps:/fwww kaliorg/ j3| Security Risk Ahead

Firefox detected a potential security threat and did not continue to kali. If you visit this site, attackers
could try to steal information like your passwords, emails, or credit card details.

What can you do about it?
The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using antivirus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more...

Go Back (Recommended) Advanced...

Someone could be trying to impersonate the site and you should not continue.

Websites prove their identity via certificates. Firefox does not trust kali:8834 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate
certificates.

Error code: SEC ERROR_UNKNOWN_ISSUER

View Certificate

Go Back (Recommended) Accept the Risk and Continue

[#] right Ctrl

https:/fwww.kali.org

Figure 26 - Using Firefox to navigate Nessus
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Kali Linux New [Running] - Oracle WM VirtualBox

File Machine View Input Devices Help
SmP O
Nessus [ Setup x

C @ O & kali
KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Otenable

Nessus

Welcome to Nessus

You can click Settings to configure the Nessus proxy,
plugin feed, and encryption password settings before
you start the installation, or you can select Register
Offline to configure an offline installation.

When you are ready, click Continue to proceed with
the installation.

B Register Offline

Settings Continue

Figure 27 - Continue
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I e
Nessus [ Setup x

C @ O G kali

KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Otenable

Nessus

Welcome to Nessus

Choose how you want to deploy Nessus. Select an
option to get started.

. Set up a purchased instance of Nessus
@ Start a trial of Nessus Expert

@ start a trial of Nessus Professional

0 Register for Nessus Essentials

@ Link Nessus to another Tenable product

Back Continue

B oS il E @ E st eyl

Figure 28 - Register
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I e
Nessus [ Setup x

C @ O G kali

KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Otenable

Nessus

Get an activation code

To register for a free Messus Essentials activation
code, enter your information.

First Name Last Mame

Already have activation code? Skip this step to enter it
manually.

Back Register

Figure 29 - Skip if already have the code
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Nessus [ Setup x

C @ O G

Figure 30 - Input the activation code

kali

Kali Linux # KaliTools = KaliDocs # KaliForums e\ Kali NetHunter Exploit-DB

Otenable

Nessus

Register Nessus

Enter your activation code.

Activation Code

GYUE-|EG4-2VE|-Y85Z-JR35

Continue

Google Hacking DB OffSec

& (@ [#] right ctr
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I e
Nessus [ Setup x

C @ O & o kali

KaliLinux # KaliTools = KaliDocs ¥ KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Otenable

Nessus

Create a user account

Create a Nessus administrator user account. Use this
username and password to log in to Nessus.

Username *

mheathvanhorn

Password *

..................l

Submit

& [#] right ctr

Figure 31 - Create username and password
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CHAPTER 13

Create a Vulnerable Desktop VM

MATHEW J. HEATH VAN HORN, PHD

Metasploitable is an intentionally vulnerable virtual machine (VM) that can be used to conduct security training,
test security tools, and practice common penetration testing techniques. There are different flavors of
Metasploitable (original, 2, and 3) and it offers many features provided by servers and websites except it is
completely vulnerable to attacks. Metasploitable 2 is easier to build and based on Linux. However, it's outdated
and has been replaced by Metasploitable 3 which is based on Windows Server.

LEARNING OBJECTIVES

+ Successfully download, install, and run Metasploitable 2 in VirtualBox and add it to the GNS3
environment.

+ Successfully download, build, and run Metasploitable 3 in VirtualBox and add it to the GNS3
environment.

PREREQUISITES

+ Chapter 2 - Setting up a GNS3 environment
+ Chapter 6 - Adding a Virtual Machine to GNS3

DELIVERABLES

* None - this is a preparatory lab that supports other labs in this book

RESOURCES

+ MikroTik Documentation - Getting Started, https://help.mikrotik.com/docs/display/ROS/Getting+started

* Metasploitable Documentation

+ RKIiLAB, "Metasploitable2 kernal panic - not syncing: 10-APIC error solution (Virtualbox)”,
https://www.youtube.com/watch?v=aYxfhMrjVhk

+ elconak Network & Security, “Lab Setup 1 - Import Metasploitable 2 Linux into Oracle VirtualBox - boot
with ‘noapic’ option”, https://www.youtube.com/watch?v=0TSdSIdFbIQ

265


https://help.mikrotik.com/docs/display/ROS/Getting+started
https://www.youtube.com/watch?v=aYxfhMrjVhk
https://www.youtube.com/watch?v=aYxfhMrjVhk
https://www.youtube.com/watch?v=oTSdSIdFbIQ
https://www.youtube.com/watch?v=oTSdSIdFbIQ
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+ Metasploitable 3 Quickstart guide, https://github.com/rapid7/metasploitable3/blob/master/README.md

+ Metaspoitable 2 Exploitability Guide, https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-
guide/

+ Metasploitable 3 Exploitability Guide, https://github.com/rapid7/metasploitable3/wiki/Vulnerabilities

CONTRIBUTORS AND TESTERS

Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Installing Metasploitable 2 - Sourceforge

This is an easy way to download Metasploitable 2 as a VM. However, it is an older repository.
NEVER expose this VM to an untrusted network. Use NAT or Host-Only modes when using this VM.
Metasploitable 2 is VERY old. It still works as a vulnerable machine, but its usefulness may be limited.

1. Visit SourceForge and download the Metasploitable 2 zip file here

2. Once downloaded unzip the file and note where the file is extracted. In our example, we extracted it
to the downloads folder

L Daumlnade A + g
- (] *
metasploitable-linux-2.0.0 X -
T ] (J > Downloads > metasploitable-linux-200 > Search metasploitable-linux-2.0.0 Q
(
(®) New TL Sort = View aes [E Details
~l Name Date modified Type Size
] R Today
Metasploitable2-Linux 3/31/2024 %:01 PM File folder
> &
>
> o

Figure 1 - Metasploitable 2 in Downloads folder

3. Open VirtualBox and create a new virtual machine

3.1. On the VirtualBox menu click on Machine then New...


https://github.com/rapid7/metasploitable3/blob/master/README.md
https://github.com/rapid7/metasploitable3/blob/master/README.md
https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-guide/
https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-guide/
https://docs.rapid7.com/metasploit/metasploitable-2-exploitability-guide/
https://github.com/rapid7/metasploitable3/wiki/Vulnerabilities
https://github.com/rapid7/metasploitable3/wiki/Vulnerabilities
https://sourceforge.net/projects/metasploitable/files/
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'.I‘j Oracle VM VirtualBox Manager

File Machine Snapshot

EG New...
= 97 Add...
i A

@

@
2

E@
i
_EEQ}

Figure 2 - Create a new VM

Help
Ctrl+
Ctrl+a

&l

Take Delete Restore | Properties Clone

B @ OP

Settings Discard Start

Ctrl+5
Ctrl+0

MName

@ current State

Settings...
Clone...

Move...

Export to OCL...
Remove...

Move to Group L4

Start 3

Pause

3.2. Choose a name for the new Virtual Machine (VM). In this case, we will call it Metasploitable
2

3.3. Select the folder where you want the VM to reside

3.4. Select Type: Linux
Select Version: Oracle Linux (64-bit)

.'l‘]' Create Virtual Machine ?
Virtual machine Name and Operating System
Please choose a descriptive name and destination folder for the new virtual machine. The name you choose will be
used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which may be used
to install the guest operating system.
Mame: Metasploitable 2 &
Folder: == E: w
IS0 Image: <not selected: i
Edition:
Type:  Linux o ?é"'l
Version:  Orade Linux (54-bit) ~
Skip Unattended Installation
';,D Mo IS0 image is selected, the guest 05 will need to be installed manually.
Help Expert Mode ack Mext Cancel

Figure 3 - VM name and operating system selections

3.5. Click Next

3.6. Base memory: 2048 MB

Processors: 2
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-t
(]
&
m
3

5
a
[al

]
m

Hardware

You can modify virtual machine's hardware by changing amount of RAM and virtual CPU count.
Enabling EFI is also possible,

Base Memary: ' 2043 MB |5
4MB 32758 MB
Processors: ' 2 =
1CPU 20 CPUs

[_] Enable EFI (spedal OSes only)

Help Back Mext Cancel

Figure 4 - VM Hardware Selections

3.7. Click Next
3.8. Click on Use an existing virtual hard disk file

3.9. Click on the folder next to the dropdown menu

A Create Virtual Machin

Virtual Hard disk

If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.

() Create a Virtual Hard Disk Mow
Disk Size: 20.00 GB
4,00 ME 2.00TE
Pre-allocate Full Size
Q) Use an Existing Virtual Hard Disk File
(&% ubuntu Server with GUI.vdi (Normal, 50.00 GB) a )
() Do Mot Add a Virtual Hard Disk

Help Back Mext Cancel

Figure 5 - Use and Existing Virtual Hard Disk

3.10. Click on the Add button
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E,TI Hard Disk Selecto
Add  Refresh
Mame Virtual Size Actual Size
v Attached
Figure 6 - Virtual Hard Disk Selector
3.11. Navigate to the location of the file you extracted and select it
§ Please choose a virtual hard disk file
€ v o > Downloads » metasploitable-linux-2.0.0 » Metasploitable2-Linux v Search Metasploitable2-Lin... @
Organize » Mew folder =~ 0 0
o~ Mame Date mcclifi\r:,tl Type Size
(] ~ Today
\# Metasploitable 3/31/2024 9:01 PM Virtual Machine Di... 1,880,512 KB

> &
> @

- ]

+

=

L

J ]

File name: | Metasploitable ~ | Allvirtual hard disk files (*vmd ~
Open Cancel

Figure 7 - Add the Metasploitable Virtual Hard Disk File

3.12. Click on Open and notice it is now in the hard disk selector menu. Keep it selected and

click on Choose
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@] Hard D = O
Add Refresh
MName Virtual Size Actual Size
~  Attached
DHCP. vdi 50.00 GB 15.76 GB
GNS3 YM-disk00 1. vdi 19.53GB 6.53GB
GN53 YM-disk002. vdi 438.28 GB 636.00 MB
kaliinux-2023, 3-virtualbox-amda4. vdi 30.09 GB 13.62GB
Metasploitable, vmdk 8.00 GB 1.79GB
NS1.vdi 50,00 GB 15.72GB
» pf5ense Clone.vdi 16.00 GB 730.00 MB
» pfSense.vd 16.00 GB 730.00 MB
» TC-BLUE-disk1.vdi 500.00 MB 41,00 MB
» TC-RED-diskl.vdi 500.00 MB 41.00 MB
Tiny Core Linux.vdi 500.00 MB 41.00 MB
» Ubuntu Desktop Clone.vdi 25.00 GB 12.45GB
» Ubuntu Desktop. vdi 25.00GB 12,96 GB
> Ubuntu Server with GUL vdi 50.00 GB 9.99 GB
> Ubuntu Server,vdi 25.00 GB 5.71GB
wazuh-4.7.2-disk-L.vdi 50,00 GB 5.60 GB
Window Nexted VMs, vdi 100.00 GB 21.75GB
» Windows Server Trying again. vdi 50.00 GB 9.89GB
> Windows Server with NO AD.vdi 100.00 GB 9,26 GB
' Not Attached
Metasploitable. vmdk 8.00 GB 1.79 GB
Search By Name Q @
Choose Cancel

Figure 8 - Select the Metasploitable Virtual Hard Disk File

3.13. Itis now selected as our hard disk file, so click Next
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b
Virtual Hard disk
If you wish you can add a virtual hard disk to the new machine. You can either create a new hard disk
file or select an existing one. Alternatively you can create a virtual machine without a virtual hard disk.
() Create a Virtual Hard Disk Now
Disk Size: 20.00 GB
Pre-allocate Full Size
© Use an Existing Virtual Hard Disk File
Metasploitable, vmdk (Normal, &.00 GEB) w B
() Do Mot Add a Virtual Hard Disk
Help Back Mext Cancel
Figure 9 - Use Metasploitable Virtual Hard Disk File
3.14. Click Finish and you can see it added to the rest of your VMs
Ll
@) Gy 8w V.
Windows Server with B0 AD (Nothing instalied or mod#ied) L ! Eroceries) Cone | Settnos —_L
D Powersd OFF Hame -
@ Current State
a .Waﬂlhvl.}.)ﬂlm
@ Powered Off
Attributes Informaton
B e -
Description:
DMCP Server
(@ Inaccessible
@ Pt i=

Figure 10 - Metasploitable 2 VM added to Virtual Machines

4. Now you can start it up like any other VM and the login information is
USER: msfadmin

PASSWORD: msfadmin

A note on hardware
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Btarting up .
L 6.3379081 ..MP-BIO3 bug: 8254 timer not conmected to I0-APIC
1 7.4249291 Kernel panic - not syncing: I0-APIC + timer doesn’t work?! Boot w

ith apic=debuy and send a report. Then try booting with the 'woapic’ option

Figure 11 - Metasploitable 2 startup error

Metasploitable2 is very old and hardware and software have changed. If you get an error when you try to start
the machine, take the following steps:

4.1. Close the virtual machine

4.2. Open settings, go to the motherboard settings and disable all the extended features

P
E General System
System Motherboard Processor Acceleration
|§| Display Base Memory: ' 2043 MB |=
é, Storage 4ME 32768 MB
’tDZI i Boot Order: Floppy
| udio —
A 'Q:' Optical
@' Metwark Hard Disk
[ @ Metwork
@ Serial Ports
Chipset: PIIX3

£§> usB TPM: Mone -~
D Shared Folders Painting Device: PS/2 Mouse L

Extended Features: [ Enable Ij0 APIC
Ifl User Interface wiEnded reatres — nable I

|_| Enable Hardware Clock in UTC Time
[ Enable EFI (special OSes only)

t K

1m
o
o
o
o
|||
ol

Invalid settings detected OK Cancel Help

Figure 12 - Disable Extended Features

4.3. Press ok

4.4, Start the virtual machine and get ready to hit the Esc key as soon as it starts
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Ubuntu 8.04, kernel 2.6.24-16-server

Ubuntu §.94, kernel Z.6.24-16-server (recovery mode)

Ubuntu 8.04, memtest86+

Zo B@EE @ rgtc

Figure 13 - Start the VM and press the Esc key

4.5, Press e to edit the boot commands

273
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root (hd®,0)

kernel rsuvmlinuz-2.6.Z24-16-server root=rdev- mapper-metasploitable-roo=
initrd ~sinitrd.img-2.6.24-16-server

Zo B@EE @ rgtc

Figure 14 - Edit the boot commands

4.6. Press e to edit the root command to add
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o B@EE - @ rgtc

Figure 15 - Add the noapic command

4.7. Repeat for the kernel command and add

4.8. Press b for boot

4.9. This is a temporary solution. But the machine will boot so you can apply a more permanent
solution. Log onto the machine using msfadmin msfadmin. Then type

sudo nano /boot/grub/menu.lst

NOTE: /boot/grub/menu.lst is a lowercase ‘L’ as in list, NOT a ‘1" as in 1st
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i
GNU nano 2.0.7 File: -boot/grubsmenu.lst
1= h (8 0 h e b (0
) ) ) i )
I hy e 0 h
[ ) [
i 0 e h he 0 i
Hi E ) ﬂ E i 0 E
0 E E 0 )
1 B e CO B
} 0 0 ¥ e e 0 0
E [ [ D00 [
()
0
! () () ) [) E () OO0 E E
I - - -
[
[ Read 146 lines 1
8 Ge £ 0 el ii| Re e B Prev Page B3 = C PO
X J W EI'E !l Ne P u 0

[#] right ctrl

: e x t g
o EiRd

Figure 16 - menu.lst file opened in nano

This will open the grub boot configuration file called menu.lst

4.10. Use the arrow keys to scroll down after the default options and stop at a line called kernel
(highlighted in yellow)
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o
GNU nano Z2.0.7 File: sbootsgrub-menu.lst
h e 0
HH 0 e ) D E 0 ()
h e 0
e 1 D
I 5.0 0 0
idaln 0,0
| b i E E 00 E 0 h 00
h 5.0 i b 0 ode
00 0,0
G i - - 00 - 0 h 00
G o 1 Rpi e ik T P K = c P'o
X J W it Ne u D

= - T =
(e | B &) @ rightcl

Figure 17 - kernel line in menu.lst file

4.11. Use the right arrow key to go to the end of this line and add -> noapic (highlighted in yellow)
after the word splash
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e
GNU nano 2.0.7 File: -boot/grubsmenu.lst
1] E 0O
[ [} D I 0
) [
[} 1 0
E [ 0 .04 D D
igdnln 0,0
. 00 [ [
e h 0.0 b b 0 0
00 0,0
1 1 00 [ ) 00
8 Ge £ a el | Re e By Prev Page = C P
X J ] ErE ] Ne P u 0

[#] right ctrl

: e x t g
o EiRd

Figure 18 - noapic added to end of kernel line in menu.lst file

4.12. Save your change by pressing A0 Write Out (old school way of saying save)

4.13. Exit nano by pressing X Exit

4.14. Reboot the VM and it should boot without having to type noapic twice

Phase Il - Installing Metasploitable3

Metasploitable3 comes in two flavors: Windows and Linux. Because of licensing issues, sharing Metasploitable
3 as a Windows VM is prohibitive, but you may build the image without violating any laws.

1. Visit Rapid7's GitHub page for metasploitable3 and read the README file. You will see lots of steps.
We are going to follow the steps for building the VM using Windows

2. Install some supporting software


https://github.com/rapid7/metasploitable3/blob/master/README.md
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2.1. Install Packer
2.1.1. Download the precompiled binary (AMD64) for Windows 11 here

2.1.2. Once downloaded, extract it from the zip file. We are extracting all the
supporting software files to the Downloads folder

Select a Destination and Extract Files

Files will be extracted to this folder:

ChUsers\mheathvanhorm\Downloads Browse...

Show extracted files when complete

Figure 19 - Extract the downloaded file

2.1.3. In the Windows Start menu type “environment variables” and click on the menu
item when it appears


https://developer.hashicorp.com/packer/install
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Q  envi
o o Schoaol Apps Documents Web Settings Pe P

Best match

Edit the system environment

' N
I G variables ]

Control pane

Edit the system envi

Figure 20 - Search environment variables

2.1.4. Click on the Environment Variables button

Compufer Hame  Hadwae  Advarcsd  Segen Prfection  Remobe

Fou mus b= logged on a3 an Admesirator bo make most of Fess changes
Parfomnance
Vil effects, processor schaduling. memony uaage, and vinual memony

Semngs
Uy Profiles
Deshiop seiings mlabed 1o yor sgron

Selings
Startup and Reoowerny
Syelem dadup, mystem falurs, and debuggrg mlomation

Semings

[ Envronmert Variahes.. |

0K Cancel

Figure 21 - System Properties Window

2.1.5. Scroll down to Path and click on edit
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User variables for mheathwvanhorn

Variable

Onelrive
OneDriveCommercial
OneDlriveConsurmer
Path

TEMP

TMP

Value

ChUsers\mheathvanhorOneDrive - Embry-Riddle Aeronautical U...
ChlUsersimheathvanhorn' OneDrive - Embry-Riddle Aeronautical U...
ChUsers\mheathvanhornOneDrive
Ch\Users\mheathvanhormtAppDatat Local\Microsoft\ WindowsApps...
Ch\Users\mheathvanhorn\AppDatatLocal\Temp
ChUsers\mheathvanhernAppDatatLocall Temp

Systermn variables

Variable Value
ACSetupSvcPort 23210
ACSvcPort 17532
ComSpec CAWindows\system32\cmd.exe
DriverData CAWindows\System32\Drivers\ DriverData
MUMBER_OF_PROCESSORS 20
OculusBaze C:h\Program Files\Oculus',
05 Windows NT
Mew... Edit... Delete
oK Cancel

Figure 22 - Environment Variables Window

2.1.6. Click on new then browse then click on the downloads folder
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Edit environment variable

SUSERPROFILESS AppDatatLocalhMicrosoft\WindowsApps
ChProgram Files (x36)\Mrmap
ChUsers\mheathvanhorn' Downloads

QK

Mew

Edit

Browse...

Delete

Mowve Up

Maove Down

Edit text...

Cancel

Figure 23 - Adding a folder to the path variable

2.1.7. Click ok until the system properties menu closes

2.1.8. Open a new PowerShell window for the changes to take effect

2.1.9. Type packer (highlighted in yellow) and you should get a list of available

commands. This means Packer is working
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N

P2 Windows PowerShell X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\mheathvanhorn> packer
Usage: packer [—version] [—help] <command> [<args>]

Available commands are:
build build image(s) from template
console creates a console for testing variable interpolation
fix fixes templates from old versions of packer
fmt Rewrites HCL2 config files to canonical format
hcl2_upgrade transform a JSON template into an HCL2 configuration
init Install missing plugins or upgrade plugins
inspect see components of a template
plugins Interact with Packer plugins and catalog
validate check that a template is valid
version Prints the Packer version

PS C:\Users\mheathvanhorn>

Figure 24 - Image of packer working

2.2. Install Vagrant

2.2.1. Visit the Vagrant downloads page and download the appropriate package

2.2.2. Once downloaded, you can click on the file and install it like any other Windows
program

2.2.3. Restart the Computer
2.2.4. Open Windows PowerShell
2.2.5. Type vagrant to see a menu of commands

2.2.6. Create a new vagrant environment by typing

vagrant init

2.2.7. Install the vagrant reload plugin that allows the reloading of VMs as they are
being created by typing

vagrant plugin install vagrant-reload



https://developer.hashicorp.com/vagrant/downloads
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2.2.8. Create a new vagrant box by typing

vagrant box add hashicorp/bionicé64

2.2.9. When asked, choose option 2 for VirtualBox

Ps C:\Users\mheathvanhorn> vagrant box add hashicorp/bioniceu
==> box: Loading metadata for box 'hashicorp/bionicé4"
box: URL: https://vagrantcloud.com/api/v2/vagrant/hashicorp/bionicsd
This box can work with multiple providers! The providers that it
can work with are listed below. Please review the list and choose
the provider you will be working with.

1) hyperv
2) virtualbox
3) vmware_desktop

Enter your choice: 2
==> box: Adding box ‘'hashicorp/bionicéd' (v1.8.282) for provider: virtualbox
box: Downloading: https://vagrantcloud.com/hashicorp/boxes/bionicél/versions/1.0.282/providers/virtual
box/unknown/vagrant . box
box:
==> box: Successfully added box 'hashicorp/bionicéd' (v1.0.282) for 'virtualbox'!
PS C:\Users\mheathvanhorn>

Figure 25 - Select option 2 for VirtualBox

2.3. Install both versions of metsasploitable (Windows and Linux) by doing the following:

2.3.1. Create a new directory by typing

mkdir metasploitable3-workspace

2.3.2. Navigate to the directory by typing

cd metasploitable-workspace

2.3.3. Extract both versions of metasploitable3 by typing the following (all on one
line)

Invoke-WebRequest -Uri “https://raw.githubusercontent.com/

rapid7/metasploitable3/master/Vagrantfile” -OutFile “Vagrantfile”

2.3.4. Start the building of the VMs by typing

vagrant up
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Figure 26 - This could take awhile

2.4. This will take a while, but when it is finished, you will have two new VMs in VirtualBox. The
credentials for both machines is:

USER: vagrant

PASSWORD: vagrant

3. Now add them to the GNS3 environment for future use

End of Lab
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PART Il

BUILDING AN ENTERPRISE
NETWORK

287
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CHAPTER 14

Your First Network

MATHEW J. HEATH VAN HORN, PHD

A user's experience with network devices varies widely. Gamers are probably familiar with port forwarding on
their home router, but may not understand why these actions are needed. Others may have never been interested
in how the magic network box in their home works.

This exercise helps all users get familiar with using the GNS3 environment. We used a typical home
environment because some users have probably encountered this type of setup before. However, our testers
found that even the most novice users could follow these instructions to gain an understanding of using GNS3.

We had to take some liberties since many home network devices are all-in-one solutions, but learners should
focus on using the tools and not how close it resembles “real life”.

Estimated time for completion: 15 minutes

LEARNING OBJECTIVES

+ Create a typical home network in the GNS3 network

+ Become familiar with labels and symbols in the GNS3 network

PREREQUISITES

+ Chapter 2 - Setting Up a GNS3 Environment

+ Chapter 4 - Installing an OpenWRT Router
+ Chapter 6 - Adding a Virtual Machine to GNS3

DELIVERABLES

+ One screenshot of the completed GNS3 Environment

RESOURCES

+ N/A

289
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CONTRIBUTORS AND TESTERS

+ Jacob M. Christensen, Cybersecurity Student, ERAU-Prescott

« Sawyer Hanson, Cybersecurity Student, ERAU-Prescott

+ Julian Romano, Cybersecurity Student, ERAU-Prescott

* Quinton D. Heath Van Horn, 7th Grade

+ David Reese, Mathematics Student, SUNY Brockport

+ Cody Shinkyu Park, Honeywell Software Engineer, ERAU-Prescott Alumni
+ Dante Rocca, Cybersecurity Student, ERAU-Prescott

Phase | - Background Information

This LAB is designed to resemble a typical home network. Some adjustments will need to be made because
you are unable to see the device or the wireless signals. So, we will take this opportunity to familiarize you with
the setup and then you can add your own devices.

Internet Service Provider (ISP) ISP
The ISP is the internet cable that enters your home. There

are different mediums that this cable could be (fiber optic,

wireless satellite, twisted pair copper wire, etc.). For this

lab, just think of the ISP as the internet infrastructure

beyond your home.

Router Router
This device is provided by your ISP when you lease your

internet. There are hundreds of different kinds of routers, +
and they are often all-in-one devices with wireless - &=
connectivity and multiple switch ports. For this lab, we are 'b
separating the ports for teaching purposes.

Switch
Switch
The switch provides the numerous physical and wireless ->
ports needed to connect several internet capable devices (—_)
to the router so they can reach the internet signal. L o

Figure 1 - Explanation of Symbols

In this lab, the typical all-in-one device is split apart for better visualization. Look at the figures below to compare
a typical home environment with our lab environment. You can trace the route of the internet from the ISP to the
PC in both images.
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;\rfg\lﬁglezl.l-;Eifnngeac:‘%":;:i::ﬁ:ng Our lah environment. The all-in-one device is split into a separate router and
for wired and wireless devices. switch.
ISP Router Switch
WAN * LAN >
> & fo—o] &
4 «
Typical home network environment —
Simple GNS3 network

Figure 2 - Picture of final outcome

Phase Il - Setup

These steps are necessary to prepare the playing field. There a quite a few of them, but they are simple.
Complete them one at a time and you will have a working learning environment in no time.

1. Start the GNS3 application

2. Create a new project
2.1. Start by clicking File > New Blank Project on the upper left-hand side
2.2. For this example, we are using the name LAB_01

2.3. Select OK

3. Under the Servers Summary section in the bottom-left-hand corner of the workspace, verify that
both the host machine and GNS3 VM are connected by looking for the two green lights
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